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Abstract:
It is essential for policy-makers to have a reliable and clear picture of how health is distributed in a given population, and 
what indicators contribute to or reduce opportunities to be healthy. Therefore, the surveillance of population health and 
well-being is the first of ten essential public health operations defined by WHO. WHO has a long tradition of providing 
support to Member States to strengthen their health information systems (HISs). Support tool to strengthen health 
information systems, is only one of WHO tools which provides guidance for HIS assessment and strategy development. 
The tool was first published in 2015, and an updated version was published in 2021. Current edition contains refined 
assessment methodology for the core module and four new add-on modules – Emergency response information 
management system, Geographic information system, Long-term care, and Migration health data - complementing the 
add-on modules included in the 2021 update (Health data governance, Health information for the Thirteenth General 
Programme of Work and the European Programme of Work 2020–2025, Human resources for health, Infectious disease 
surveillance, and Noncommunicable diseases monitoring).
The tool has two main parts: guidance for performing an assessment of a full HIS and guidance for the subsequent 
development of an HIS strategy. The assessment methodology aims to achieve a good balance between data collection 
and actual data use and reflects the growing importance of electronic health records and other digital solutions. Add-on 
modules provide support for a more in-depth assessment of specific functions of HISs. Based on the outcomes of the 
assessment, the tool describes a stepwise and practical approach for HIS strategy development. The HIS assessment 
item sheets that are part of the assessment methodology are also available in the form of an excel sheet and published 
as a separate Web Annex.
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Executive summary
It is essential for policy-makers to have a reliable and clear picture of how health is distributed in a given 
population, and what indicators contribute to or reduce opportunities to be healthy. Therefore, the surveillance 
of population health and well-being is the first of ten essential public health operations defined by WHO. WHO 
has a long tradition of providing support to Member States to strengthen their health information systems 
(HISs). One of its tools for this is this Support tool to strengthen health information systems, which provides 
guidance for HIS assessment and strategy development.

The tool was first published in 2015, and an updated version was published in 2021. This 2024 version 
incorporates the latest gathered insights, based on a total of around 20 HIS assessments that have been 
carried out since 2015. Overall, it appears from these assessments that there is a great need for capacity-
building to support strategic assessment and development of HISs. The coronavirus disease crisis has 
underscored the critical need for all countries to strengthen their health data and information systems and 
circuits. Therefore, supporting Member States in improving health information remains an important focus of 
WHO’s work under the current global Thirteenth General Programme of Work and the European Programme 
of Work 2020–2025, and this tool will be instrumental in WHO’s efforts to strengthen national HISs while 
responding to the need for support, as explicitly communicated by Member States.

The support tool comprises two main parts: firstly, it provides guidance for performing an overall assessment 
of the full HIS, and secondly, it provides guidance for the subsequent development of an HIS strategy. The 
common mode of application of this tool is an external HIS assessment by a WHO team and a subsequent 
country-led process of HIS strategy development, for which WHO can provide technical support, if desired. 
Nevertheless, national authorities and other users of this tool may also use the guidance provided in the tool 
to arrange a self-assessment of the HIS.

This tool begins with a chapter that sets the scene by defining HISs and HIS governance and clarifying the 
role of HIS assessments and HIS strategies therein. Next, a stepwise approach is followed, with chapters 
describing how to:

1.	 perform an HIS assessment (answering the question: where are we now?);

2.	 develop an HIS vision (answering the question: where do we want to go?);

3.	 develop an HIS improvement plan (answering the question: how are we going to get there?); and

4.	 monitor progress and perform regular evaluations (answering the question: are we on track?).

The HIS assessment is guided by an HIS assessment item sheet, which consists of a core module and nine 
add-on modules. The aim of the core module is to provide an overview of the functioning of the entire national 
HIS. The aim of the add-on modules is to shed more light on specific parts or functions of the national 
HIS. The following add-on modules are included (in alphabetical order): Emergency response information 
management system, Geographic information system, Health data governance, Health information for the 
Thirteenth General Programme of Work and the European Programme of Work 2020–2025, Human resources 
for health, Infectious disease surveillance, Long-term care, Migration health data, and Noncommunicable 
disease monitoring. The core module forms the basis of the HIS assessments, and one or several add-on 
modules can be added to it, according to the needs and preferences of the Member State being assessed. 
The HIS assessment results in a report with a summary of the situation in the Member State including an HIS 
maturity score, an analysis of strengths, weaknesses, opportunities and threats, and recommended actions 
for improvement for the short, medium and long term.
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The second step in the HIS strengthening process is defining an HIS vision. This will answer the question: 
where do we want to go? An HIS vision defines what the HIS should ultimately achieve (HIS goals) and 
how this should be achieved (HIS values). Next, the HIS improvement plan is defined. This will answer the 
question: how are we going to achieve our vision? The HIS improvement plan builds on the outcomes of 
the HIS assessment and consists of several building blocks: HIS improvement priorities, HIS improvement 
objectives and interventions, a mapping of ongoing and planned HIS strengthening activities, and a roadmap 
including a budget estimate. The fourth step is monitoring progress and performing regular evaluations. This 
will answer the question: are we on track? The monitoring and evaluation (M&E) plan provides guidance for 
this step by defining what will be measured to track progress (M&E framework), how it will be measured and 
reported on (M&E process), and how follow-up is arranged (M&E governance). Together, the HIS vision, the 
HIS improvement plan and the M&E plan form the HIS strategy.

What is new  
in the current edition  
of the Support tool?

This tool was first published in 2015 as the Support tool to assess health information systems and develop 
and strengthen health information strategies. In 2021 an update was published, in which the assessment 
methodology was updated to reflect the current health information systems’ context in the WHO European 
Region through achieving a better balance between data collection and actual data use and a better reflection 
of the growing importance of electronic health records and other digital solutions. Add-on modules were 
added for more in-depth assessment  – Health data governance; Health information for the Thirteenth 
General Programme of Work and the European Programme of Work 2020–2025; Human resources for health; 
Infectious disease surveillance, and Noncommunicable disease monitoring. Finally, the guidance for HIS 
strategy development was made more concise and practical. In this edition, the assessment methodology for 
the core module was refined, and four new add-on modules were added – Emergency response information 
management system, Geographic information system, Long-term care, and Migration health data.
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Introduction
Since 2015, the WHO Regional Office for Europe has been performing comprehensive health information 
system (HIS) assessments to support Member States in strengthening their national HISs. Underlying 
these assessments is a methodology that was developed following a request made in 2013 by the Standing 
Committee of the Regional Committee to develop a  practical support tool for Member States. This 
methodology was first published in 2015 (1) and, based on the experiences gained during its application, has 
been continuously improved since then. This resulted in the publication of an updated version of the support 
tool in 2021 (2), and now in the publication of this 2024 version. Some experiences from Member States that 
took part in the assessments forming the basis of these updates are presented in Box 1, illustrating the added 
value of these exercises for national authorities.

Box 1. �Experiences from Member States with the application of the assessment 
part of the support tool

The WHO health information assessment was carried out in Uzbekistan in 2018. It gave us 
a comprehensive overview of the strong and weaker points in our system and provided a good starting 
point for the United States Agency for International Development-funded multifaceted development 
programme for the health information system in Uzbekistan, which runs from 1 September 2018 to 31 
January 2021. Within the framework of this programme, at the request of the Ministry of Health, the WHO 
Regional Office for Europe together with the WHO Country Office in Uzbekistan developed the training 
titled Surveillance of population health: generating and using health information for policy-making, which 
took place in December 2020. This training built on the outcomes of the assessment and its programme 
was tailored to the situation in Uzbekistan. It was attended by 54 specialists from the Ministry of Health 
and other institutions across the country. Therefore, for us, the assessment was the kick-off of a series of 
health information strengthening activities.

Dr. Zulkhumor Mutalova,  
Head, Department of Health Statistics and Accounts, Ministry of Health, Uzbekistan

I think the assessment is very important for our country’s efforts to build a comprehensive integrated 
system for the exchange and processing of health data. Keeping in mind that the assessment used the tool 
designed for this purpose, I believe that the results are credible and realistically show the current situation, 
but also give us guidelines that we will use to further develop and improve the HIS in our country. I also 
think that the analysis of the situation is comprehensive in terms of the fact that health stakeholders and 
policy documents were fully covered. We will also use the information we have in the assessment report in 
developing and improving a national eHealth strategy.

Zhaklina Chagoroska,  
Advisor and National WHO Counterpart, Ministry of Health, North Macedonia
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Supporting the implementation of WHO’s European Programme 
of Work

The HIS assessments performed on the basis of this tool revealed that key challenges faced by countries 
include the limited use of existing health information for policy-making and poorly functioning intersectoral 
coordination mechanisms. Furthermore, there are concerns regarding access to these non-integrated 
systems and data quality. Overall, these assessments indicated a great need for capacity-building to support 
strategic development and assessment of HISs (3)1. See Table 1 for an overview of common strengths 
and challenges identified across the assessed Member States. In addition, a 2012 review of public health 
capacities and services in the European Region found that while most countries have surveillance systems 
and registries in place for communicable diseases, environmental hazards and basic demographic and health 
status data, routine surveillance of risk factors for noncommunicable diseases and broader determinants 
(including protective factors and inequalities) is generally poorly developed across the Region (4).

In addition to these findings, the coronavirus disease (COVID-19) crisis has underscored the critical need 
for all countries to strengthen their health data and information systems and circuits. A lack of health data 
standardization (such as the definitions, calculations and formats of the data), delays in receiving data, lack 
of integration and interoperability between the different data and information systems, and lack of trained 
people to manage and use the data have been identified as the main reasons for the inability to effectively 
leverage the volume and different types of available data from HISs in support of the pandemic response (5).

1	 The referenced publication describes the experiences of the first four applications of the assessment part of the 
support tool. Since this initial pilot, the tool has been applied in around 20 Member States in total at the time of 
writing. The common findings presented here and in Table 1 are based on all these assessments. Most of the 
assessments were carried out in the eastern part of the European Region.

Box 1. contd

The Assessment Tool provided us with a clear, easy and objective methodology to analyse our HIS. This 
instrument was also useful for us to involve in the evaluation people and departments related to health 
information and not included in the Ministry of Health: Department of Statistics, Civil Registry, etc. This 
involvement caused them to reflect on and become aware of the need to have adequate information tools 
and use them properly. Consequently, at the end of the evaluation process, we had a roadmap and a set 
of recommendations to improve and strengthen the HIS. We hope to be able to get to work as soon as the 
pandemic is under control and is a bad memory and a lesson learned in our country.

Josep Romagosa Massana,  
Health Systems Information Technician and National WHO Counterpart, Ministry of Health, Andorra;  

Helena Mas Santuré,  
Secretary of State for Health, Ministry of Health, Andorra
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Table 1. �Common strengths and challenges based on the findings of assessments carried out in more 
than 20 Member States of the European Region

HIS area Strengths Challenges

Data collection: data 
availability and usability

•	 Functioning data collection systems
•	 Most countries have implemented 

a generic Unique Personal 
Identification Number or are planning 
to do so

•	 Limited analytical capacity
•	 Data quality issues
•	 Lack of data from private health-care facilities
•	 Unclear roles and responsibilities for data exchange
•	 Limited data linkage

Data collection: digital 
health information systems 
and eHealth

•	 Growing interest for and promising 
developments in the area of 
digitalization of health information 
systems/eHealth

•	 Most countries work with an electronic 
health record (EHR) system or are 
planning to implement it

•	 Large parts of data flows still paper-based
•	 Fragmentation and lack of interoperability
•	 The EHR system implemented only in some health-

care facilities

Analysis and health 
reporting: indicators

•	 Commonly clearly defined indicators 
are published at the national level

•	 Growing interest at health-care facility 
level for using indicators for quality 
control and performance improvement

•	 Underlying selection criteria for published indicators 
are not always clear

•	 Published indicators are not always clearly related 
to the health policy in the country

•	 Lack of good data and indicators for benchmarking 
across health-care facilities and need for capacity-
building in this area

Knowledge translation, 
governance and resources

•	 Understanding of policy-makers 
and managers on the need for 
sound health information for 
decision-making

•	 Limited use of health information for 
decision-making

•	 Lack of a clear HIS strategy
•	 Central multisectoral coordination mechanisms 

missing or functioning poorly
•	 Lack of resources and a general need for 

capacity-building
•	 An HIS is often understood to be the same as an 

EHR system
•	 Dependency on (temporary) donor funding

Note: EHR: electronic health records

Thus, there is still a  clear need for capacity-building in the European Region aimed at strengthening 
HISs in support of evidence-informed policy-making. The WHO Regional Office for Europe’s European 
Programme of Work (EPW) 2020–2025 acknowledges this, stating that there is a need for a quantum leap 
in the ability to generate credible, reliable and actionable information, and that classic data collection will 
need to be complemented by robust use of big data, online surveys, consensus panels and expert opinion 
to facilitate public health monitoring and forecasting and ensure that decisions are data-driven. Therefore, 
the strengthening of HISs continues to be a priority area of WHO’s work, to further develop credible, timely 
and high-quality country health data. The EPW pays particular attention to leveraging the use of digital 
technologies, via the Empowerment through Digital Health initiative, one of the four flagship initiatives of 
the EPW. Health inequalities have been a persistent challenge in the European Region. Therefore, the EPW 
places strong emphasis on leaving no one behind. The EPW also stresses the need to reinforce the leadership 
capabilities of health authorities by putting a particular focus on supporting capacities for effective health 
leadership and engagement with other policy sectors (6).

This WHO tool will be instrumental in WHO’s efforts to strengthen HISs as part of the EPW work and it 
answers the need for support as explicitly expressed by Member States. The EPW builds on the global 
Thirteen General Programme of Work (GPW13) (7), and the GPW13 Impact Measurement Framework in turn 
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largely seeks synergy with the United Nations Sustainable Development Goals (SDGs) (8). This tool supports 
Member States in the implementation of the EPW, GPW13 and the SDGs, by providing guidance for optimizing 
health information for identifying priority areas for policy action, evaluating the effects of EPW-, GPW13- and 
SDG-related policies and interventions, and measuring progress towards the policies’ targets.

Structure and application of this tool

This support tool provides guidance for HIS strengthening through assessing the full national HIS and the 
subsequent development of an HIS strategy. The 2015 support tool was largely built on existing resources 
developed by the former WHO Health Metrics Network (9), and primarily aimed at low- and middle-income 
countries. Consequently, in the original 2015 version, there was a relatively heavy emphasis on data sources, 
and less on the actual use of the data through analysis, reporting and dissemination. In the later versions, 
a more balanced approach is applied. In addition, the tool now reflects the growing importance of EHRs and 
other digital solutions in European HISs.

The guidance for performing an HIS assessment and developing a subsequent HIS strategy is presented 
according to a  stepwise approach, as shown in Fig. 1. Performing HIS assessments and developing and 
implementing HIS strategies are part of HIS governance. Therefore, before step 1 is addressed, a chapter 
is included to set the stage and define HIS governance and clarify the role of HIS assessments and HIS 
strategies therein. Next, the steps as presented in Fig. 1 are followed.

Fig. 1. Stepwise structure of this support tool

1. Perform an HIS assessment: where are we now?

2. Develop an HIS vision: where do we want to go?

3. Develop an HIS improvement plan: how are we going to get there?

4. Monitor progress and perform regular evaluations: are we on track?

Step 1 of this tool provides guidance for performing an HIS assessment. The assessment methodology 
consists of a core module and several add-on modules. The aim of the core module is to obtain a generic 
overview of the functioning of the entire national HIS. The aim of the add-on modules is to look in more 
detail at specific parts or functions of the national HIS, depending on the context and specific needs of 
the assessed Member State. The following add-on modules are included (in alphabetical order): Emergency 
response information management system, Geographic information system, Health data governance, Health 
information for the Thirteen General Programme of Work and the European Programme of Work 2020–2025, 
Human resources for health, Infectious disease surveillance, Long-term care, Migration health data, and 
Noncommunicable disease monitoring.
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Subsequently, steps 2, 3 and 4 are related to the development of an HIS strategy. The outputs of these steps, 
namely the HIS vision, the HIS improvement plan, and the monitoring and evaluation (M&E) plan, can be 
combined into a comprehensive HIS strategy document. The outcomes of the evaluation in step 4 should 
feed back into the HIS improvement plan (see Fig. 1).

This support tool is primarily developed to help strengthen national HISs. However, to a  large extent, it is 
also relevant for subnational-level HISs, and with some minor adjustments it can be used for performing 
assessments of and developing strategies for such HISs as well. The common mode of application of this 
tool is an external HIS assessment by a WHO team and a subsequent country-led process of HIS strategy 
development, for which WHO can provide technical support, if desired. Nevertheless, national authorities and 
other users of this tool may also use the guidance provided in the tool to arrange a self-assessment of the 
HIS.
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Setting the scene:  
HISs and their governance

HIS: what are we actually talking about?

Definition of an HIS

The aim of this tool is to support Member States in strengthening their HISs. But what does that mean? 
There are many different definitions of HISs, and in the application of earlier versions of this tool, a  lot of 
confusion was revealed to exist about what exactly the term HIS means. People often equate an HIS with 
a central database or an EHR system. However, an HIS is much more than databases or EHR systems, and 
digital solutions for health data collection are not a goal in themselves but tools for HIS strengthening and 
modernization. Box 2 contains several selected definitions of HISs.

Box 2. Selected definitions of HISs

HISs are systems providing information support to decision-making at all levels of the health system, 
which incorporate information generated by both population-based and institution-based data 
sources (9).

HISs can be defined as infrastructures for the monitoring of health activities, population health 
outcomes, and policies with a significant impact on health. They encompass the people, institutions, 
legislation, interinstitutional relationships, values, technologies and standards that contribute to 
the different stages of data processing. These stages include the collection, analysis, storage, 
transmission, display, dissemination and further utilization of data and information from various 
sources. The goal of HISs is to allow all professional and lay users within and outside the health sector 
to use, interpret and share information and to transform it into knowledge (10).

An HIS refers to a system involving producers, users and other factors contributing to the production 
and use of health information. Health information generated by an HIS supports evidence-informed 
decision-making at every level of a health system (11).

The HIS provides the underpinnings for decision-making and has four key functions: (i) data generation, 
(ii) compilation, (iii) analysis and synthesis, and (iv) communication and use. The HIS collects data from 
health and other relevant sectors, analyses the data and ensures their overall quality, relevance and 
timeliness, and converts the data into information for health-related decision-making (12).

An HIS is the total of resources, stakeholders, activities and outputs enabling evidence-informed health 
policy-making (13).
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A common feature of these definitions is that they depict an HIS as a complex, multilevel system, aimed at 
producing health intelligence to inform decision-making. Such a comprehensive HIS approach also underlies 
this support tool. In line with the model by Verschuuren and van Oers (see Fig. 2) (14), which is based on the 
well-known Data, information, knowledge and wisdom hierarchy (15), this support tool discerns the following 
HIS functions or domains:

	y data collection

	y analysis

	y health reporting

	y knowledge translation

	y governance and resources.

Fig. 2. �Population health monitoring model combining health information system outputs and 
activities

Evidence-informed policy-making

Knowledge translation

Health reporting

Analysis/contextualization

Data collection

Health information strategy and conceptual approach

The ability to make  
well-informed policy 
decisions

Wisdom

Knowledge

Information

Data

HIS

Note: The levels in the Data, information, knowledge and wisdom hierarchy, also known as the knowledge hierarchy or 
information pyramid, can be seen as the outputs an HIS generates by performing the activities depicted on the right side 
of the figure. Thus, when these HIS activities are performed, the information pyramid can be climbed to reach evidence-
informed policy-making at the top.

Source: (14)



Support tool to strengthen health information systems8

The scope of HISs and how HISs relate to digital solutions and eHealth

The function of the HIS goes far beyond collecting data; it starts with defining a conceptual approach, after 
which data are collected, analyses are performed, and knowledge is generated and actively brought into 
policy and practice. HISs play an important role in health system governance. This is elaborated further in 
the last section of this chapter. By “health system” we mean a health system in the broadest sense: next to 
primary, secondary and tertiary health-care services, this includes public health and preventive services, as 
well as intersectoral action to address the wider determinants of health. This implies that a well-functioning 
HIS needs data not only from the health sector, but from other domains as well (see Fig. 3 (16)). All these 
different data sources can either be paper-based or electronic. They can also be related to or integrated 
with wider digital applications, such as cloud-based governmental data repositories or eHealth systems 
that combine an EHR function with other functions, such as planning of consultations and diagnostic tests, 
prescription of medicines and billing. Although it follows from this that there is an overlap – and options 
to create synergies  – between this HIS tool and tools for eHealth and information and communications 
technology (ICT) assessments and strategies, the main focus of this tool in terms of digital applications is on 
their health data collection functions and to what extent the thus-collected data can be and are being used 
for decision-making. This does not mean that this tool disregards the wider context in which digital solutions 
are operating, only that this is not a topic of assessment per se. Similarly, the tool does not focus on technical 
software specifications of digital information systems, but on their usage and usability in practice.

Fig. 3. The different data sources that constitute health information

Data sources: from 
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Police data, e.g. on 
injuries, violence

Policy-making and planning

Environmental 
data
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demographics
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Health interview 
and examination 
surveys

Etc.
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care

Clinical health 
records

Administrative 
health-care 
records

Patient-reported 
information Etc.

Health information

Source: (16)
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The HIS supports decision-making at various levels

HISs are aimed at supporting evidence-informed policy or decision-making. Here we can discern different 
levels of decision-making. This includes national or subnational strategic policy-making and planning by 
health-care authorities, as well as the use of health information at health-care facility or provider level for, for 
example, benchmarking or performance improvement, quality control and resource planning. This implies 
that data derived from the health-care delivery process can and should be used for informing both health-
care practice and health policy. This is reflected in the concept of the “learning health care system”, see Fig. 4 
(17). This figure illustrates that it should be possible to use data that were originally collected for individual 
patient care also for the purpose of monitoring, research and ultimately policy-making. This is also called 
the secondary use of health data, or the use of health data for secondary purposes. Therefore, regulatory 
frameworks that facilitate safe use of health data for secondary purposes are vital for a well-functioning HIS.

Fig. 4. The learning health-care system concept: using health-care-generated data for improving 
health services and informing health policy

Health policy

Health services

Research

Practice feedbackKnowledge Data

Source: (17)

HISs and related concepts: population health surveillance and 
monitoring, M&E and health system performance assessment

It is essential for policy-makers to have a reliable and clear picture of how health is distributed in a given 
population, and which indicators contribute to or reduce opportunities to be healthy. Therefore, surveillance 
of population health and well-being, aimed at feeding information and intelligence to health needs 
assessments, health impact assessments and to planning for health services, is the first of ten essential 
public health operations defined by WHO (18).2 Instead of population health surveillance, the term “population 
health monitoring” is also used to describe the same public health function. Population health surveillance 
or monitoring can be defined as regular and institutionalized production and dissemination of information 
and knowledge about the health status of a  population and its determinants, aimed at informing policy-
making (14). HIS and population health surveillance are closely related. An HIS may be considered the 
necessary infrastructure for carrying out all the steps necessary to climb the information pyramid in a regular 
and timely manner, to reach evidence-informed policy-making at the top (see Fig. 2) (14).

2	 Different definitions of surveillance exist, and people often associate it with infectious disease surveillance. 
However, the concept can also be used in a broader sense, as illustrated in WHO’s essential public health operations 
(18). In this support tool, when we speak of surveillance, we refer to this broad definition.
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HISs and population health surveillance overlap with the concept of M&E. M&E refers to tracking the 
performance of specific interventions, programmes or policies. More specifically, M&E demonstrates 
the impact of programme effort and resources on achieving programme goals, providing managers and 
decision-makers at all levels with the relevant information for action, including policy formulation, priority 
setting, strategic planning, design and implementation of programmes and projects, and the allocation or 
reallocation of resources (19). Often, specific health programmes (such as programmes for tuberculosis or 
HIV/AIDS) generate their own data to track performance. These data should be seen as part of the HIS, as 
they can also be used for secondary purposes such as general population health surveillance or research. 
Data from regular HIS data sources, such as mortality data from civil registration and vital statistics (CRVS) 
registries or health-care utilization data derived from facilities, can also be used for M&E frameworks for 
specific programmes or policies.

Another concept related to population health surveillance is Health System Performance Assessment (HSPA). 
HSPA can be defined as an assessment of a health system as a whole, using a limited number of indicators 
linking outcomes with functions or strategies. It is country-specific, embedded in a national or subnational 
policy process, and linked to national health plans or strategies where possible (20). HSPA could be deemed 
an element of population health surveillance, but population health surveillance is more comprehensive than 
just HSPA. Population health is influenced by the health-care system and its functioning, but also by many 
other determinants of health, such as lifestyle-related aspects and environmental and social factors (Fig. 5) 
(21). The latter are also referred to as the wider determinants of health. Population health surveillance aims to 
understand all these health determinants and their effects on population health.

Fig. 5. The main determinants of health

Source: (21)
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In line with the above, in this support tool, generating information for HSPA is regarded as one of the functions 
of the HIS, next to generating information on other health determinants and health outcomes. This implies 
that an HIS is much broader than a health-care information system, and that even though administrative 
and clinical health-care data are important sources for HISs, many other data sources are needed to derive 
a comprehensive picture of population health. These include CRVS, disease registries, health interview and 
examination surveys, data from preventive programmes, and sources from outside the health domain, such 
as police data on violence and injuries, environmental data and data from the social domain (for example, on 
unemployment or disability) (see Fig. 3). 

HISs and governance

Governance can be defined as the process of decision-making and the process by which decisions are 
implemented (22). Governance and accountability are closely related. The essence of accountability is 
answerability; being accountable means having the obligation to answer questions regarding decisions and/
or actions (23). HISs play an important role in the governance and accountability of health systems. WHO 
defines five broad actions or functions for health system governance (Table 2) (24). One of these is “generating 
intelligence: information and analysis for decision-making”. This function is performed by the HIS.

Consequently, HISs are an intrinsic part of health system governance and contribute to their accountability. 
However, HISs themselves also are subject to accountability, and those responsible for the HIS should be 
able and willing to explain the decision-making processes on the scope of health information collected and 
the spending of – often public – HIS funding. Although guidance on good governance is available for specific 
elements of the HIS, including data governance or related aspects, such as multisectoral governance, not 
much documentation is available that specifically addresses HIS governance as such. However, the above-
mentioned five functions of health system governance can also be used as a  framework for defining the 
main functions that an HIS governance mechanism should cover. Table 2 illustrates how these functions 
translate to an HIS context and how this links with this support tool. Thus, performing a multistakeholder HIS 
assessment and subsequently developing an HIS strategy supports transparent and evidence-informed HIS 
decision-making and contributes to good HIS governance, which in turn contributes to good health system 
governance.
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Table 2. Five functions of health system and HIS governance

Five functions of health system governance  
(24)

Translation into five functions of HIS governance and link with 
this support tool

Formulating policy and strategic plans Formulating HIS policy and strategic plans
 �This support tool provides guidance for the development of an HIS 

strategy

Generating intelligence: information and analysis for 
decision-making

Generating intelligence: information and analysis for decision-making on 
further development of the HIS
 �This support tool provides guidance for the development of an 

evaluation mechanism to keep track of progress towards the goals 
set in the HIS strategy

Putting in place levers or tools for implementing 
policy – including design of health system 
organizational structures and their roles, powers 
and responsibilities; design of regulation; standard-
setting; incentives; enforcement and sanctions

Putting in place tools for implementing the HIS strategy
 �This support tool provides guidance for the development of an 

HIS strategy and tools for its implementation, most importantly, 
in the form of an HIS improvement roadmap, which specifies 
which stakeholder needs to do what and when. The M&E plan also 
stimulates the implementation of the HIS strategy

Collaboration and coalition-building across sectors 
and with external partners

Collaboration and coalition-building across HIS stakeholders and across 
sectors
 �This support tool emphasizes the need for broad stakeholder 

involvement and collaboration as a prerequisite for successful HIS 
strengthening

Ensuring accountability by putting in place: 
governance structures, rules and processes for health 
sector organizations; mechanisms for independent 
oversight, monitoring, review and audit; transparent 
availability and publication of policies, regulations, 
plans, reports, accounts, etc; and openness to 
scrutiny by political representatives and civil society

Ensuring accountability by putting in place governance mechanisms for 
HIS reform
 �This support tool provides guidance for the development of an HIS 

strategy including accountability mechanisms, most importantly, 
a comprehensive M&E plan, including an M&E framework (milestones 
and indicators), M&E process and M&E governance mechanisms. The 
importance of transparency is stressed throughout the tool
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Step 1. Performing  
an HIS assessment:  
where are we now?

The first step in the HIS strengthening process is performing an HIS assessment. This will answer the 
question: where are we now? The HIS assessment methodology applied in this support tool allows for rapid 
yet comprehensive mapping of the main HIS strengths, weaknesses, opportunities and threats and results 
in a maturity score for each of the main HIS domains (data collection; analysis; health reporting; knowledge 
translation; and governance and resources).

Performing an HIS assessment is the first step of the HIS strengthening process described in this tool. The 
objectives of HIS assessments are to identify priority areas for HIS strengthening, mobilize technical and 
financial support for the HIS strengthening process, and serve as a baseline for monitoring progress. Another 
objective of HIS assessments is to enhance knowledge about the HIS and inform HIS stakeholders about 
aspects of the HIS with which they are less familiar (25). Often the HIS assessment process will also result 
in different HIS stakeholders getting to know each other and getting more insight into each other’s points 
of view. This will contribute to enhanced national networks and improved collective knowledge about the 
HIS and its functioning, which in turn will contribute to a  successful implementation of the HIS strategy. 
Therefore, broad stakeholder involvement is an important prerequisite for a successful HIS strengthening 
process. Box 4. In focus: Ensuring broad stakeholder involvement explains how to achieve this.

HIS assessment approaches and existing tools

Different HIS assessment approaches exist, each with their own advantages and disadvantages. Which 
approach is best will depend on the specific circumstances of the assessment, and will be influenced, among 
other things, by the goal of the exercise, the extent to which previous assessments can be built on, and 
the available time and resources. Although there are many different variants, HIS approaches can roughly 
be categorized according to two axes: comprehensive versus partial, and self-evaluation versus external 
evaluation. In a comprehensive assessment approach, the entire HIS is covered, while in a partial approach 
only part of the HIS is assessed, for example, HIS data quality or the M&E component of specific health 
programmes such as for AIDS or noncommunicable diseases. Assessment approaches based on self-
evaluation are carried out by people working in or familiar with the HIS, while external evaluations are carried 
out by people who do not have direct links to the HIS. External assessors can either be formal assessors, 
for example, WHO staff who are performing an assessment at the request of the ministry of health, or peer 
assessors. In the latter case, health information experts from one country assess the HIS of another country 
in a  more informal setting. Such a  peer assessment approach was applied for example in the European 
Union-funded Joint Action InfAct (26). Table 3 lists the main advantages and disadvantages of these different 
HIS assessment approaches (adapted from (27)), as well as some examples of existing tools.
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Table 3. �Different HIS assessment approaches: advantages and disadvantages and examples of 
existing tools

Assessment 
approach

Advantages Disadvantages Examples

Comprehensive versus partial

Comprehensive •	 Results in an overview of 
the entire HIS, allowing 
for optimally identifying 
options for synergies across 
stakeholders and domains

•	 Resource-intensive
•	 May result in a long list of 

action points, which can 
be overwhelming and may 
complicate priority-setting and 
concrete follow-up

•	 WHO and MEASURE Evaluation. 
Routine Health Information 
System Rapid Assessment 
Tool (28)

•	 WHO. SCORE Assessment 
Instrument (29)

Partial •	 Less resource-intensive
•	 More focused outcomes, 

which will be beneficial 
for setting priorities for 
follow-up

•	 Gives insight into only part 
of the HIS, which means that 
potentially more pressing 
problems stay out of sight, and 
fewer options for synergies 
across stakeholders and 
domains can be identified.

•	 Joint United Nations 
Programme on HIV/AIDS. 
12 Components Monitoring and 
Evaluation System 
Strengthening Tool (30)

•	 WHO Data quality review, 
Modules 1–3 (31, 32, 33)

Self-assessment versus external assessor

Self-evaluation •	 Creates support and 
ownership for the process 
and outcomes of the 
assessment.

•	 Less likely that issues 
will be overlooked, as the 
assessment is carried out 
by people who know the HIS 
well

•	 Assessors may not be able to 
judge the HIS objectively

•	 Often time-consuming and 
complex to implement

•	 Less likely to generate results 
that can be compared over time 
or between countries

•	 Pan American Health 
Organization/WHO. Information 
Systems for Health. Standard 
Assessment Method (34)

•	 MEASURE Evaluation. Demand 
and Readiness Tool for 
Assessing Data Sources in 
Health Information Systems 
(HIS DART) (35)

External evaluation •	 More objective assessment 
approach

•	 Often based on existing 
sources, such as 
international databases, to 
minimize reporting burden 
on countries, and therefore 
easier to implement

•	 Enables comparisons 
between countries and over 
time

•	 The assessment process and 
outcomes may not be accepted 
by the HIS stakeholders

•	 It may prove difficult to retrieve 
all relevant documentation 
because assessors do not know 
all the ins and outs of the HIS

•	 WHO. Health Information 
Systems Performance 
Index (27)

•	 Joint Action on Health 
Information InfAct. Peer HIS 
assessment approach (36)

WHO has a long tradition of supporting its Member States in assessing and strengthening their HISs, and as 
such, there is a comprehensive body of WHO tools and guidance documents, both with global and regional 
perspectives, some of which are listed in Table 3. However, other organizations also have extensive experience 
in providing support to countries for HIS assessment and improvement. One of these is MEASURE Evaluation, 
which is funded by the United States Agency for International Development. MEASURE Evaluation is dedicated 
to improving health through improving data and has developed a wide array of tools for this purpose, such 
as the online HIS Strengthening Resource Center, which includes a database of health information system 
assessment tools (37).
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Assessment approach for this support tool
General aspects

This support tool to strengthen HISs applies a comprehensive assessment approach, evaluating the entire 
HIS. See Chapter Setting the scene: HISs and their governance and the next paragraph HIS assessment 
item sheet for more information about the scope of the tool. Although this tool can also be used for a self-
evaluation of the HIS, the common approach applied when using the tool is an external evaluation, carried out 
by a WHO team at the request of the ministry of health. See Box 3 for an overview of the different steps in the 
assessment approach commonly used by WHO in the application of this tool.

As illustrated by Box 3, the approach used for this tool is a mix of the different HIS assessment approaches 
described in the previous paragraph, combining their advantages. The assessment is carried out by an 
external team to achieve an objective evaluation. However, the assessment is not solely based on public 
sources, but, to a large extent, on input from HIS experts, which is gathered through interviews. This ensures 
that no important issues are overlooked, while creating support for the assessment process and outcomes. 
The multistakeholder meeting at the end of the country visit is also an important means of creating support. 
Box 4 provides guidance on how to ensure broad stakeholder involvement, representing the main HIS 
perspectives. Strong involvement of the ministry of health is essential for ensuring commitment for follow-
up, including making available funds and other resources that are necessary for HIS strengthening activities, 
and institutionalization of the HIS improvement process.

The assessment approach tries to find the right balance between speed and efficiency on the one hand 
and comprehensiveness on the other. The assessment results in an overview of the entire HIS and its 
functioning, and identifies elements in the system that are currently functioning suboptimally. The outcomes 
of the assessment support the national authorities in setting priorities for the improvement of the HIS and 
pinpointing specific areas that require further developmental work and capacity-building.

Box 3. Steps in the assessment approach commonly used when applying this tool

	y The ministry of health asks WHO to carry out an HIS assessment.

	y A WHO team performs a preparatory desk review based on public sources to get a basic 
understanding of the organization and general functioning of the HIS.

	y The WHO team together with the Country Office and/or national counterpart prepare the agenda for 
a 4-to-5-day country visit.

	y During the country visit, the WHO team holds semi-structured interviews with the main HIS 
stakeholders in the country. These interviews are guided by and structured according to a standard 
HIS assessment item sheet.

	y The country visit concludes with a multistakeholder meeting in which the main findings of the 
assessment are presented and discussed.

	y After the country visit, the WHO team writes a summary report for the ministry of health consisting of:

1.	 a summary of the HIS assessment item sheet, including a scoring of the maturity level of the 
HIS;

2.	 a strengths, weaknesses, opportunities and threats (SWOT) analysis; and
3.	 concrete recommendations for further improvement of the HIS.

	y After the report is submitted, concrete follow-up actions are agreed (for example, organizing 
a capacity-building event or performing a more detailed follow-up assessment of specific parts of 
the HIS) and, if appropriate, included in the biennial collaborative agreement between WHO and the 
Member State concerned.
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HIS assessment item sheet

Part of this support tool is an HIS assessment item sheet. The aim of this sheet is to guide the semi-structured 
interviews that take place during the country visit (see Box 3) and summarize the input gathered during these 
interviews.

Core module and add-on modules

The assessment sheet consists of a core module and several add-on modules. The core module consists 
of five domains. This is explained further in the next section. The aim of the core module is to obtain 
a generic overview of the functioning of the entire national HIS. The aim of the add-on modules is to look 
in more detail at specific parts or functions of the national HIS. See Fig. 6 for an overview of the structure 

Box 4. In focus: Ensuring broad stakeholder involvement

In every assessment approach, involving the right HIS stakeholders is crucial for the success of the 
exercise. What do we mean by “stakeholders” and which ones should be involved?

A stakeholder is anybody who can affect or is affected by the assessment. They can be internal or 
external (38). MEASURE Evaluation defines an HIS stakeholder as anyone who has the power to 
influence the implementation of the follow-up of the assessment (39). Stakeholders can be individuals, 
groups or organizations.

When considering whether all the appropriate HIS stakeholders have been included, it is helpful to apply 
different HIS perspectives:

	y Previous assessments have shown that while a lot of health information is being produced, it often 
does not fully meet the needs of the users. Therefore, it is important to include both producers 
and users of health information. Producers are those stakeholders who collect, analyse, and/
or disseminate health information or provide support for it. They may include statistical offices, 
national and subnational public health authorities, health-care insurance companies, health-care 
facilities, and academia, as well as operators and suppliers of digital information systems such 
as EHR systems. Users of health information may include policy-makers, health-care facility 
managers, umbrella organizations for health-care professionals, patient organizations, and 
nongovernmental organizations (NGOs).

	y Previous assessments have shown that there are often considerable gaps between the perceptions 
of developers and end-users of digital information systems such as EHR systems and electronic 
disease registries. End-users are the health-care staff (doctors, nurses, administrators) and 
sometimes patients who need to feed the information into these digital systems. While the 
developers may be satisfied with the systems from a technical point of view, health-care staff in 
practice often feel that the functionality and user-friendliness of the systems are insufficient, and 
that the systems do not meet their needs. In fact, digital information systems are often regarded 
as a burden complicating the delivery of health services rather than supporting it. Therefore, it is 
recommended that both developers and end-users should be involved in the assessment. This will 
improve understanding of the barriers experienced by end-users in the implementation of digital 
information systems such as EHR systems.

	y A common finding in previous assessments is that data from the private sector are lacking. 
However, these data are essential to obtaining a complete picture. Therefore, involving both 
the public and private health-care sector will help identify the underlying reasons for missing or 
incomplete data and insufficient data exchanges between the sectors.



Step 1. Performing an HIS assessment: where are we now? 17

of the HIS assessment item sheet. The assessment sheet contains add-on modules entitled: Emergency 
response information management system, Geographic information system, Health data governance, Health 
information for the Thirteenth General Programme of Work and the European Programme of Work 2020–
2025, Human resources for health, Infectious disease surveillance, Long-term care, Migration health data, 
and Noncommunicable disease monitoring. Additional topics may be included in the future. The add-on 
modules allow for a more flexible use of the tool, allowing Member States to zoom in on specific parts of the 
HIS that are of particular importance to them. However, it is emphasized that the main module assessing 
the entire HIS remains the core of the assessment approach. More detailed analyses of specific parts of the 
HIS can be added to it, but they should not replace the core module. The common assessment approach for 
this tool described in the paragraph General aspects and Box 3 relates to the application of the core module. 
If add-on modules are also applied, the duration and agenda of the country visit will need to be amended 
accordingly, and staff with specific expertise may need to be added to the assessment team.

The next paragraphs describe the domain structure of the core module and the approach applied in the core 
module for guiding the interviewers during the assessment. The HIS assessment item sheet for the core 
module can be found in Annex 1.

Fig. 6. Structure of the HIS assessment item sheet
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Although the domain structure of the add-on modules may be somewhat different to accommodate the 
specificities of the HIS function covered, the add-on modules in principle apply the same approach for guiding 
the interviewers as the core module. The assessment item sheets for the add-on modules can be found 
within the respective annex of each add-on modules (see Annexes 2 through 10), as well as descriptions of 
the rationale for the different modules. These descriptions cover issues such as how the topic of the add-
on module fits into the wider HIS, the policy relevance of the module, and how the assessment items were 
defined and selected.

Core module: structure

The core module comprises five domains: data collection; analysis; health reporting; knowledge translation; 
and governance and resources (see Fig. 6). Data collection covers available data collections, efficiency of data 
flows, and the quality and usability of existing data collections. This also includes the availability, usability and 
interoperability of digital data collection systems. Analysis covers the availability, comprehensiveness and 
use of indicator sets, and health reporting looks at the availability, comprehensiveness and use of health 
reports for policy-making and planning. Knowledge translation assesses the extent to which stakeholders 
are familiar with available health information and knowledge products, and which knowledge translation tools 
and mechanisms are being used. The final domain, governance and resources, looks at HIS governance 
mechanisms and general HIS resources, which include the legal framework, financial resources, and ICT 
infrastructure. (Note: human resources are addressed as part of the other four dimensions.)

Each domain consists of assessment items that are phrased as general or main questions. Main questions are 
subdivided into probing questions and for each probing question, a description is given of what the situation 
would be like in a fully matured HIS, or the ideal scenario. This part of the assessment tool is meant to support 
the assessors in the interviews they have with the HIS stakeholders. It will help them with structuring the 
interviews and tailoring them according to the specific expertise of the interviewee, and ensuring that no 
important items are missed. See Table 4 for an excerpt from the HIS assessment item sheet to illustrate the 
approach of the sheet. The full assessment item sheet for the core module can be found in Annex 1.
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Table 4. Excerpt from one of the domains of the first part of the HIS assessment item sheet, showing 
how an assessment item is phrased as one overarching and several probing questions

Item ID Main question Probing questions Expectations

Analysis_1 Is a core set of health 
indicators defined in the 
country?

1) Is the core set linked 
to a specific health policy 
(process) and/or to specific 
health goals or targets?

1) The core set is linked to a specific health 
policy (process) and/or to specific health 
goals or targets

2) How were core indicators 
selected?

2) National minimum core indicators have 
been transparently identified for national 
and subnational levels. The selection of 
indicators is also informed by international 
indicator sets

3) Which categories does the 
indicator set cover?

3) Indicators cover all categories of 
health indicators (e.g. determinants of 
health; health system inputs, outputs and 
outcomes (health systems performance 
assessment); health status; health 
inequalities). (Examples: Joint Monitoring 
Framework, SDG, noncommunicable 
diseases). If possible it includes also 
relevant indicators from other policy 
sectors (e.g. social affairs, education)

4) How is the indicator defined 
and calculated?

4) An indicator definition exists and the 
method for its calculation is documented. 
If applicable: the numerator and 
denominator of the indicator are clearly 
defined

5) Are metadata available and 
harmonized within the country 
and across countries?

5) Metadata that are regularly updated and 
exist for each indicator and are publicly 
available. Metadata include the headings: 
definition, calculation/method, available 
dimensions/subgroups (e.g. age, gender, 
geographic information, nationality, 
migration, social status (education, 
employment status, income)), rationale, 
data sources

6) If individual data on social 
status is not available: Is 
a geographically based 
deprivation index (or similar) 
available?

6) Alternatively, for social status, 
a deprivation index is available to perform 
comparisons on ecological level
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Core module: summary and scoring template

The second part of the assessment item sheet is a template for summarizing the findings and scoring the 
maturity level of the HIS. This summary and scoring template will form the basis of the summary report 
and will be complemented by the SWOT analysis and recommendations for improvement (see Box 3). Box 5 
provides tips for performing a SWOT analysis. The summary template comprises a block for each of the HIS 
assessment item sheet domains: Analysis, Health reporting, Knowledge translation, and Governance and 
resources, and two blocks for the more elaborate Data collection domain (see Fig. 6). Each of these (sub-)
domains is divided into 4–6 themes, accompanied by a description of what the situation would be like in 
a fully matured HIS. These descriptions are at a higher level of aggregation than the descriptions provided for 
each of the probing questions in the first part of the HIS assessment item sheet (see Table 4 for examples of 
the latter). In the template, a description of what the situation is like in the country can be added for each of 
the themes, as well as a score (Table 5). The following scoring system is applied:

	y Situation in the country comparable to full maturity = 4.

	y Many elements of the HIS are fully matured but some work is still needed = 3.

	y Some elements of the HIS are fully matured but substantial work is still needed = 2.

	y Situation in the country is still very deviant from full maturity = 1.		

In the summary report, the scores for the different HIS (sub-)domains are presented in the form of a spider 
plot.

This structured summary approach, including a  quantitative score, enables the comparison on HIS 
assessments over time and between countries. However, it is noted that when the HIS assessment is carried 
out at the request of the ministry of health, it is up to the ministry to decide whether or not the summary 
report of the assessment will be made public.
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Table 5. Part of the summary and scoring template

Data collection: data sources

Description of situation in HIS with full maturity Description of current situation in 
the country

Country 
score 
(maximum 
of 24)

1 Vital statistics: registration of births and deaths and associated 
medical information is complete and up-to-date. Quality of 
cause-of-death information is high and coding is done in line 
with international standards and classifications

2 Health service records: a centralized electronic health record 
system is in place. Tailored aggregated data sets for secondary 
purposes can be easily extracted. Coverage and quality of 
the data collected in the EHR system is high. International 
classifications for coding diagnoses and interventions are 
integrated. Health insurance data have high coverage and 
quality and include ICD-10 codes

3 Disease registries: there is a national-level population-based 
cancer registry operating according to international standards. 
Registries for other major chronic diseases are in place; if not, 
robust morbidity estimates from other sources are available. 
An electronic surveillance system for infectious diseases is in 
place with real-time data. Information on notifiable diseases 
according to country-specific legislation and international 
obligations (International Health Regulations) is available

4 Health surveys: there is a long-term operational plan for regular 
conduction of national health interview and health examination 
surveys. The methodology applied is in accordance with 
international standards and requirements. Specific effort is 
taken to make sure that hard-to-reach groups are adequately 
repesented. Health and statistical authorities work together 
on survey design, implementation and data analysis and 
dissemination

5 Health-care resources: there is a national human resources 
database with complete coverage, including the annual number 
of graduates. There is a national database of public and private 
sector health facilities with complete coverage. Each health-
care provider and facility has been assigned a unique identifier 
code

6 Health expenditure data: financial records are available on 
general government expenditure on health and its components. 
Expenditure data are being collected in accordance with the 
System of Health Accounts methodology

Total score
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Box 5. In focus: conducting a SWOT analysis

The completed summary and scoring template forms the basis for the assessment summary report. It 
is complemented by a SWOT analysis and recommendations for improvement.

What is a SWOT analysis?

SWOT stands for strengths, weaknesses, opportunities, and threats. A SWOT analysis is a simple 
yet powerful tool for informing strategic plans. When performing a SWOT analysis, it is important 
to realize that strengths and weaknesses are internal HIS factors, and opportunities and threats are 
developments that are external to the HIS. As such, generally speaking, HIS stakeholders are able to 
directly influence the strengths and weaknesses, but not the opportunities and threats. However, HIS 
stakeholders can take action to ensure that the benefits of opportunities are reaped, and the risks 
of threats are mitigated. Therefore, it is important to look not only at internal HIS factors, but also at 
external developments. See Table 6 for a hypothetical example of a SWOT analysis of an HIS.

Table 6. Example of a SWOT analysis of an HIS

Strengths
•	 Complete vital statistics and high quality of causes-of-death 

statistics
•	 Centralized EHR system in place
•	 Core set of indicators for the national health strategy has 

been defined and regularly reported on

Weaknesses
•	 Limited interoperability between databases
•	 No institutionalized mechanisms for using health 

information for policy-making and planning
•	 Lack of data from private health-care providers

Opportunities
•	 New five-year national health strategy under development
•	 Growing demand from societal organizations for health 

information
•	 Major investment from donor organization in ICT 

infrastructure for health-care facilities

Threats
•	 Political instability
•	 Economic recession resulting in austerity measures and 

diminished public spending
•	 Higher salaries in other (private) sectors and/or abroad
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Step 2. Developing  
an HIS: where do  

we want to go?
The second step in the HIS strengthening process is defining an HIS vision. This will answer the question: 
where do we want to go? An HIS vision defines what the HIS should ultimately achieve (HIS goals) and how 
this should be achieved (HIS values). The HIS vision is the first element of the HIS strategy.

From external assessment to country-led strategy development

The previous chapter covered the first step in the HIS strengthening process, which is carrying out an HIS 
assessment. This gave us an overview of the current performance of the HIS: where are we now? The next 
step is to define where we want to go: what do we want the HIS to achieve, how do we want it to perform 
better than it is currently doing? Defining such an HIS vision is the first step in the development of an HIS 
strategy. As explained in the previous chapter, the common modus for application of the first part of this 
tool is an external assessment carried out by a  WHO team at the request of the ministry of health. It is 
recommended that the ministry of health (or another ministry or entity with HIS authority) take the lead in the 
development of the HIS strategy, as leadership and ownership are important prerequisites for effective HIS 
development. As for the HIS assessment, broad stakeholder involvement is also crucial in the formulation of 
the HIS vision and subsequent steps of HIS strategy development (see the next chapter, Guiding principles for 
HIS development). It is recommended that the HIS vision define both what the HIS should achieve and which 
HIS values should be respected while working towards achieving the set goals. These two components of the 
HIS vision are explained below. Box 6 offers tips on how to write a good vision statement. 

What should the HIS achieve?

 
The HIS vision defines what the HIS should ultimately achieve. It provides guidance for priority-setting for 
HIS reform activities and resource allocation by fixing a point on the horizon. When developing an HIS vision 
statement, it is important to ensure that it is outcome- rather than output-focused. What does it mean? One 
could simply say that the aim of an HIS is to produce health information. However, this approach would ignore 
the reasons for which this health information is being produced, and thus be of limited use for genuinely 
improving HIS performance. Health information is the output of an HIS, but producing health information is 
not the end goal of an HIS: health information is a means to reach certain outcomes or goals, for example, 
supporting the implementation and evaluation of the national health strategy, or enabling evidence-based 
resource planning by health-care facility managers.

How can the outcomes or goals of the HIS be defined? Generally speaking, the purpose of the HIS is to 
generate information to enable decision-makers at all levels of the health system to identify problems and 
needs, make evidence-based decisions on health policy and optimally allocate scarce resources (12). To 
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make this more concrete for the purpose of defining an HIS vision statement, it can be useful to look at the 
attributes of a well-functioning HIS. WHO in 2007 defined this as follows (40):

A well-functioning health information system is one that ensures the production, analysis, dissemination and 
use of reliable and timely health information by decision-makers at different levels of the health system, both on 
a regular basis and in emergencies. It involves three domains of health information: on health determinants; on 
health systems performance; and on health status.

From this definition, different attributes for a well-functioning HIS can be discerned for use in operationalizing 
the goals of an HIS. First, an HIS should be able to support different types of decision-making processes: the 
definition above discerns regular, longer-term health policy-making and planning processes and more acute 
detection and management of events that threaten public health. Second, an HIS should inform decision-
making at various levels in the health system, which means that it should serve multiple users. These can 
be policy-makers, planners, managers, health-care providers, communities, and individuals (27). A  third 
perspective that can be used for operationalizing the expected outcomes of the HIS is to look at the various 
domains that the HIS should cover. The definition above distinguishes health determinants, health systems 
performance and health status. The following is a slightly more detailed description the different kinds of 
information needed by health planners and decision-makers:

	y health determinants (socioeconomic, environmental, behavioural and genetic factors, and the 
contextual environments within which the health system operates);

	y inputs to the health system and related processes (policy and organization, health infrastructure, 
facilities and equipment, costs, human and financial resources and health information systems);

	y the performance or outputs of the health system (availability, accessibility, quality and use of health 
information and services, responsiveness of the system to user needs, and financial risk protection);

	y health outcomes (mortality, morbidity, disease outbreaks, health status, disability and well-being); 
and

	y health inequities (determinants, coverage of use of services, and health outcomes, and including key 
stratifiers such as sex, socioeconomic status, ethnic group and geographical location) (27).

Thus, the following three questions can be a useful framework for defining what the HIS should ultimately 
achieve:

1.	 What types of decision-making is the HIS supposed to support?

2.	 What users is the HIS aiming to serve?

3.	 What domains should be covered by the HIS?

What are important HIS values?

 
Vision statements often also include values alongside concrete outcomes or goals. Such values describe the 
norms according to which we want the HIS to function: we do not only want the HIS to simply achieve its goals, 
but we also have certain expectations about what basic points of departure should be taken into account 
while working towards them. Here, we might look at the principles of good governance for inspiration. A well-
known set of characteristics of good governance is the one developed by the United Nations Development 
Programme (UNDP). The Institute on Governance in Canada clustered the UNDP characteristics into five 
principles (Box 6) (41). Although not all of these principles are equally applicable to an HIS context, some 
important HIS values can be deduced from them, namely:

	y inclusiveness

	y responsiveness
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	y efficiency

	y transparency

	y lawfulness

	y equity and equitability.

Many different stakeholders are involved in an HIS, each with their own roles, tasks and interests. Therefore, 
broad and active stakeholder involvement is crucial for a well-functioning HIS, and HIS operations should be 
based on an inclusive, participatory approach. We also want HISs to be responsive and able to respond to 
the sometimes changing needs of its end-users. HISs should be efficient, which means that existing data 
and information should be used optimally and overlaps in data collections and reporting activities should 
be prevented. Efficient HIS operations also relate to being able to pursue long-term goals and resist thinking 
along the lines of political issues-of-the-day, thus enabling sustainable monitoring activities and preservation 
of knowledge and expertise. We also want HIS activities and HIS governance to be transparent. According 
to the UNDP principles, transparency requires a free flow of information (see Box 7). In an HIS context, two 
types of information can be discerned: process information (for example, the HIS strategy, HIS strategy 
evaluation reports, meeting notes of HIS governing bodies) and actual health information itself. Both types 
of information should be made publicly available whenever possible, even though some restrictions related 
to privacy and data protection legislation may need to be taken into account when publishing health data. 
This brings us to the next HIS value: lawfulness. Processing health data and information is subject to relevant 
international and national legislation, most importantly related to privacy and data protection. When operating 
an HIS, compliance with prevailing legislation should be ensured. Lastly, we want HISs to be equitable. Health 
information inequalities exist both within and between countries. Overcoming them and ensuring that there 
is also adequate information available on vulnerable and hard-to-reach populations should be high on the HIS 
agenda (13).
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Box 6. In focus: writing a good vision statement

Many tips and tricks for writing a good vision statement can be found online. They mainly focus on 
businesses, but to a large extent the recommendations are relevant for other contexts as well.

Although there is no golden standard for writing a good vision statement, many compelling visions 
share these characteristics:

	y concise

	y clear

	y future-oriented

	y stable

	y challenging

	y abstract

	y desirable or able to inspire.

This highlights the importance of striving for a vision that:

	y is brief (so that it can be remembered and repeated easily);

	y contains a prime goal to be achieved;

	y can encompass all organizational interests;

	y is not a one-time, specific goal that can be achieved and then discarded;

	y provides a source of motivation for employees to do their best by including a degree of difficulty or 
stretch (for example, to achieve national or international status);

	y offers a long-term perspective for the organization and indicates the future environment in which it 
will function;

	y is unlikely to be affected by market or technology changes; and

	y is viewed as desirable by employees (42, 43, 44).

Guidance for a good business or company vision statement recommends that the statement should 
be short, almost catchphrase-like. Because it may be difficult to capture the essence of what the HIS 
should achieve with a sufficient level of specificity in 1–2 sentences, more sentences can be used if 
necessary to define the HIS vision. However, it remains important that the vision statement must be 
easy to read and understand and must be formulated as concisely as possible.
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Box 7. The five good governance principles based on the UNDP principles

1. Legitimacy and Voice

Participation – all men and women should have a voice in decision-making, either directly or through 
legitimate intermediate institutions that represent their intention. Such broad participation is built on 
freedom of association and speech, as well as capacities to participate constructively.

Consensus orientation – good governance mediates differing interests to reach a broad consensus on what 
is in the best interest of the group and, where possible, on policies and procedures.

2. Direction

Strategic vision – leaders and the public have a broad and long-term perspective on good governance 
and human development, along with a sense of what is needed for such development. There is also an 
understanding of the historical, cultural and social complexities in which that perspective is grounded.

3. Performance

Responsiveness – institutions and processes try to serve all stakeholders.

Effectiveness and efficiency – processes and institutions produce results that meet needs while making the 
best use of resources.

4. Accountability

Accountability – decision-makers in government, the private sector and civil society organizations are 
accountable to the public, as well as to institutional stakeholders. This accountability varies depending on 
the organization and whether the decision is internal or external.

Transparency – transparency is built on the free flow of information. Processes, institutions and information 
are directly accessible to those concerned with them, and enough information is provided to understand 
and monitor them.

5. Fairness

Equity – all men and women have opportunities to improve or maintain their well-being.

Rule of law – legal frameworks should be fair and enforced impartially, particularly the laws on human 
rights.

Source: (41).
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Step 3. Developing an HIS 
improvement plan:  

how are we going to 
achieve our vision?

The third step in the HIS strengthening process is developing an HIS improvement plan. This will answer 
the question: how are we going to achieve our vision? The HIS improvement plan consists of several 
building blocks: HIS improvement priorities, HIS improvement objectives and interventions, a mapping of 
ongoing and planned HIS strengthening activities, and a roadmap including a budget estimate. The HIS 
improvement plan is the second element of the HIS strategy.

Elements needed to build the HIS improvement plan

The HIS improvement plan is the linking pin between the outcomes of the HIS assessment, which has 
resulted in an overview of strengths and weaknesses (that is, the problems that need to be tackled), and the 
HIS vision, which defines what the HIS should ultimately achieve, and lays out the plan for getting from A to 
B. In the development process, different steps can be discerned that will result in several building blocks for 
the improvement plan. These are:

1.	 setting priorities for HIS improvement

2.	 defining HIS improvement objectives and interventions

3.	 mapping ongoing and planned HIS strengthening projects and activities

4.	 defining a roadmap including a budget estimate.

These steps and their outputs are described below.

1. Setting priorities for HIS improvement

Expected output: this step will result in an overview of priority HIS problems.

The HIS assessment has resulted in an overview of overall strengths and weaknesses of the HIS and a maturity 
score for each of the main HIS domains (see Step 1. Performing a health information system assessment: 
where are we now?). Commonly, multiple HIS areas that need strengthening are identified, which makes it 
difficult to tackle all issues at once. Therefore, the first step in developing the improvement plan is setting 
priorities: which HIS problems are deemed the most urgent and need to be addressed first? If a national 
health strategy is in place or under development, it is advisable to align the priorities for HIS improvement 
with the priorities of the health strategy. After all, the overall aim of an HIS is to support decision-making (see 
Step 2. Developing an HIS vision: where do we want to go?). Therefore, a logical approach is to make sure 
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that the HIS improvement efforts will result in better implementation and evaluation of the national health 
strategy. For example, one of the priorities of the health strategy may be prevention of noncommunicable 
diseases. If the HIS assessment has shown that there are issues with health interview surveys, such as 
problems with the periodicity of the surveys, or with coverage of specific vulnerable groups in the sampling 
frame, solving these issues may be prioritized to ensure that the ministry of health has regular, representative 
data on risk factors in the population. If no health strategy is in place, international policy frameworks such as 
the SDGs or WHO’s EPW (6) can be used as a proxy. See Box 8 for the priorities and flagships of WHO’s EPW 
(6). Alternatively, if only a narrow health strategy is in place, for example, focusing only on hospital care, such 
international policy frameworks may be used to complement priority-setting for HIS improvement.

Box 8. Priorities and flagships of WHO’s EPW

Core Priority 1. Moving towards universal health coverage

Support Member State efforts to:

1.	 put people at the centre of services

2.	 ensure and enhance financial protection

3.	 face post-COVID-19 recovery health workforce challenges

4.	 ensure access for all to medicines, vaccines and health products

5.	 improve governance and stewardship.

Core Priority 2. Protecting against health emergencies

1.	 Learn lessons: expand the ongoing in-action review of the COVID-19 crisis into a formal review of 
the Region’s response to recent health emergencies.

2.	 Support country preparedness and response capacity.

3.	 Reinforce regional preparedness and capacity to respond, and produce the public goods required to 
manage crises.

Core Priority 3. Promoting health and well-being

1.	 Supporting local living environments that enable health and well-being.

2.	 Promoting safer, healthier and better lives.

3.	 Improving patient safety and tackling antimicrobial resistance.

4.	 Developing strategic intelligence on levels and inequalities of health and well-being.

5.	 Reviewing major well-established programmes within the WHO Regional Office for Europe’s 
technical portfolio, assessing their need for improved efficiency through innovation in terms of 
digitalization, technology and organization.

Flagship initiatives:

1.	 The Mental Health Coalition

2.	 Empowerment through Digital Health

3.	 The European Immunization Agenda 2030

4.	 Healthier behaviours: incorporating behavioural and cultural insights.

Source: (6).
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2. Defining HIS improvement objectives and interventions

Expected output: an overview of HIS objectives and interventions that will form the basis of the 
roadmap defined in step 4. Therefore, the outputs of this step are an intermediate product.

After setting priorities for HIS improvement, the next step is defining concrete objectives and interventions: 
what exactly do we want to achieve when tackling priority HIS problems, and how are we going to do that? 
Table 7 below provides examples of priority HIS problems with accompanying improvement objectives and 
interventions.

Table 7. Examples of HIS improvement objectives and interventions

Example 1

Priority HIS problem Lack of data from private health-care providers

HIS improvement objective Increase availability of service records from private health-care providers

HIS improvement interventions Organize a meeting with private health-care providers to understand the reasons for 
the lack of data delivery

Investigate models for private sector involvement implemented in other countries to 
identify international best practices

Example 2

Priority HIS problem Insufficient coordination and collaboration among HIS stakeholders

HIS improvement objective Facilitate both formal and informal HIS stakeholder coordination and collaboration

HIS improvement interventions Establish a multistakeholder HIS coordination group with a formal mandate

Organize a series of workshops on specific topics where HIS stakeholders can learn 
more about each other’s expertise, roles and tasks, and where personal relationships 
can be established.

Example 3

Priority HIS problem Serious flaws in causes-of-death statistics

HIS improvement objective Improve coverage and quality of causes-of-death statistics

HIS improvement interventions Investigate the reasons for insufficient coverage of death registrations by the civil 
registry

Organize training for medical doctors on how to fill in the death registration forms 
according to WHO guidelines

Make resources available for expanding and training the number of coders at the 
statistical institute

A useful framework for determining which interventions are needed to tackle an HIS problem is the Performance 
of Routine Information System Management (PRISM) conceptual model developed by MEASURE Evaluation 
(Fig. 7). This model presents the relationship of HIS inputs and processes with the outputs, outcomes and 
impact of the HIS, as well as the HIS determinants: the technical, organizational and behavioural factors that 
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influence the outputs and outcomes of HIS improvement interventions. Use of the PRISM Conceptual Model 
helps to visualize the critical elements needed to address the problems identified by the HIS assessment. 
For example, technical interventions to introduce ICT solutions for real-time access to data to support 
prompt decision-making require coupling the ICT solutions with organizational interventions to establish 
good management, interoperability and maintenance of the ICT systems, and making a conscious effort to 
develop the skills of health and ICT staff (45).

Fig. 7. The PRISM conceptual model by MEASURE Evaluation

HIS DETERMINANTS
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Source: (45).

There are many tools for interventions to improve the HIS. WHO’s SCORE for Health Data Technical Package 
brings many of them together and provides a  comprehensive resource for essential HIS strengthening 
interventions (46, 47). See Box 6 for more information (48). More examples of HIS improvement interventions 
can be found on the MEASURE evaluation website (49).
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Box 9. WHO’s SCORE HIS strengthening tools

SCORE stands for Survey (population and health risks), Count (births, deaths and causes of death), 
Optimize (health services data), Review (progress and performance) and Enable (data use for policy 
and action). For each of these segments underlying key elements are defined, and for each of these key 
elements an overview of existing tools and standards is provided.

The key elements of the Survey segment are:

	y system of regular population-based health surveys

	y surveillance of public health threats

	y regular population census.

Tools to support implementation and improvement of these three HIS elements include manuals 
for conducting surveys, guidance for setting up an early warning, alert and response system, and 
standards for population censuses.

The key elements of the Count segment are:

	y full birth and death registration

	y certification and reporting of causes of death.

Tools to support implementation and improvement of these two HIS elements include a handbook 
on CRVS management, operations and maintenance, a CRVS eLearning course, and the International 
Classification of Diseases 11 and related manuals and training.

The key elements of the Optimize segment are:

	y routine facility and community reporting system with patient monitoring

	y regular system to monitor service availability, quality and effectiveness

	y health service resources: finance and health workforce data.

Tools to support implementation and improvement of these three HIS elements include the 
International Classification of Health Interventions, guidance for performing facility surveys, the System 
of Health Account manual, and the National Health Workforce Accounts handbook.

The key elements of the Review segment are:

	y regular analytical progress and performance reviews, with equity

	y institutional capacity for analysis and learning.

Tools to support implementation and improvement of these two HIS elements include health inequality 
monitoring resources, a toolbox to help countries examine the geographic aspects of their health 
system, and a data quality review toolkit.

The key elements of the Enable segment are:

	y data and evidence drive policy and planning

	y data access and sharing

	y strong country-led governance of data.
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3. Mapping ongoing and planned HIS strengthening projects and activities

Expected output: overview of ongoing and planned HIS strengthening activities

After setting priorities and defining HIS improvement objectives and interventions, the next step is to map 
ongoing and planned HIS strengthening projects and activities, to identify initiatives that can contribute to the 
objectives. For this purpose, it is suggested that any activity whose purpose is to improve architecture and 
procedures for data capture, storage, flow and sharing, enhance analysis, reporting and knowledge translation 
capacities, and reinforce HIS governance and resources should be listed. For example, a new statistical law 
may be in the making that provides an opportunity for improving the legal framework for the secondary 
use of data for population health surveillance, or a  skill-building workshop on making data visualizations 
may be planned for health information experts. There may also be a project at the initiative of a group of 
hospitals on improving the interoperability of their digital information systems, which could be used as a pilot 
project for developing national interoperability standards. Mapping such projects and activities will make 
clear where synergies with the set HIS improvement objectives and interventions can be created, and will 
thus prevent investing in activities that overlap with existing initiatives. Some examples of potential ongoing 
HIS strengthening activities are listed in Box 10. Routine activities such as data entry, cleansing and analysis 
and the production of reports resulting from the analysis of service and survey data should not be considered 
strengthening in nature and should not be included in the mapping (9).

Box 9. contd

Tools to support implementation and improvement of these three HIS elements include a guide with 
a set of tools for improving the demand for and use of data to inform health policy and decision-
making, practical guides for making data meaningful for non-statisticians, recommendations on digital 
interventions for health system strengthening, and a Health Information Systems Interoperability 
Maturity Toolkit.

In addition to these tools and standards, which to some extent focus on low- and middle-income 
countries, the WHO Regional Office for Europe aims to develop a set of additional, complementary 
tools and guidance documents for strengthening HIS that are specifically geared towards the European 
context.

Source: (48).
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4. Defining a roadmap and a budget

Expected output: HIS improvement roadmap including a budget estimate

In step 3 we have defined HIS improvement interventions. To support the implementation of these 
interventions, it is advisable to break them down into concrete activities and define the main outcome that 
these activities should bring. For each of the defined activities, a start and end date can be added, as well as 
the responsible agency, thus creating an HIS improvement roadmap. A template for such a roadmap, partly 
filled in with examples, is provided in Annex 11. The template also includes columns for entering the types of 
resources needed and, on that basis, an estimate of the budget needed per activity. Possible types of 
resources include funds for development work, technical support, equipment, materials and documentation, 
and training. While most of the activities will be one-off development work, some may be recurring and 
eventually become additional routine activities and expenses, such as salaries of new staff, Internet access 
expansion costs, or maintenance costs for a  new database. Making this distinction between one-off 
developmental and recurrent costs enables the stakeholders involved in the implementation of the HIS 
improvement plan to estimate both the costs necessary for the implementation of the activities in the plan 
over the next 2–5 years and the longer-term incremental regular costs for operating the HIS as a result of the 
structural improvements that will have been implemented in the system. The cost summary thus created will 
allow national authorities to secure the necessary budget for the planned HIS improvement trajectory.

Finalizing the four steps as described above will result in an overview of priority HIS problems, an overview of 
planned and ongoing HIS strengthening activities, and a roadmap. Together, these three elements form the 
HIS improvement plan.

Box 10. Examples of HIS strengthening activities

	y The development of:

	△ new or improved records, registers, reports and data flow procedures; and
	△ new computer applications for data entry, database management and report generation.

	y The development and implementation of new procedures for facilitating the use of existing data in 
support of planning, M&E of health programmes and services.

	y The design and conduct of:

	△ new or strengthened training (basic and in-service) curricula and materials aimed at introducing 
new or improving the performance of existing data management functions at various levels of 
the health system; and

	△ new surveys or survey modules, M&E processes and investigative procedures intended to be 
routinely or periodically applied in the future.

	y Any special data analysis effort and generation of information products using procedures that can 
be repeated in the future.

	y Revision and/or formulation of new legislation and regulations on health event notification and 
service reporting requirements.

	y Establishment of statistical and information coordinating committees.

Source: (9).
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Guiding principles for HIS development

HIS are highly diverse, and policy priorities and available resources in countries may vary. Therefore, national 
HIS improvement plans are likely to differ to a  considerable extent. Nevertheless, there are common 
principles that can be used in the development of an HIS strategy to help ensure the maximum impact of HIS 
improvement interventions and activities. These guiding principles are listed below. The first five principles 
are based on the principles of the Paris Declaration on aid effectiveness (50), which are also used by the 
former WHO Health Metrics Network (HMN) and by MEASURE Evaluation (12, 45).

1.	 Leadership and ownership. The process of developing and then implementing the HIS strategy should 
be led and owned by the country or organization responsible for the HIS. In most countries, the ministry 
of health is the first entity responsible for the national HIS.

2.	 Stakeholder involvement and consensus-building. The HIS strategy should be developed with the 
engagement of stakeholders, to ensure broad-based consensus and stakeholder buy-in.

3.	 A focus on the needs of Member States. The activities and interventions in the strategy should be 
relevant to the country context and address the priority needs of the country or organization, including 
its subunits.

4.	 Building on what exists. Wherever possible, the implementation process of the HIS strategy should build 
upon existing initiatives, systems and knowledge. Strengthening HIS should not take place in a vacuum 
but should be linked to and build upon similar initiatives, especially national and international strategies 
for the development of statistics.

5.	 Sustainability and flexibility. The HIS improvement interventions and activities should lead to the 
sustainability of the HIS, so that the system can satisfy the present information needs and evolve as 
those needs change.

6.	 Registration at the source. The HIS strengthening activities should support the optimization of 
registration at the level at which the data are first generated to increase confidence in the completeness, 
quality and reliability of the data at higher levels in the health system (9).

7.	 International standards. The HIS strengthening activities should pursue implementation of and 
compliance with international standards of data and statistics quality and governance (9).

8.	 Integration and interoperability. Strong HISs are integrated and interoperable (51, 52). The HIS 
strengthening activities should, therefore, contribute to an integrated and interoperable HIS, that is, an 
HIS in which health data can be exchanged, triangulated across data sources, and used across multiple 
disciplines, sectors and domains, and in which indicators are aligned across the entire HIS (13).

9.	 Digital solutions. The digital revolution should be used to help improve the availability, completeness, 
timeliness, quality and use of data for decision-making, and minimize the burden of data collection (53), 
but it is important to be realistic about what technology can and cannot do, and about what is needed in 
terms of maintenance and training for well-functioning and sustainable digital solutions.
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Step 4. Monitoring 
progress and performing 

regular evaluations:  
are we on track?

The fourth step in the HIS strengthening process is monitoring progress and performing regular 
evaluations. This will answer the question: are we on track? The M&E plan provides guidance for this step 
by defining what will be measured to track progress (M&E framework), how this will be measured and 
reported on (M&E process), and how follow-up is arranged (M&E governance). The M&E plan is the third 
and final element of the HIS strategy.

In the previous chapter we have defined HIS improvement objectives, interventions and activities. In this 
chapter we will define the M&E plan to monitor whether the activities agreed in the HIS improvement 
plan are being performed and whether the objectives are being met. The M&E plan consists of an M&E 
framework, defining what will be measured to track progress, and an M&E process, defining how progress 
will be monitored and reported on. Finally, the M&E plan defines the M&E governance, meaning that the plan 
stipulates how follow-up of the outcomes of the monitoring and evaluation activities will be arranged.

Developing the M&E plan: what, how and follow-up

Defining the M&E framework: what are we going to measure to track progress?

The M&E plan builds on the roadmap, which brings together HIS improvement objectives, interventions and 
activities. As the first element of the M&E framework, it is recommended to define indicators for monitoring 
whether the agreed HIS improvement objectives are being met. Looking at the HIS improvement objective 
example about increasing the availability of service records from private health-care providers elaborated in 
Annex 11, we see that the accompanying HIS interventions relate to organizing a stakeholder meeting and 
doing research to provide the ministry of health with practice- and science-informed policy recommendations. 
It is expected that the ministry of health will adapt its policies based on these recommendations, but that does 
not necessarily guarantee that the availability of data from the private sector will improve to the desired level. 
To establish whether the interventions indeed result in increased availability of service records, indicators 
such as those presented in Table 8 can be used. For each indicator, it is recommended to define a baseline 
and a target value, as well as the desired frequency of data collection or reporting (see Table 8). In addition, 
for each of the HIS improvement activities in the roadmap, the desired outputs and a time frame have been 
defined. If we proceed with the private health-care providers example in Annex 11, we observe, for example, 
that a literature overview and interview transcripts need to be ready by March 2025, and a scientific report – 
by May 2025. These outputs and their deadlines can also be included in the M&E framework, as they allow for 
tracking whether the agreed activities have indeed been performed on time and whether they have resulted 
in the envisaged outputs.
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Different types of indicators exist, each with their own benefits and caveats. Box 11 investigates the differences 
between outcome and process indicators and between quantitative and qualitative indicators.

Table 8. Examples of indicators for measuring progress towards the HIS improvement objectives

HIS improvement 
objective

Indicators Baseline Target Frequency of 
reporting

1. Increase availability of 
service records from private 
health-care providers

% of licensed private providers 
submitting HIS reports to the 
ministry of health

50% (2024) 80% (2026) Annually

Completeness of HIS reports 
submitted to the ministry of 
health by licensed private 
providers

40% complete 
(2024)

80% complete (2026) Annually

Private providers are 
represented in the 
multistakeholder HIS 
coordination mechanism

No (2024) Yes (2025) Annually

2. Facilitate both formal and 
informal HIS stakeholder 
coordination and 
collaboration

Attendance rate for the regular 
multistakeholder coordination 
group meetings

– At least 90% of 
coordination group 
members are present

Half-yearly

Evaluation of multistakeholder 
workshops

– At least 65% of 
participants indicate 
that the workshops 
contributed to 
better networking 
opportunities

Half-yearly

3. Improve coverage and 
quality of causes-of-death 
statistics

% of deaths covered by the civil 
registry

87% (2024) 95% (2028) Annually

% of death registrations 
including cause-of-death 
information

80% (2024) 95% (2028) Annually

% of death registrations with 
ill-defined causes of death

20% (2024) 5% (2028) Annually

Note: the baseline and target values used in this table are fictional.

Source: (9).
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Box 11. In focus: using different types of indicators

There are different kinds of indicators, each with its own usages and caveats. Here we investigate 
the differences between outcome and process indicators and between quantitative and qualitative 
indicators.

Process and outcome indicators

Process indicators measure a programme or policy’s activities and outputs (direct products or 
deliverables of the activities). Together, measures of activities and outputs indicate whether the 
programme is being implemented as planned. Outcome indicators measure whether a programme 
or policy is achieving the expected effects and/or changes in the short, intermediate, and long term. 
Some programmes or policies refer to their longest-term or most distant outcome indicators as impact 
indicators (54).

Some of the main characteristics of process and outcome indicators include (adapted from (55)):

	y Process indicators are:

	△ readily measured;
	△ easier to interpret and provide clear pathways for action;
	△ may have little value to potential users of the indicators unless they understand how they relate 

to health outcomes; and
	△ may be more easily manipulated.

	y Outcome indicators are:

	△ relatively easy to measure some outcomes validly and reliably (for example, death) but others 
are notoriously difficult (for example, wound infection);

	△ may be difficult to interpret, as they stem from many factors that are difficult to disentangle;
	△ often more meaningful to potential users of the indicators; and
	△ not easily manipulated.

Quantitative and qualitative indicators

Quantitative indicators are indicators that are expressed as numbers. There are different ideas of what 
constitutes a qualitative indicator. First, to some, qualitative indicators are indicators measured and/
or reported in words rather than in numbers. An example of such an indicator is an indicator that asks 
whether a specific policy is in place. Another common definition of qualitative indicators is that they 
are subjective (that is, about people’s opinions, attitudes, or beliefs) rather than objective. For example, 
an often-used qualitative measure in population health surveillance is self-reported health status. For 
the computation of this indicator, respondents are asked to rate their own health, typically on a four- or 
five-point scale.

A downside of qualitative subjective indicators is that it can be difficult to use them in international 
comparisons because they often relate to concepts that have different meanings in different 
cultural contexts. This can lead to difficulties in translating survey questions. Cultural contexts may 
also influence the way people answer survey questions. As a result, it is often difficult to interpret 
international comparisons of qualitative subjective indicators.

Not everything that is relevant can be captured by objective indicators and expressed as numbers. 
Therefore, in many cases, both quantitative and qualitative indicators are needed to provide 
a comprehensive picture of the situation.
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Defining the M&E process: how are we going to measure progress?

Who will do the monitoring and reporting?

When defining the M&E process, one of the questions that needs to be answered is who will do the necessary 
data collection, data analysis and reporting for the M&E framework. If more practical, data collection can be 
divided over multiple stakeholders, but it is recommended to make one stakeholder or agency responsible 
for analysis and reporting, to help ensure a uniform approach. In most countries, the ministry of health is 
the first entity responsible for the national HIS. For transparency reasons, it is therefore recommended to 
appoint a stakeholder or agency responsible for data analysis and reporting outside the ministry. Ideally, this 
stakeholder or agency has a good understanding of the various elements of the HIS, as this will contribute to 
balanced reporting on the M&E framework.

Of course, the agency appointed to do the monitoring and reporting needs to receive sufficient funding for 
carrying out this task. Moreover, for several of the indicators defined in the M&E framework, routine data 
collection probably cannot be used, and additional effort will be needed to gather the necessary data. See the 
indicator examples in Table 8 above: the indicators on causes-of-death statistics will probably be collected 
routinely already, but this may not apply to other indicators such as “% of licensed private providers submitting 
HIS reports to the ministry of health” or “completeness of HIS reports submitted to the ministry of health by 
licensed private providers”. The resources that will be made available for monitoring and evaluation should 
also cover the additional data collection efforts needed for the calculation of such indicators.

Which reporting frequency and dissemination tools will be used?

Another aspect that needs to be elaborated is the manner of reporting on the outcomes of the M&E framework 
monitoring. This can take the form of an online tool, factsheet, policy brief or a  report, or a  combination 
of reporting formats. The frequency of reporting (for example, once a year, or a  limited report yearly and 
a more elaborate report once every three years) and the target audience will also need to be determined. It 
is recommended that the M&E reports be made public and accessible to everyone. Nonetheless, targeted 
products and communication activities can be deployed, ensuring that specific groups such as the cabinet 
of ministers, parliament, health authorities or important donors, are informed about the progress reports.

Defining M&E governance: how is follow-up of the outcomes of the M&E activities 
arranged?

The first two elements of the M&E plan described above (the M&E framework and the M&E process) will 
result in regular reports on the progress of HIS improvement according to a uniform structure that will enable 
tracking of progress over time. The next element of the M&E plan that needs to be defined is how the follow-
up of the findings in the progress reports will be arranged. We refer to this set of mechanisms and procedures 
as M&E governance.

Box 11. contd

Different types of indicators complement each other

There are no good or bad types of indicators. Each type has its specific advantages and usages. What 
will be the most appropriate indicators to use will depend on the situation at hand. Often a mix of 
different types of indicators will be the most informative and, thus, the preferred option.
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Multistakeholder guidance committee

It is recommended to establish a multistakeholder guidance committee that has a central role in the follow-up 
process. The committee should include at least the stakeholders who were involved in the HIS assessment 
(see Step 1. Performing a  health information system assessment: where are we now?). The guidance 
committee can advise the ministry of health – or another entity in charge of the HIS improvement process – 
about whether and how the HIS improvement plan should be adapted based on the findings in the progress 
reports, identify barriers in the implementation of the HIS improvement plan in daily practice and advise on 
how to overcome them, and identify emerging needs that are not yet captured in the HIS improvement plan. 
Formal terms of reference for the guidance committee should be established, defining, for example, the 
frequency of meetings, the role of the committee (whether it is strictly advisory or whether the group also 
has decision-making powers), the procedure for nomination of the chair (preferably an independent chair), 
and how the committee’s recommendations will be reported on and how the ministry will respond to it (for 
example, an official response in writing).

Indicators for measuring M&E performance

In addition to indicators linked to the HIS improvement objectives as described above, it is also worth including 
some indicators and targets in the M&E plan that measure performance related to the M&E plan itself: are the 
M&E activities going as agreed? Are we meeting the outputs and standards that we have set for ourselves? 
See Table 9 below for examples. 

Table 9. Examples of indicators and targets for measuring performance of the M&E process

Indicator Target

Terms of reference for the multistakeholder guidance group In place, publicly available

Meetings of multistakeholder guidance group Take place twice a year

Meeting reports of the multistakeholder guidance group Published twice a year, publicly available

HIS improvement progress reports based on the M&E framework Published once a year, publicly available

Completeness of HIS improvement progress reporting 100% of the outputs and indicators in the M&E 
framework are reported on

The ministry of health and the multistakeholder guidance committee 
discuss the HIS improvement progress report and its implications for the 
HIS improvement plan

Discussions take place once a year

Publication of meeting reports of the multistakeholder guidance group Within 4 weeks after the meeting

Official response from the ministry of health to the HIS improvement 
progress reports and the recommendations based on those from the 
multistakeholder guidance group

Once a year, publicly available

The ministry of health’s communication strategy related to the HIS 
improvement progress reports and subsequent adaptations to the HIS 
improvement plan

In place

Mechanism to collect feedback on the HIS improvement progress reports 
from HIS stakeholders not represented in the multistakeholder guidance 
group and from civilians

In place
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Compiling the HIS strategy

After the M&E plan has been defined, all the elements for compiling the HIS strategy are in place. Defining the 
M&E plan was step 4 in this tool. Step 1 provides guidance for performing an HIS assessment, and steps 2, 3 
and 4 all contribute to the development of an HIS strategy. The outputs of these three steps can be combined 
into a comprehensive HIS strategy document. Box 12 summarizes these outputs to provide a brief overview 
of how the HIS strategy can be assembled.

Box 12. Elements of the HIS strategy document

1.	 HIS vision

The HIS vision defines what the HIS should ultimately achieve (the HIS goals) and how it should be 
achieved (the HIS values).

2.	 HIS improvement plan

The HIS improvement plan has been developed by following several steps, which result in:

	y an overview of priority HIS problems

	y an overview of ongoing and planned HIS strengthening activities

	y an HIS roadmap.

These three elements together form the HIS improvement plan.

For each of the prioritized HIS problems, the HIS roadmap includes:

	y the HIS improvement objectives;

	y the HIS improvement interventions; and

	y the HIS improvement activities, including expected outputs, timeline, responsible stakeholder or 
agency, and budget estimate.

The interventions and activities in the HIS roadmap have been cross-referenced with:

	y the outcomes of the mapping of ongoing and planned HIS strengthening activities, to identify 
opportunities for synergies and prevent overlaps; and

	y the guiding principles for HIS development, to ensure that the HIS improvement interventions and 
activities have a maximum impact.

3.	 M&E plan

The M&E plan defines what will be measured to track progress (M&E framework), how it will be 
measured and reported on (M&E process), and how follow-up is arranged (M&E governance).

The M&E framework includes:

	y indicators to measure progress towards each of the HIS improvement objectives (to monitor 
whether the set objectives are being met); and

	y outputs and timelines as defined in the roadmap – see under HIS improvement plan (to monitor 
whether we are achieving what we planned to do).
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Box 12. contd

The M&E process defines how progress will be measured. It elaborates:

	y who will be doing the monitoring of and reporting on the M&E framework

	y what reporting frequency and tools will be used.

The M&E governance defines how the follow-up of the findings in the progress reports will be arranged. 
As part of M&E governance, it is recommended to:

	y establish a multistakeholder guidance committee

	y define indicators to measure M&E performance.
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Glossary
Term Definition

Health information 
system (HIS)

A complex, multilevel system aimed at producing health intelligence to inform decision-making, with 
the following main functions or domains:
•	 data collection
•	 analysis
•	 health reporting
•	 knowledge translation
•	 governance and resources.

Health system All the activities whose primary purpose is to promote, restore and/or maintain health; the people, 
institutions and resources, arranged together in accordance with established policies, to improve 
the health of the population they serve, while responding to people’s legitimate expectations and 
protecting them against the cost of ill-health through a variety of activities whose primary intent is to 
improve health (1).

Health system 
performance 
assessment

An assessment of a health system as a whole, using a limited number of indicators linking outcomes 
with functions or strategies. It is country-specific, embedded in a national or subnational policy 
process, and linked to national health plans or strategies wherever possible (2).

HIS assessment A formal and structured process of evaluation of the functions of the HIS, either quantitative or 
qualitative, depending on what is appropriate and feasible (1).

HIS resources HIS resources encompass everything that is needed to operate the HIS, and range from small items to 
large structures and from very concrete to less tangible.
HIS resources include general resources that are needed for all parts of the
HIS (for example, human resources (volume and capacity), information communications technology 
infrastructure, legal framework) and specific resources that are linked to specific phases in the 
population health surveillance process (for example, databases, indicator sets, quality criteria for 
health reporting, knowledge translation tools) (3).

HIS stakeholder Anybody who can affect or is affected by the HIS assessment. Stakeholders can be individuals, groups 
or organizations. They can be internal or external (4).

HIS strategy A method or plan of action chosen to bring about a desired future for the HIS (5).
It is designed to achieve a long-term aim
Note. This tool provides guidance for the development of an HIS strategy document that consists of:
•	 an HIS vision
•	 an HIS improvement plan
•	 a monitoring and evaluation (M&E) framework.

M&E Monitoring is the routine tracking of service and programme performance using input, process and 
outcome information collected on a regular and ongoing basis from policy guidelines, routine record 
keeping, regular reporting and surveillance systems, and occasional health facility observations 
and client surveys. This information is used to assess the extent to which a policy or programme is 
achieving its intended activity targets on time. Evaluation is the episodic assessment of results that 
can be attributed to programme activities; it uses monitoring data and often indicators that are not 
collected through routine information systems. Evaluation allows the causes of failure to achieve 
expected results on schedule to be explored and any necessary midcourse corrections to be applied (6).

Population health 
surveillance or 
monitoring

Population health surveillance or monitoring can be defined as regular and institutionalized production 
and dissemination of information and knowledge about the health status of a population and its 
determinants, aimed at informing policy-making (3).
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Annexes

3	 Support tool to strengthen health information systems: guidance for health information system assessment and 
strategy development, second edition. Web Annex: assessment item sheets. Copenhagen: WHO Regional Office for 
Europe; 2024 (https://iris.who.int/handle/10665/376634, accessed 4 June 2024).

To facilitate the work of the assessors WHO Support tool to strengthen health information systems: guidance 
for health information system assessment and strategy development, second edition is accompanied by an 
excel file, titled Web Annex: assessment item sheets3.

Assessment item sheets consist of a core module and several add-on modules. The aim of the core module 
is to obtain a generic overview of the functioning of the entire national HIS. The core module is presented in 
Annex 1 of the current document and is available on the following assessment item sheets in the excel:

	y CORE Data collection

	y CORE Analysis

	y CORE Health reporting

	y CORE Knowledge translation

	y CORE Governance and resources

	y CORE Summary and scoring sheet

The aim of the add-on modules is to zoom in on specific parts or functions of the national HIS. These 
assessment sheets are presented in Annexes 2–10 of the current document and are available in the excel 
under the following tabs:

	y Add-on ERIMS [Annex 2],

	y Add-on GIS [Annex 3],

	y Add-on Health data governance [Annex 4],

	y Add-on GPW13 and EPW [Annex 5],

	y Add-on Human resources for health [Annex 6],

	y Add-on Infectious disease surveillance [Annex 7],

	y Add-on Long-term care [Annex 8],

	y Add-on Migration health data [Annex 9],

	y Add-on NCD monitoring [Annex 10].

https://iris.who.int/handle/10665/376634
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Annex 1.  
Health information system 

assessment item sheets  
for the core module

Organization of the core module

The core module comprises five domains: data collection; analysis; health reporting; knowledge translation; 
and governance and resources. This structure is based on the definition of an HIS by Verschuuren and 
van Oers in Population health monitoring (see Fig. A1.1). They define an HIS as “the total of resources, 
stakeholders, activities and outputs enabling evidence-informed health-policy-making”. Each domain 
consists of assessment items that are phrased as general or main questions. Main questions are subdivided 
into probing questions, and a description of the expectations (i.e. the situation in a fully mature HIS) is given 
for each probing question. The findings of the assessment for the core module can be summarized in the 
summary and scoring worksheet.

Domains of the core module
	y Data collection includes assessment of available data collections, (efficiency of) data flows and 

quality and usability of existing data collections.

	y Analysis includes assessment of availability and use of indicator sets.

	y Health reporting includes assessment of availability and use of health reports.

	y Knowledge translation includes assessment of the extent to which stakeholders are familiar with 
available health information and knowledge products, and which knowledge translation tools and 
mechanisms are being used.

	y Governance and resources includes assessment of HIS governance and general HIS resources 
(legal framework, financial resources and information and communication technology (ICT) 
infrastructure).

Human resources are addressed as part of the other four dimensions.
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Fig. A1.1. Organization of the core module
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CORE Data collection
Item ID Question Probing question Expectations

Data sources

Data sources_1 Are regular 
censuses 
performed in the 
country?

1) What is the frequency 
at which censuses are 
performed?

1) Censuses are planned and conducted at fixed, 
regular intervals, at least once every 10 years, in 
line with the United Nations recommendation on the 
frequency of population censuses.

2) Is the census based on 
surveys and/or administrative 
data sources?

2) In line with Eurostat requirements for the 
2021 census, the census is primarily based on 
administrative data sources.

3) Are time series revised 
backwards? If so, for how 
many years?

3) If time series are revised backwards, 
a communication strategy is in place on how to 
communicate to the ministry of health and other 
health information users about the reasons for the 
retroactive amendment of indicators and the impact 
of the revision on the indicator values.

4) Are different indicator 
values used in parallel, 
based on different 
population figures/different 
denominators?

4) If different indicator values are used in parallel, 
a communication strategy is in place on how to 
communicate to the ministry of health and other 
health information users why different versions 
of the same indicator are being calculated and 
reported, and how these should be interpreted.

5) (Only necessary if civil 
registration covers less than 
95% of deaths) Are questions 
on mortality included in the 
census?

5) If questions on mortality are included, results 
are used to estimate child mortality and household 
deaths in the past 12/24 months, including sex of 
deceased and age at death.

Data sources_2 What is the 
status of 
registration of 
vital statistics?

1) Are any births unregistered 
and, if so, what share of 
births – and which subgroups 
of the population – does this 
concern?

1) The coverage of registered births is 
(close to) 100%.

2) What kind of medical 
information is regularly 
collected on births?

2) Information on birth weight, gestation period/
prematurity, birth order (for multiple births), method 
of delivery, complications during delivery, stillbirth 
and date of the mother’s most recent delivery is part 
of the regular civil registration and vital statistics 
data collection.

3) Are any deaths 
unregistered and, if so, what 
share of deaths – and which 
subgroups of the population – 
does this concern?

3) The coverage of registered deaths is 
(close to) 100%.

4) What is the coverage of 
cause-of-death information 
recorded on the death 
registration form?

4) The coverage of cause-of-death information 
recorded on the death registration form is 
(close to) 100%.

Source: Rechel B, Rosenkoetter N, Verschuuren M, van Oers H (2019). Health information systems. In: Verschuuren M, 
van Oers H, editors. Population health monitoring. Cham: Springer (https://doi.org/10.1007/978-3-319-76562-4_2).
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Item ID Question Probing question Expectations

5) What is the quality of the 
cause-of-death information 
recorded on the death 
registration form?

5) Cause-of-death information recorded on the death 
registration form is of high quality:
•	 medical doctors are trained (as part of the regular 

curriculum and/or postgraduate training) to fill in 
the death registration forms;

•	 clear rules and a legal framework that define under 
which circumstances an autopsy needs to be 
performed to establishing the cause of death are 
in place;

•	 International Classification of Diseases 10th 
Revision (ICD-10) is used to code causes of death;

•	 coding is performed by dedicated, specifically 
trained staff; and

•	 the proportion of all deaths coded to ill-defined 
causes is low.

Data sources_3 What is the 
status of health 
service records?

1) What kind of record-
keeping systems are used 
in hospitals and in primary 
health care/by general 
practitioners?

1) A centralized electronic health record (EHR) 
system is in place. If various electronic information 
systems are used, interoperability between these 
systems is ensured.
See also items Data infrastructure_1 and Data 
infrastructure_3.

2) Can data for secondary 
purposes – such as quality 
control, planning and policy-
making – easily be extracted 
from these systems?

2) Tailored aggregated datasets can be extracted 
easily by administrators, managers and health-care 
staff.
See also item Data infrastructure_1, probing 
question 5.

3) What is the coverage 
and quality of information 
on medical procedures 
registered in the health 
service records?

3) There is high coverage of registration of care 
provided – including diagnostic tests, treatments 
(surgery, drugs, other), medical devices, type of care 
(inpatient, ambulatory, emergency) and length of 
stay – in the health service records, and appropriate 
international classifications are used (such as 
International Classification of Health Interventions). 
Biases affecting these data are limited and known.

4) What is the coverage and 
quality of information on 
diagnoses registered in the 
health service records?

4) Coverage of diagnoses registered in the health 
service records is high. For hospital discharge 
records ICD-10 is used to register diagnoses, and in 
primary health care the International Classification 
of Primary Care is used. Biases affecting these data 
are limited and known.

5) What is the coverage and 
quality of health insurance 
records?

5) Health insurance records are complete, and 
information on care received is linked to ICD-10 
coded information on diagnoses. Biases affecting 
these data are limited and known. Data are available 
for secondary purposes such as population 
statistics and research.

Data sources_4 Which disease 
registries are 
operated?

1) Is a cancer registry in 
operation?

1) A national-level population-based cancer registry 
is in operation, according to international standards.



Support tool to strengthen health information systems54

Item ID Question Probing question Expectations

2) Are any other disease 
registries in operation, 
such as for diabetes, 
cardiovascular disease or 
dementia?

2) Dedicated registries for major chronic diseases 
are in place; if not, robust morbidity estimates from 
other sources are available.

Data sources_5 How is infectious 
disease 
surveillance 
organized?

1) What is the mechanism 
for identifying notifiable 
infectious diseases and 
reporting them to the relevant 
authorities?

1) An electronic notification system is in place, 
with real-time data, allowing authorities to respond 
immediately.

2) Is information on notifiable 
diseases according to 
country-specific legislation 
and international obligations 
(International Health 
Regulations (2005)) available?

2) Information is available on epidemic-prone 
diseases like cholera, diarrhoea with blood, measles, 
meningitis, plague, viral haemorrhagic fevers, 
yellow fever, severe acute respiratory syndrome and 
bird flu; and on diseases targeted for eradication/
elimination (such as poliomyelitis, neonatal 
tetanus and leprosy). A list of priority diseases, 
conditions and case definitions exists. The available 
information is complete and timely.

3) Is information from 
the infectious disease 
surveillance system available 
for population health 
monitoring?

3) Information from the infectious disease 
surveillance programme (e.g. number of measles 
cases, number of cases of influenza) is readily 
available for use in population health reports, where 
they it can be placed into a broader context.

Data sources_6 Which 
(preventive) 
health 
programmes are 
implemented?

1) How is the coverage and 
quality of information from 
the vaccination programme?

1) There is a central, national database with 
programme-based data on all vaccinations in the 
vaccination programme, with full coverage.

2) What is the coverage and 
quality of information from 
screening programmes?

2) For each official screening programme, there is 
a central, national database with programme-based 
data, with full coverage.

3) What is the coverage and 
quality of information from 
(vertical) programmes, such 
as on HIV/AIDS, tuberculosis 
and diabetes?

3) Such health programmes include a monitoring 
and evaluation (M&E) component, and programme-
based data are collected in a central database, with 
full coverage.

Data sources_7 Are regular 
health surveys 
conducted?

1) Are regular health interview 
surveys carried out?

1) A long-term operational plan is in place, including 
financing from the public budget, for regular 
conducting of national health interview surveys. 
The methodology applied in these surveys is in 
accordance with international standards and, if 
applicable, international data delivery requirements. 
Specific efforts are made to make sure that hard-
to-reach groups are adequately represented in the 
sample (e.g. people in long-term care facilities, 
non-native speakers, homeless people).
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Item ID Question Probing question Expectations

2) Are regular health 
examination surveys carried 
out?

2) A long-term operational plan is in place, including 
financing from the public budget, for regular 
conducting of national health examination surveys. 
The methodology applied in these surveys is in 
accordance with international standards. Specific 
effort is made to make sure that hard-to-reach groups 
are adequately represented in the sample (e.g. people 
in long-term care facilities, non-native speakers, 
homeless people).

3) Are any additional regular 
health or health-related 
surveys performed?

3) The statistical office carries out regular household 
budget surveys and surveys on living conditions, 
in accordance with international standards and 
requirements. Other regular surveys may be carried 
out, such as surveys focused on specific groups 
(e.g. Health Behaviour in School-aged Children, 
Childhood Obesity Surveillance Initiative, Survey of 
Health, Ageing and Retirement in Europe) or specific 
topics (e.g. nutritional surveys).

4) Do health and statistical 
authorities work together 
on survey design, 
implementation and data 
analysis and use?

4) Cooperation mechanisms exist (e.g. between 
the public health institute, statistics office and 
universities).

Data sources_8 What data 
sources on 
health-care 
resources exist?

1) What data sources exist on 
human resources?

1) A national human resources database tracks 
the number of health professionals by major 
professional category working in either the public 
or the private sector, with complete coverage. 
A national database tracks the annual numbers 
graduating from all health training institutions, with 
complete coverage. Each individual health-care 
provider in the national human resources database 
has been assigned a unique identifier code, which 
stays with them for their practising career; this 
permits data on the same provider to be merged.

2) What data sources exist on 
facilities?

2) A national database of public and private sector 
health facilities is in place, with complete coverage. 
Each health facility has been assigned a unique 
identifier code that permits data on facilities 
to be merged.
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Item ID Question Probing question Expectations

Data sources_9 What data 
sources on health 
expenditure 
exist?

1) Are data available for 
both public and private 
expenditure?

1) Financial records are available on general government 
expenditure on health and its components (e.g. by the 
ministry of health, other ministries, social security, 
regional and local governments and extrabudgetary 
entities) and on private expenditure on health and 
its components (e.g. household out-of-pocket 
expenditure, private health insurance, nongovernmental 
organizations, firms and corporations).

2) Are data collected 
in accordance with the 
System of Health Accounts 
methodology?

2) Data are collected in accordance with the System 
of Health Accounts methodology.

Data sources_10 What data 
sources from 
other domains 
are available?

1) What data sources from 
other domains are available?

1) Various data sources from other domains that are 
relevant for population health are available, such 
as social security data and data on, for example, 
the (mental) health of students from schools and 
universities, retirement statistics, injuries/accidents, 
crime records, road accidents, air pollution, ambient 
noise, the living environment (e.g. green spaces, 
walkability), threats related to food safety and 
threats of chemical or radiologic/nuclear origin.
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Item ID Question Probing question Expectations

Data infrastructure

Data 
infrastructure_1

What is the 
status of 
adoption of EHR 
systems?

1) Are EHR systems being 
used by health-care facilities/
providers?

1) Health-care facilities and providers only use 
electronic patient records; there is no parallel paper 
record keeping.

2) How advanced or extensive 
are these EHR systems?

2) The EHR systems are comprehensive and compile 
all information related to the care for an individual 
patient. This means that the systems, alongside 
information on the health status/diagnosis of the 
patient, hold information on, for example, lab results, 
diagnostic imaging, the care process (e.g. referrals), 
(surgical) interventions, drug prescriptions and 
billing/reimbursement. In addition, the systems 
include professional standards and clinical 
decision support tools. eSignatures are used for 
authorization.

3) (If one centralized or 
a limited number of EHR 
systems are in use) Were 
the needs of end-users (i.e. 
various health-care workers) 
taken into account in the 
development of the EHR 
system?

3) The needs of the health-care workers that will be 
working with the system in daily practice were taken 
into account in its development.

4) (If one centralized or 
a limited number of EHR 
systems are in use) Were 
patients/patient organizations 
involved in the development 
of the EHR system?

4) Patients/patient organizations were consulted 
during development of the system.

5) (If one centralized or 
a limited number of EHR 
systems are in use) Was 
secondary use of health 
data taken into account in 
the development of the EHR 
system?

5) The EHR system provides business intelligence 
analysis information for quality control and to 
enhance performance; data extractions for regular 
official statistics at the population level have been 
automated; and these fulfil the needs of the statistics 
office, ministry of health and public health agency
See also item Data sources_3, probing question 2.

6) Can patients access their 
own data in the EHR system?

6) Patients can access their own data, empowering 
them by allowing them to check these for 
completeness and correctness.

For interoperability, see item 
Data infrastructure_3

For ICT infrastructure, 
see item Governance and 
resources_8



Support tool to strengthen health information systems58

Item ID Question Probing question Expectations

Data 
infrastructure_2

What is the 
status of 
adoption of 
other electronic 
information 
systems in the 
national HIS?

1) Is an electronic system for 
registration of births in place?

1) An electronic system for registration of births is 
in place.

2) Is an electronic system 
for registration of deaths in 
place?

2) An electronic system for registration of deaths is 
in place.

3) Is an electronic system 
in place for notification and 
registration of notifiable 
infectious diseases?

3) See item Data sources_5, probing question 1.

4) Are electronic information 
systems in place for 
medicines and medical 
devices?

4) Electronic information systems are in place for 
quality control, pharmacovigilance/side-effects of 
medicines and medical devices, market access and 
stock keeping.

Data 
infrastructure_3

Are any 
interoperability 
standards 
defined and 
used?

1) Are any commonly agreed 
interoperability requirements 
or standards in place for the 
information systems in the 
HIS and wider information 
systems?

1) The standards that health-care providers and 
facilities need to use to communicate between 
organizations and to report to authorities 
are defined.

2) Are any accreditation 
standards in place for digital 
services and applications 
that focus on ensuring 
interoperability with other 
services and applications?
3) Which organizations 
or bodies are responsible 
for development of health 
sector and broader national 
standards?
4) Which organizations or 
bodies are responsible for 
undertaking conformance, 
compliance and accreditation 
of products and services – 
including ICT – used in the 
health sector?

2–4) Specific offices/agencies are in charge 
of defining official interoperability standards, 
compliance with these standards and accreditation 
of products and services.

5) What is the level of 
adoption of interoperability 
standards among existing 
health services and 
applications?

5) An overview of the level of adoption of health-care 
standards is available (for example, through 
a survey); the level of (planned) adoption is high.

Data 
infrastructure_4

Is a unique 
personal 
identification 
number (UPIN) 
in use?

1) Is a UPIN issued at birth for 
each citizen?

1) A UPIN is issued at birth for each citizen, and 
this is used across government services, including 
health services.

For health-care providers and facilities, see item 
Data sources_8.
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Item ID Question Probing question Expectations

Data management

Data 
management_1

What metadata 
standards are in 
use?

1) Are common standards in 
use?
2) Are these standards 
aligned with international 
standards?

1–2) Common standards are used for metadata for 
official (health) statistics, which are aligned with 
international metadata standards.

3) Are the metadata made 
available?

3) Metadata are structurally available for all official 
statistics and can be easily located and accessed by 
users of these statistics.

4) If adjustments such as 
standardization or weighing 
are used, how are these 
selected?

4) In-country adjustments use transparent, well 
established methods. If a weighing factor is applied, 
methods and variables used are clearly described.

Data 
management_2

What quality 
control 
mechanisms are 
applied for the 
data sources 
listed above?

1) What kind of automated 
control mechanisms are built 
into the EHR/information 
systems?

1) Automated logic checks are built into 
the systems.

2) What kind of manual 
quality control checks are 
performed?

2) Regular manual checks are performed according 
to well established and well documented protocols 
to check for completeness and correctness of 
the data.

3) Are audits performed to 
check the completeness and 
correctness of data?

3) Regular audits are performed – e.g. by the health 
insurance company or ministry of health – to 
check the quality of the diagnosis-related group 
information submitted by health-care facilities.

Data 
management_3

How can the 
data sources 
listed above 
be accessed 
and used for 
secondary 
purposes?

1) Are publicly funded data 
sources publicly available and 
published as open data?

1) Publicly funded data sources are publicly 
available and published as open data (provided that 
the necessary data protection safeguards have been 
taken into account).
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2) Is there an electronic 
platform for exchanging data 
between (semi-)governmental 
organizations?

2) An electronic data exchange platform for the 
safe and efficient exchange between (semi-)
governmental organizations is in place. All 
government departments and other relevant 
agencies are connected to the platform.

3) Is a central data warehouse 
in place?

3) An integrated data warehouse is operated at the 
national level, containing data from all data sources 
(both population-based and facility-based sources, 
including all key health programmes). The data 
warehouse has a user-friendly user interface, 
which is accessible to various user audiences and 
which allows for the tailored extraction of data 
and indicators.

4) Are opportunities available 
to link data sources safely at 
the subject level and perform 
comprehensive analyses – 
for example, through 
a closed controlled working 
environment operated by the 
statistical office, or through 
anonymization and linkage by 
a trusted third party
See also item Data 
infrastructure_5

4) Opportunities are available to link data 
sources safely at the subject level and perform 
comprehensive analyses – for example, through 
a closed controlled working environment operated 
by the statistical office, or through anonymization 
and linkage by a trusted third party.
See also item Data infrastructure_5.

Data 
management_4

Are international 
data delivery 
requests being 
met?
See also item 
Analysis_5

1) Are data collection 
methods and analytical 
approaches (e.g. calculation 
of indicators) in line with 
international standards and 
recommendations?

1) Data collection methods are in line with 
international standards and recommendations.

2) Is the country able to meet 
all data delivery requirements 
from the international 
organizations of which it is 
a member/with which it is 
collaborating?

2) The country can fulfil all health information 
requests from international organizations.

3) Does the country 
participate in international 
health information projects or 
activities?

3) Which actors are involved in international projects 
or activities is known. Developments with regard 
to health information at an international level are 
routinely monitored and shared by experts in the HIS.
See also item Governance and resources_4.
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Item ID Question Probing question Expectations

Resources for data collection

Resources for 
data collection_1

Is an adequate 
legal framework 
in place for HIS 
data collections?

1) Is there a legal basis for 
the HIS data collections listed 
above?

1) There is a legal basis for the most important HIS 
data collections.

2) Which data elements are 
defined in the law?

2) Specific data standards (e.g. disaggregation 
levels and ICD-10 codes) are defined.

3) Is an adequate legal 
framework in place for 
linking and sharing the data 
collections listed above?

3) Criteria for data privacy, secondary processing, 
sharing of information and data linkage are 
specified. A legal framework that is not too 
restrictive is in place – i.e. one that strikes the right 
balance between data protection and making health 
data available for the public good. Accessibility of 
essential data sources for the most important HIS 
stakeholders (statistical office, ministry of health) is 
regulated by law.

4) Are requirements for data 
storage defined in the law?

4) Requirements for data storage in the HIS 
are defined.

Resources for 
data collection_2

Are sufficient 
human resources 
available for 
maintaining and 
operating HIS 
data collections?

1) Do HIS stakeholders have 
adequate tools to maintain 
and operate HIS data 
collections?

1) HIS stakeholders have adequate tools 
(e.g. database and data management software).
For ICT infrastructure, see item Governance and 
resources_8.

2) Do HIS stakeholders have 
adequate manpower to 
maintain and operate HIS data 
collections?

2) HIS stakeholders have adequate manpower, and 
staff turnover is limited.

3) Do HIS stakeholders 
have adequate capacity to 
maintain and operate HIS data 
collections?

3) HIS stakeholders have adequate capacity – 
i.e. staff with the right technical skills and expertise. 
Regular training is provided/funds are available for 
regular training.

Notes: EHR; electronic health record; ICD-10: International Classification of Diseases 10th Revision; M&E: monitoring and 
evaluation; UPIN: unique personal identification number.
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CORE Analysis
Item ID Question Probing question Expectations

Analysis_1 Is a core set of 
health indicators 
defined?

1) Is the core set linked to 
a specific health policy (process) 
and/or to specific health goals or 
targets?

1) The core set is linked to a specific health policy 
(process) and/or to specific health goals or targets.

2) How were core indicators 
selected?

2) National minimum core indicators were 
transparently identified for national and subnational 
levels. Selection of indicators is also informed by 
international indicator sets.

3) Which categories does the 
indicator set cover?

3) Indicators cover all categories of health indicators, 
such as determinants of health; health system inputs, 
outputs and outcomes (health systems performance 
assessment); health status; and health inequalities. 
If possible, the set includes relevant indicators from 
other policy sectors (e.g. social affairs, education).

4) How are the indicators defined 
and calculated?

4) Indicator definitions exist and the method for their 
calculation is documented. If applicable, the numerator 
and denominator of the indicators are clearly defined.

5) Are metadata available and 
harmonized within the country 
and across countries?

5) Regularly updated metadata exist for each indicator 
and are publicly available. Metadata include the 
categories definition, calculation/method, available 
dimensions/subgroups (e.g. age, gender, geographical 
information, nationality, migration, social status – 
e.g. education, employment status, income), rationale 
and data sources.

6) (If individual data on social 
status are not available) 
Is a geographically based 
deprivation index (or similar) 
available?

6) As an alternative indicator of social status, 
a deprivation index is available to perform 
comparisons at the ecological level.

Analysis_2 What kind of 
analyses are 
performed 
on the core 
indicators?

1) Are subnational comparisons 
made?

1) Core indicators can be broken down according 
to relevant subnational entities (e.g. regions, 
municipalities). Subnational disaggregations are 
produced regularly.

2) Are international comparisons 
made?

2) Definitions of national core indicators are aligned 
with international definitions to allow international 
comparisons; these are produced regularly. If different 
definitions and/or data sources are used for national 
indicator values and for international comparisons, 
the reasons for this are clearly explained in the 
indicator metadata.

3) Are historical time trends 
made?

3) Historical trend data are available for the core 
indicators and time trends are produced regularly.
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Item ID Question Probing question Expectations

4) Are future projections made? 4) Periodic population projections are made. These 
are used to make demographic projections for key 
indicators. If adequate trend data are available, 
combined demographic and epidemiological 
projections are made for key indicators.

5) Are comparisons between 
subgroups made/are analyses of 
health inequalities performed?

5) Data for the core indicators can be disaggregated 
according to age, sex, socioeconomic status and other 
relevant stratifiers (e.g. ethnicity). Disaggregated 
indicator values are produced regularly.
See also probing question 1 on subnational 
comparisons.

Analysis_3 Are the core 
indicators 
reported/
published 
regularly?

1) How and how often are they 
reported/published/updated?

1) Core indicators are regularly reported in 
standardized tables, in health reports and in basic 
tools for spatial comparisons and comparisons 
over time.

2) What is the frequency at which 
data for the core indicators 
become available?

2) The datasets used to calculate the core indicators 
are updated regularly, and the frequency of these 
updates is in line with policy needs.

3) Are regular publication dates/
periods available for each 
indicator?

3) A publication schedule is available.

Analysis_4 Alongside a core 
set of health 
indicators, are 
other formalized 
health indicator 
sets in use?

1) Are indicator sets to monitor 
implementation and impact of 
specific programmes in use?

1) Indicator sets for the monitoring of specific 
programmes (e.g. on noncommunicable diseases, 
infectious diseases) are in use. These have been 
formally established and are regularly reported on.

2) Are indicator sets to monitor 
performance of (specific parts of) 
the health-care system in use?

2) An indicator set for health system performance 
assessment and/or indicator sets to monitor specific 
part of the health-care system (e.g. primary health 
care, hospital care, care for elderly people) are in 
use. These are formally established and regularly 
reported on.

Analysis_5 Are the 
indicators used 
aligned with 
international 
indicator sets – 
in particular 
WHO’s Impact 
Framework of 
GPW13?
See also 
item Data 
management_4

1) Are indicators used aligned with 
the Impact Framework of WHO’s 
Thirteeth General Programme of 
Work (GPW13)?

1) Indicators used are aligned with the Impact 
Framework of WHO’s GPW13: the indicators in the 
Impact Framework are used to guide national health 
policy and WHO’s data delivery requests can be met.

2) Are indicators aligned with the 
Sustainable Development Goals 
(SDGs)?

2) Indicators used in the country are aligned with the 
SDGs and are used to guide national (intersectoral) 
health policy. At a minimum, the country can meet the 
SDG-related data requests in the WHO Regional Office 
for Europe’s Joint Monitoring Framework.

3) Are indicators used in the 
country aligned with the European 
core health indicators?

3) Indicators used in the country are aligned with the 
European core health indicators.
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Analysis_6 Is the country 
investing 
in Big Data 
and Artificial 
Intelligence (AI) 
research and 
development?

1) Is a big data/artificial 
intelligence (AI) strategy related 
to (public) health in place?

1) A strategy for big data/AI, either standalone or as 
part of the digital health/e-health strategy or another 
national digital health initiative, is in place.

2) Is action on big data/AI 
included in the national budget?

2) The national health and/or research budget includes 
dedicated funds for action on big data/AI.

3) Are strategies to promote 
research into the usability of big 
data for (public) health purposes 
in place? Are strategies to 
promote development and use of 
AI for (public) health in place?

3) A research strategy around big data/AI and data 
science is in place that includes applications for 
(public) health.

4) Are ethical big data/AI 
requirements, standards and best 
practices listed and respected?

4) A set of ethical principles is defined, together 
with policies and regulations. Best practices are 
actively shared.

5) Are infrastructure requirements 
for big data/AI and data science 
defined?

5) The following infrastructure requirements are 
clearly defined: computing capacity, storage capacity, 
networking infrastructure, security policies.

6) Is the country working 
on transforming the health 
information workforce to be fit for 
the new big data/AI era?

6) The country has a plan to train health information 
professionals in data science and big data/AI, 
including adequate funding.

Analysis_7 Do HIS 
stakeholders 
have adequate 
resources 
to analyse 
and report 
on indicators 
regularly?

1) Do HIS stakeholders have 
adequate tools for regular analysis 
and publication of indicators?

1) HIS stakeholders have adequate tools for analysis 
(e.g. computers, servers, analysis software) and 
publication (e.g. module for interactive dashboard).

2) Do HIS stakeholders have 
adequate manpower for regular 
analysis and publication of 
indicators?

2) HIS stakeholders have adequate manpower, and 
staff turnover is limited.

3) Do HIS stakeholders have 
adequate capacity for regular 
analysis and publication of 
indicators?

3) HIS stakeholders have adequate capacity – 
i.e. staff with the right skills and expertise (such 
as statisticians, epidemiologists, GIS experts, data 
visualization experts, communication experts). 
A multidisciplinary team works on publication of the 
core indicators. Regular training is provided/funds are 
available for regular training on analysis skills.

Notes: AI: artificial intelligence; GPW13: Thirteeth General Programme of Work; SDGs: Sustainable Development Goals.
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CORE Health reporting
Item ID Question Probing question Expectations

Health 
reporting_1

Are the health reports 
produced aimed at 
informing policy-
making? This may 
concern formulation 
of new policy/agenda 
setting, monitoring/
evaluation of existing 
policy and/or planning 
of resources

1) Are such health reports 
being produced on a 
regular basis, and by 
whom? A health report 
can either be a more 
traditional report in paper/
PDF format, or a web-
based report/website

1) Regular health reports are produced by the national 
public health agency or comparable institution, 
independent of the ministry of health. Scientific 
standards and common transparency requirements 
are followed in the production of the reports.

2) How comprehensive are 
these reports?

2) Regular health reports apply a broad and integrative 
approach, meaning that they address population/
public health, health care, and health-related topics 
from other domains. Data are accompanied by 
contextual information/explanations. The reports also 
include options for action, such as overviews of (cost-)
effective interventions and policy options.

3) Are foresight and 
scenario exercises 
included in the reporting 
efforts?

3) Foresight and scenario exercises are performed at 
regular intervals (e.g. once every 4–5 years) to inform 
long-term strategic health policy-making.

4) What format do the 
health reports use?

4) Regular health reports are written in easy-to-
read language, use a combination of text and 
informative visualizations, and include key messages. 
Web-based reports use interactive visualization 
tools that generate tables, graphs/charts, maps 
and infographics. It is possible to download the 
visualizations and the data on which they are based. 
Tailored summaries/factsheets are available for 
different target audiences.

5) Are these reports 
publicly available?

5) Regular health reports are publicly available. Online 
products are freely available, or, if necessary, after 
registration. Printed reports can be ordered online.

6) What kind of 
communication and 
dissemination strategies 
are used for these reports?

6) Comprehensive communication and dissemination 
strategies are in place, including mass media, 
social media, online health (information) platforms, 
newsletters, email messages, presentations and 
lectures. Active after-care is also part of the 
communication and dissemination strategy, including 
follow-up on social media. Experts talking to the mass 
media have received relevant training.

7) Is it known to 
what extent policy-
makers and other 
users (such as media, 
patient organizations, 
nongovernmental 
organizations, 
professional 
organizations) actually 
use the reports?

7) User surveys are conducted regularly. Website 
statistics are monitored and analysed regularly. 
Reports about the results of the user surveys and 
website statistics are publicly available.
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Item ID Question Probing question Expectations

Health 
reporting_2

What mechanisms exist 
for using health reports 
in the policy-making 
process?

1) What is the mechanism 
for using health reports in 
the health policy-making 
process?

1) There is a formal, public and transparent procedure 
for using health reports in the policy-making process 
(e.g. once every X years the public health institute 
makes a health report for the ministry of health, at its 
request, and the ministry formally and publicly reports 
on how it has used the information in this report). 
Parliament is informed by the ministry of health when 
formal health reports are published.

2) Are the reports 
also used to inform 
intersectoral policy-
making, and do other 
policy sectors also include 
information on health in 
their reporting efforts/
use health information for 
informing their policies 
(a Health in All Policies 
approach)?

2) An intersectoral governmental body that discusses 
(how to use) the health reports is in place, and 
its decisions are formally and publicly reported. 
Health is a standard dimension in reports of other 
policy sectors.

Health 
reporting_3

Are health reports 
produced at the health-
care facility and provider 
levels?

1) Do managers and 
medical staff use health 
reports to monitor and 
improve performance (e.g. 
quality control, patient 
safety)?

1) Managers and medical staff regularly use health 
reports to monitor and improve performance. Such 
reports are discussed jointly (e.g. at the department or 
team level) and ways to improve are decided together. 
There is an open attitude among health-care staff 
towards measuring and monitoring performance. 
Health-care staff feel safe to discuss (suboptimal) 
quality of care and performance.

2) What kind of indicators 
are used for these reports?

2) Indicators that are acknowledged by (international) 
peers as valid and useful are used. Indicators used 
include patient-reported outcomes and patient-
reported experiences. 

Health 
reporting_4

Do HIS stakeholders 
have adequate 
resources for producing 
and publishing regular 
health reports?

1) Do HIS stakeholders 
have access to adequate 
tools for health reporting? 

1) HIS stakeholders have access to adequate tools for 
producing health reports (e.g. quality criteria/toolkit, 
evidence resources) and publishing health reports 
(e.g. software for creating interactive graphs and 
options for integrating videos in online reports).

2) Do HIS stakeholders 
have adequate manpower 
for producing and 
publishing regular health 
reports?

2) HIS stakeholders have adequate manpower, and 
staff turnover is limited.

3) Do HIS stakeholders 
have adequate capacity 
for producing and 
publishing regular health 
reports?

3) HIS stakeholders have adequate capacity, 
i.e. staff with the right skills and expertise (such as 
statisticians, epidemiologists, geographic information 
system experts, data visualization experts, writers/
editors, communication experts). A multidisciplinary 
team works on producing the health reports. Regular 
training is provided/funds are available for regular 
training on reporting skills.
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CORE Knowledge translation
Item ID Question Probing question Expectations

Knowledge 
translation_1

Do relevant 
stakeholders know 
which information and 
knowledge products 
are available, and are 
they able to use them?

1) Are information products 
regularly demanded by users 
like senior managers and 
policy-makers?

1) The regular information and knowledge 
products produced within the HIS and their 
publication schedules are well known by policy-
makers, senior managers and other actors such 
as media representatives. Senior managers and 
policy-makers demand complete, timely, accurate, 
relevant and validated HIS information, and know 
how to interpret and use it.

2) Are support mechanisms 
available to train relevant 
actors on how to interpret and 
use the products?

2) Training or information courses on the products 
and their use are offered regularly.

Knowledge 
translation_2

Do policy-makers 
(and other relevant 
stakeholders) 
have access to 
all information 
and knowledge 
necessary to support 
policy-making?

1) Do the information and 
knowledge products produced 
within the HIS meet the needs 
of policy-makers?

1) Regular exchange sessions are held to identify 
the information needs and assess the timeliness 
and usefulness of the formats with policy-makers 
and other relevant users. The outcomes of 
these sessions and implemented changes are 
documented and reported.

2) Is it possible for policy-
makers (and other relevant 
stakeholders) to monitor the 
targets of the health strategy?
See items Analysis_1 to 
Analysis_4

2) A set of indicators to monitor progress towards 
the targets of the health strategy has been defined 
and is reported on regularly.
See items Analysis_1 to Analysis_4.

3) Do policy-makers and 
other relevant stakeholders 
have enough information to 
determine which interventions 
and policies to implement?

3) Regular health reports include options for action, 
such as overviews of (cost-)effective interventions 
and policy options.
See item Health reporting_1.
Exchange and integrated knowledge translation 
approaches are applied to make sure that the 
information and knowledge produced meet the 
needs of policy-makers.
See item Knowledge translation_3.

4) What kind of 
communication mechanisms 
are in place if there are 
questions about information 
and knowledge products or 
ad hoc requests for health 
information?

4) A rapid response team/mechanism is in place to 
respond to quickly ad hoc questions (e.g. when the 
ministry of health is looking for health information 
to answer questions from parliament).
After-care is a structural element in the 
communication and dissemination plans for health 
information and knowledge products.
See item Health reporting_1, probing question 6.
A user survey is conducted regularly to 
identify the usability of health information and 
knowledge products.
See item Health reporting_1, probing question 8.

Knowledge 
translation_3

What kind of 
knowledge translation 
tools and mechanisms 
are used?

1) Are specific tools 
to stimulate uptake of 
information and knowledge in 
policy-making used?

1) Producers of reports use tools specifically 
aimed at stimulating uptake of information and 
knowledge in policy-making, such as policy briefs 
and policy dialogues.
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Item ID Question Probing question Expectations

2) Alongside the more 
traditional push and pull 
mechanisms, are exchange 
and integrated approaches 
also applied for knowledge 
translation? In exchange 
approaches, information 
analysts and relevant 
users of the HIS work in 
partnership, often facilitated 
by knowledge brokers, 
to collect the necessary 
evidence. In integrated 
approaches, a knowledge 
translation infrastructure 
is institutionalized and 
represents clear objectives for 
action, regular assessments of 
the relevance of its efforts and 
incorporation of elements of 
push, pull or exchange efforts

2) Exchange and integrated approaches for 
knowledge translation are applied.

3) To what extent are the 
applied knowledge translation 
tools and mechanisms 
institutionalized?

3) The applied knowledge translation tools 
and mechanisms are institutionalized: 
they are a structural element of the health 
policy-making process.

Knowledge 
translation_4

Do HIS stakeholders 
have adequate 
resources for 
knowledge translation?

1) Do HIS stakeholders have 
adequate manpower for 
knowledge translation?

1) HIS stakeholders have adequate manpower for 
knowledge translation.

2) Do HIS stakeholders 
have adequate capacity for 
knowledge translation?

2) HIS stakeholders have adequate capacity. 
Staff have been trained in knowledge translation 
concepts, tools and skills, and adequate budget 
is available for training to keep staff capacity up 
to date.
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CORE Governance and resources
Item ID Question Probing question Expectations

Governance 
and 
resources_1

Is the legislation providing 
the legal framework for 
the HIS up to date? Ideally, 
this legal framework 
should also cover an 
evidence-informed 
policy cycle
For the legal framework 
for data collection, see 
item Resources for data 
collection_1

1) Does the country have health 
legislation?

1) The legislation exists and is enforced. The 
legislation defines the tasks of the public 
health authority. The legislation covers 
WHO’s essential public health operations.

2) Does the public health service 
law include population health 
monitoring and maintenance of 
an HIS as a mandatory task of the 
public health authority?

2) Population health monitoring and the 
maintenance of the HIS are part of the 
legislation.

3) Does the public health service 
law also define tasks that cover 
the whole policy cycle?

3) The public health service law defines 
tasks and roles that cover the whole policy 
cycle (problem definition, agenda setting, 
policy formulation, decision-making, policy 
implementation, policy evaluation).

4) Does the country have 
electronic HIS legislation that 
governs how health information 
is stored, accessed and shared 
across geographical and health 
sector boundaries?

4) A legislative framework for the electronic 
HIS is in place. The legislation defines which 
(international) classifications must be used 
(e.g. ICD-10, System of Health Accounts). 
National interoperability standards and other 
requirements are developed. Compliance, 
conformance and accreditation of electronic 
health information products and services are 
defined and implemented. The legislation 
ensures equal access for all citizens to their 
own health data.

5) What policies exist to stimulate 
and manage innovations in 
the field of electronic health 
information systems, such as 
who is responsible for introducing 
change and innovation, how risks 
are managed and how to evaluate 
appropriateness, feasibility and 
utility?

5) Policies are in place that stimulate and 
manage innovations in the field of electronic 
health information systems. Best practices 
and evaluation reports are collected in 
a central place and made publicly available.

Governance 
and 
resources_2

Does the country have 
a comprehensive HIS 
strategic plan that 
is in active use and 
implemented?

1) Is an HIS strategic plan in 
place?

1) A formal comprehensive HIS strategic 
plan is in place, either as a standalone 
strategy or as a clearly discernible element 
of a wider health/health systems strategy. 
The most important HIS stakeholders, 
including other relevant ministries beside 
the ministry of health, were involved in the 
development of the strategic plan and are 
involved in its M&E (see probing question 3). 
The HIS strategic plan defines an HIS vision 
and clear goals.
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Item ID Question Probing question Expectations

2) Does the HIS strategic plan 
include aspects of electronic 
health information services, or 
does the country have a separate 
strategy for this?

2) The HIS strategic plan includes aspects 
of electronic health information services. 
If this is not the case, a separate strategic 
plan/policy for electronic health information 
services exists.
See item Governance and resources_3.

3) What kind of M&E mechanisms 
for the strategic plan are in place?

3) The strategic plan defines mechanisms 
for monitoring progress towards the goals 
(e.g. what indicators will be used, who 
will collect data for these indicators and 
report on them, how often progress will 
be assessed).

4) How well integrated is the 
HIS strategic plan between the 
national, state, regional and 
local levels (and different policy 
sectors)?

4) The strategic plan lays out how 
cooperation and integration of work between 
different levels is performed.

Governance 
and 
resources_3

Is an HIS coordination 
mechanism/body in place?

1) What kind of HIS coordination 
mechanism is in place?

1) A formal multistakeholder coordination 
mechanism/body for the HIS is in place. The 
ministry of health is actively involved. The 
coordination mechanism has clear terms of 
reference that are publicly available. Meeting 
reports including lists of decisions taken 
are formally established and made publicly 
available. The coordination body is chaired 
by an independent expert.

2) Does the HIS coordination 
mechanism/body have a full 
overview of health information 
needs and of what health 
information is available?

2) The HIS coordination body has a full 
overview of health information needs and 
available health information. A strategy for 
overcoming discrepancies between needs 
and available information is in place.
See item Governance and resources_2
The role of the HIS coordination body in 
this is clear (e.g. the HIS coordination body 
has an advisory function for the ministry of 
health regarding the establishment of new 
data collections or the adaptation of existing 
data collections).

Governance 
and 
resources_4

Are mechanisms in 
place for monitoring 
performance and 
outcomes of the HIS and 
its various subsystems?

1) Is a mechanism in place that 
assures the quality of the HIS 
and its knowledge/information 
products?

1) A mechanism is in place. Quality 
assurance procedures for the various 
elements that are evaluated are described 
(e.g. acceptability, data quality, flexibility, 
usability, simplicity, output). Outcomes of 
quality assessments are publicly reported.
See item Data management_2.

2) Who is responsible for HIS 
quality assurance?

2) Tasks and responsibilities regarding 
quality assurance processes are clearly 
defined. If an HIS coordination body is in 
place, this has a role in (discussing the 
outcomes of) HIS quality assessment.
See item Governance and resources_3.
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Item ID Question Probing question Expectations

Governance 
and 
resources_5

Are mechanisms in 
place for monitoring 
performance and 
outcomes of EHRs?

1) Are important aspects of EHRs 
monitored and evaluated?

1) A routine M&E process is in place, looking 
at aspects such as functionality, stability, 
usability, safety, efficacy and effectiveness, 
as well as completeness and quality of the 
data entered into the system.

2) Who is responsible for 
monitoring and evaluating the 
performance of EHRs?

2) Related to performance of the HIS 
regarding the secondary use of data, 
regular and institutionalized coordination 
mechanisms are in place, including the 
primary users of the system (health-
care facilities), software developers (if 
applicable) and secondary users (e.g. 
ministry of health, public health institute).

Governance 
and 
resources_6

How are the different 
entities and activities 
(including staff, data 
collection, infrastructure 
and training) in the HIS 
financed?

1) Is how the different HIS 
entities, activities and resources, 
including investments in 
electronic health information 
systems, are financed known?

1) The budgets/financing streams for the 
institutions involved and their activities are 
transparent. Core HIS activities are financed 
from the public budget.

2) Is the financing sustainable? 2) The financing is sustainable and is not 
primarily based on third-party money/donor 
or project funds.

Governance 
and 
resources_7

What is the status of the 
ICT infrastructure in the 
national HIS?

1) Is the availability of hardware 
sufficient?
2) Is the availability of software 
sufficient?
3) Are enough skilled ICT staff 
available?

1–3) Adequate ICT infrastructure (e.g. 
computers, internet access, servers) and 
adequate ICT support are in place at the 
national level, at relevant subnational levels 
and at the hospital/provider level.

4) What is the capacity and 
coverage of data connectivity and 
networking across the country, 
including metropolitan, regional, 
rural and remote areas?

4) Sufficiently fast internet is available 
throughout the country, including in remote 
rural areas.

5) What is the capacity and 
coverage of mobile connectivity 
and networking (e.g. mobile 
phone coverage) across the 
country, including metropolitan, 
regional, rural and remote 
geographical areas?

5) There is coverage of mobile connectivity 
and networking throughout the country, 
including in remote rural areas.

6) What is the level of ICT skills of 
people working in the HIS?
Note: this relates to people other 
than dedicated ICT staff – e.g. 
civil servants, scientific staff, 
medical staff

6) People working in the various institutions 
with a role in the HIS (e.g. ministry of health, 
public health institute, statistical office, 
health-care facilities) have adequate ICT 
skills and access to training if needed.
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CORE Summary and scoring sheet
Summary of the HIS assessment: HIS maturity score framework

Scoring system
The situation in the country is comparable to full maturity = 4
Many elements of an HIS with full maturity are in place but some work is still needed = 3
Some elements of an HIS with full maturity are in place but substantial work is still needed = 2
The situation in the country is still very deviant from full maturity = 1

Data collection: data sources

Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Data sources_1 Vital statistics: registration of births and deaths and 
associated medical information is complete and up to date. 
Quality of cause-of-death information is high, and coding is 
done line with international standards and classifications.

Data sources_2 Health service records: a centralized EHR system is in place. 
Tailored aggregated datasets for secondary purposes can be 
extracted easily. Coverage and quality of the data collected 
in the EHR system are high. International classifications for 
coding diagnoses and interventions are integrated. Health 
insurance data have high coverage and quality, and include 
ICD-10 codes.

Data sources_3 Disease registries: a national-level population-based cancer 
registry is operating according to international standards. 
Registries for other major chronic diseases are in place; if not, 
robust morbidity estimates from other sources are available. 
An electronic surveillance system for infectious diseases is in 
place, with real-time data. Information on notifiable diseases 
according to country-specific legislation and international 
obligations (International Health Recommendations (2005)) 
is available.

Data sources_4 Health surveys: a long-term operational plan is in place 
for regular conducting of national health interview and 
health examination surveys. The methodology applied is in 
accordance with international standards and requirements. 
Specific effort is made to ensure that hard-to-reach groups 
are adequately represented. Health and statistical authorities 
work together on survey design and implementation, and on 
data analysis and dissemination.

Data sources_5 Health-care resources: a national human resources database 
is in place, with complete coverage, including the annual 
numbers of graduates. A national database of public and 
private sector health facilities is also in place, with complete 
coverage. Each health-care provider and facility has been 
assigned a unique identifier code.

Data sources_6 Health expenditure data: financial records are available 
on general government expenditure on health and its 
components. Expenditure data are collected in accordance 
with System of Health Accounts methodology.

TOTAL
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Data infrastructure and management

Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Data 
infrastructure _1 

Electronic information systems: health-care facilities and 
providers only use electronic patient records; there is no 
parallel paper record keeping. The EHR systems compile 
all information related to the care of an individual patient, 
and include additional functionalities supporting the 
health-care process (e.g. drug prescription module, clinical 
decision support tools, eSignatures). The needs of end-users 
have been taken into account in development of the EHR 
systems. Patients have access to their own data. Electronic 
information systems for other essential HIS data collections 
are in place (e.g. vital statistics, infectious disease 
surveillance, medicines, medical devices).

Data 
infrastructure _2

Interoperability: commonly agreed interoperability standards 
for the HIS and wider information systems are structurally 
implemented. An office or agency is in charge of defining 
interoperability standards. A UPIN is issued at birth for each 
citizen, and this is used structurally across government 
services, including health services. Opportunities are 
available to link data sources at the subject level.

Data 
infrastructure _3

Metadata and quality control: common standards are 
structurally used for metadata for official (health) statistics, 
and these are aligned with international metadata standards. 
Structural quality checks are performed according to well 
documented protocols on the major HIS data sources 
(e.g. automated checks in the EHR system, manual 
checks, audits).

Data 
infrastructure _4

Accessibility and usability of data sources for secondary 
purposes: publicly funded data sources are publicly available 
and published as open data. Other (semi-public) data sources 
can be used for secondary purposes, either free of charge or 
for a reasonable fee covering the costs needed to produce 
tailored data extractions. An integrated data warehouse 
is operated at the national level, containing data from all 
relevant HIS data sources. If a central data warehouse is 
not in place, a data exchange platform for safe and efficient 
exchange between (semi-)governmental organizations 
is in place.

Data 
infrastructure _5

Legal framework: there is a legal basis for the most 
important HIS data collections. Specific data standards (e.g. 
disaggregation levels, ICD-10 codes) are defined in the law. 
Criteria for data privacy, secondary processing, sharing of 
information, data linkage and storage are specified. The legal 
framework is workable and not too restrictive. Accessibility 
of essential data sources for the most important HIS 
stakeholders is regulated by law.
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Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Data 
infrastructure _6

Resources: HIS stakeholders have adequate tools for data 
collection (e.g. database and data management software), 
and adequate manpower with limited staff turnover. HIS 
stakeholders have adequate capacity, i.e. staff with the right 
technical skills and expertise. Regular training is provided/
funds are available for regular training.

TOTAL

Analysis

Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Analysis_1 Indicator sets: a core set of policy-relevant health indicators 
has been selected transparently. The core set covers all main 
categories necessary for informing health policy – i.e. health 
status, demographics, (wider) health determinants (including 
indicators on poverty, employment, education, environment) 
and health systems.

Analysis_2 Indicator updates: indicator values are regularly computed, 
analysed and publicly reported, according to an official 
publication schedule, including comprehensive metadata. 
The datasets used to calculate the core indicators are 
updated regularly, and the frequency of these updates is in 
line with policy needs.

Analysis_3 Comprehensiveness of analysis: regular analysis of 
indicator values includes historical time trends, international 
comparisons and disaggregations according to relevant 
subnational entities (e.g. regions, municipalities). Periodic 
future projections are made for key indicators based on 
population projections and epidemiological trend data.

Analysis_4 Health inequalities: regular analysis includes disaggregation 
of indicator values according to various dimensions of 
health inequalities, including gender, socioeconomic status, 
ethnicity and geographical differences.

Analysis_5 Alignment with international indicator sets: indicators 
used in the country are aligned with international reporting 
frameworks, most importantly with the SDGs and the Impact 
Framework for WHO’s GPW13. Collection methods for the 
data underlying the indicators are in line with international 
standards and recommendations. The country can fulfil all 
health information requests from international organizations. 
Experts and government representatives participate in 
international health information networks and projects.
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Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Analysis_6 Resources: HIS stakeholders have adequate tools for 
analysis (e.g. computers, servers, analysis software) and 
publication (e.g. module for interactive dashboard). HIS 
stakeholders have adequate manpower, with limited staff 
turnover and adequate capacity. A multidisciplinary team 
works on the publication of the core indicators. Regular 
training is provided/funds are available for regular training on 
analysis skills.

TOTAL

Health reporting

Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Health 
reporting_1

Health reports aimed at informing policy-making: regular 
health reports are produced by the national public health 
agency or comparable institution, independent of the ministry 
of health. The reports integrate data and information from 
public health, health care and other relevant policy domains, 
and include options for action. Scientific standards and 
common transparency requirements are followed. Health 
reports are written in easy-to-read language, and include 
informative visualizations and key messages.

Health 
reporting_2

Dissemination and communication: regular health reports are 
publicly available. In the case of web-based applications, it is 
considered possible to download the visualizations and the 
data on which they are based. Tailored summaries/factsheets 
are available for different target audiences. Comprehensive 
communication and dissemination strategies are in place. 
User surveys are regularly conducted, and website statistics 
are monitored and analysed regularly.

Health 
reporting_3

Mechanisms for using health reports in the policy-making 
process: a formal, public and transparent procedure for 
using health reports in the policy-making process is in place. 
Parliament is informed by the ministry of health when formal 
health reports are published. An intersectoral governmental 
body to discuss (how to use) the health reports is in place, 
and its decisions are formally and publicly reported. Health is 
a standard dimension in reports of other policy sectors.

Health 
reporting_4

Use of health reports at the health-care facility and provider 
level: managers and medical staff use health reports 
regularly to monitor and improve performance. Such reports 
are discussed jointly (e.g. at the department or team 
level). There is an open attitude among health-care staff 
towards measuring and monitoring performance. Health-
care staff feel safe to discuss (suboptimal) quality of care 
and performance. For these reports, indicators that are 
acknowledged by (international) peers as valid and useful 
are used. These include patient-reported outcomes and 
patient-reported experiences.
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Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Health 
reporting_5

Resources: HIS stakeholders have access to adequate 
tools for producing health reports (e.g. quality criteria/
toolkit, evidence resources) and publishing health reports 
(e.g. software for using interactive graphs and options 
for integrating videos in online reports). HIS stakeholders 
have adequate manpower with limited staff turnover. HIS 
stakeholders have adequate capacity. A multidisciplinary 
team works on producing the health reports. Regular training 
is provided/funds are available for regular training on 
reporting skills.

TOTAL

Knowledge translation

Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Knowledge 
translation_1

Familiarity with information and knowledge products: the 
regular information and knowledge products produced within 
the HIS and their publication schedules are well known by 
policy-makers, senior managers and other actors such as 
media representatives. Senior managers and policy-makers 
demand complete, timely, accurate, relevant and validated 
HIS information and know how to interpret and use it. Training 
or information courses on the products and their use are 
offered regularly.

Knowledge 
translation_2

Alignment with policy-makers’ needs: exchange and 
integrated knowledge translation approaches are applied to 
make sure that information and knowledge produced meet 
the needs of policy-makers and other relevant users. A rapid 
response team/mechanism is in place to respond quickly to 
ad hoc questions (e.g. when the ministry of health is looking 
for health information to answer questions from parliament).

Knowledge 
translation_3

Knowledge translation tools and mechanisms: producers 
of information and knowledge products use tools that are 
specifically aimed at stimulating uptake of information 
and knowledge in policy-making, such as policy briefs and 
policy dialogues. A knowledge translation infrastructure 
is in place that represents clear objectives for action and 
incorporates elements of push, pull or exchange efforts. 
The applied knowledge translation tools and mechanisms 
are institutionalized and a structural element of the health 
policy-making process.

Knowledge 
translation_4

Resources: HIS stakeholders have adequate manpower for 
knowledge translation and adequate capacity. Staff have 
been trained in knowledge translation concepts, tools and 
skills and adequate budget is available for training to keep 
staff capacity up to date.

TOTAL
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Governance and resources

Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Governance and 
resources_1

HIS legislative framework: legislation providing the legal and 
regulatory framework for the HIS exists, is up to date and is 
enforced. The legislation defines tasks related to population 
health monitoring, covering the whole policy cycle (problem 
definition, agenda setting, policy formulation, decision-
making, policy implementation, policy evaluation). A legislative 
framework is in place for electronic information systems. 
National interoperability standards and other requirements 
are developed. Compliance, conformance and accreditation of 
electronic health information products and services are defined 
and implemented.

Governance and 
resources_2

HIS strategic plan: a formal comprehensive HIS strategic plan 
is in place, either as a standalone strategy, or as a clearly 
discernible element of a wider health/health systems 
strategy. The HIS strategic plan defines an HIS vision and 
clear goals, and defines mechanisms for monitoring progress 
towards these goals. HIS stakeholders were involved in its 
development and are involved in its M&E. The HIS strategic 
plan includes aspects of electronic health information 
services, or a separate strategic plan/policy for electronic 
health information services exists.

Governance and 
resources_3

HIS coordination: a formal multistakeholder coordination 
mechanism/body for the HIS is in place. The ministry of health 
is actively involved. The coordination mechanism has clear 
terms of reference. Meeting reports are formally established 
and made publicly available. The HIS coordination body has 
a full overview of health information needs and available 
health information.

Governance and 
resources_4

Monitoring HIS performance: mechanisms for monitoring 
HIS performance are in place. Quality assurance procedures 
for the different elements that are evaluated are described 
(e.g. acceptability, data quality, flexibility, usability, simplicity, 
output). A routine monitoring and evaluation process is in place 
for monitoring performance of the EHR systems, looking at 
aspects such as functionality, stability, usability, efficacy and 
effectiveness, as well as completeness and quality of the data 
entered into the system. Outcomes of quality assessments are 
publicly reported.
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Description of the situation in an HIS with full maturity Description of the current 
situation in the country

Country 
score

Governance and 
resources_5

HIS financing: the budgets and financing streams for the 
various entities and activities in the HIS are clear and 
transparent. The financing is sustainable and is not primarily 
based on third-party money/donor or project funds.

Governance and 
resources_6

HIS ICT infrastructure: adequate ICT infrastructure 
(e.g. computers, internet access, servers) and adequate 
ICT support are in place at the national level, at relevant 
subnational levels and at the hospital/provider level. People 
working in the various institutions with a role in the HIS (e.g. 
ministry of health, public health institute, statistical office, 
health-care facilities) have adequate ICT skills and access to 
training if needed.

TOTAL
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Annex 2.  
Emergency response information 

management system (ERIMS) 
add-on module

Rationale

What is the role of ERIMS in the wider health information system?

Lessons from the coronavirus pandemic identified the need to reinforce the emergency component of health 
information systems (HISs) at national, regional and global levels (1). Gaps in data during the pandemic that 
had been expected to be reported at the international level highlighted some underlying system gaps and 
challenges in existing national and subnational information management systems.

To support rapid and data driven responses, it is essential for Member States to have a robust information 
system architecture capable of efficiently moving and managing data that supports emergency responses, 
including producing information for incident managers and decision-makers (information for action). Such 
a system must be flexible, so that new features can be added, integrated or changed as needed, and scalable; 
capable of dealing with high volumes of information multiple times above baseline during peak crisis periods 
without compromising data integrity and system performance.

WHO’s strategic framework for health emergency preparedness, prevention, response and resilience can 
guide, inform and resource collective efforts to strengthen the key interlinked national, regional and global 
multisectoral capacities and capabilities (2). This framework states the following:

To respond effectively to the ever-increasing scale of health emergencies, particularly in fragile, conflict-affected 
and vulnerable settings, countries and health emergency stakeholders must adopt a strategic shift towards an 
ecosystem approach to health emergencies prevention, preparedness and response. This shift should focus on 
strengthening five core health emergency components (The five Cs):

	y collaborative surveillance

	y community protection

	y safe and scalable care

	y access to countermeasures

	y emergency coordination.

The International Health Regulations (IHR) (2005) (3) provide a unique global framework to protect people from 
health emergencies of any type. The IHR (2005) are central within the WHO Health Emergencies Programme 
to guide countries towards achieving common approaches and capacity standards. The IHR (2005) requires 
that Member States monitor, evaluate, strengthen and test their capacity to respond promptly and effectively 
to public health risks and health emergencies.
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WHO promotes an “all-hazard” approach in preparing for and responding to public health events and 
emergencies. This approach and incident management principles are reflected in WHO’s own Emergency 
Response Framework (4).

What is the role of emergency response information management in the wider HIS?

An emergency can be defined as an “event or set of circumstances that demands immediate action to 
preserve public health, protect life, property or provide relief to any stricken community overtaken by such 
circumstances” (5). A  situation becomes emergent when its health consequences have the potential to 
overwhelm routine community capabilities to address them (6).

The ability to extract knowledge and insights from data and translate them into effective policies and 
timely interventions, is a  decisive factor in the capabilities of Member States to respond appropriately to 
an emergency. Failing to detect or manage emergency events rapidly may result in cross-border disease 
transmission, excessive morbidity and mortality, or the disruption of health systems in the most critical 
phases of the event.

Having a robust, flexible and scalable ERIMS in place – built upon and integrated with the wider national HIS – 
is necessary to generate the information products needed by incident managers and decision-makers to 
manage risk effectively and make evidence-based decisions when responding to emergency events. ERIMS 
should cover the entire data lifecycle circuit, namely the collection, storage, processing, analysis, visualization 
and reporting of information in the main areas of emergency response. Ultimately, the goal of ERIMS is to 
transform raw data into actionable insights. Regular reporting, including international reporting under the 
IHR, must be in place to ensure that decision-makers have the necessary information to act.

WHO’s Framework for a public health emergency operations centre identify the essential functions for an 
effective emergency response (7):

	y Management – responsible for overall operations of events, including risk communication and 
liaising with other agencies and stakeholders.

	y Operations – direct response to the event, at the field level, and technical guidance, at higher levels.

	y Planning – data collection, analysis and planning of future actions based on the expected course of 
the event and resources available.

	y Logistics – acquisition, tracking, storage, maintenance and disposal of material resources required 
for the response. This function includes the provision of services in support of the response.

	y Finance and administration – cash flow management, cost tracking, budget preparation and 
monitoring and maintenance of administrative records.

Information systems should be able to collect, manage, analyse and report data for each of these functions, 
and be interoperable with the wider HIS.

Under the all-hazards approach, the Emergency Response Framework classifies hazards into natural 
(geological, hydro-meteorological, biological and extraterrestrial) and human-induced (technological and 
societal). For such a  large variety of types of hazards, incident managers and decision-makers will have 
different information needs. As defined in the Framework (7), the types of data necessary for emergency 
response can be classified into:

	y event specific health-related data – what, how many, where, who, how quickly and current status;

	y event management information – human and material resources on hand, status of interventions, 
partner and stakeholder activities, resource deployments, expenditure and progress on defined 
objectives; and
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	y context data – population distribution, geographic information mapping, transportation links, location 
of facilities, routine health burden data (e.g. baseline hospital occupancy levels or consultation rates), 
availability of food and water, weather and any other potentially relevant information.

The diversity and multiplicity of data sources and collection mechanisms required to inform emergency response 
actions, means that the country’s ERIMS is strongly dependent on existing HIS infrastructure and on the ability 
to integrate and harmonize data collected from a wide range of relevant sources. This integration is crucial to 
ensure a cohesive data ecosystem that is readily available for analysis and action in emergency situations.

Structure and content of the ERIMS assessment tool

The ERIMS assessment is used by a  multidisciplinary team in the process of assessing the state of the 
ERIMS in the Member State. It uses a  systematic approach to characterize current system architecture, 
platforms, processes and data workflows employed by Member States in emergency response operations. 
The assessment is organized into three main sections:

	y Section 1. Governance and resources – focuses on overall governance and the resources needed 
to ensure that the coordination structure can function, including the legal background for emergency 
response activities, data sharing, existing infrastructure and resources.

	y Section 2. Data process – encompasses all the steps of the emergency response data lifecycle and 
provides an in-depth picture of how data management occurs in the Member State for emergency 
events with impact on the health of human populations. This approach allows the assessment team 
to identify bottlenecks and critical points in existing systems and processes.

	y Section 3. Knowledge for action – focuses on reporting, communication and usage of information 
products as tools for effective decision-making and reporting actions required for emergency 
preparedness and response.

Ideally, this ERIMS assessment module should be completed alongside or after the application of the core 
module of the WHO assessment tool to strengthen health information systems (Annex 1), however it can also 
be used as a standalone assessment or as part of a multi-module assessment.

How can the outcomes of this assessment tool be used to improve emergency response?

By using this tool, the assessment team can identify and map the flow of information that incident managers and 
decision-makers need to effectively respond to emergency events. This approach allows the assessment team 
to map data governance, data management processes and operational workflows related to the main functions 
of emergency response. The assessment process, including consultations with key incident managers and 
stakeholders, facilitates the identification of gaps, inefficiencies and bottlenecks within the existing emergency 
response data flows, from data collection to its analysis and reporting for decision-makers and IHR obligations.

The main outcome of the assessment for Member States is a  comprehensive report, which provides an 
overall perspective of the current ERIMS architecture. The report provides country specific recommendations 
and priority actions for enhancing or establishing their (public health) ERIMS, with a focus on digital transition 
following best practices and international standards. The recommendations provided can help Member 
States to manage vulnerabilities in the systems relied upon for emergency response and highlight how the 
capacity-building of the ERIMS can be implemented. Ultimately, the assessment will strengthen national 
health emergency preparedness, prevention, response and resilience capacities to prepare for and respond 
to current and future health crises.

After the initial assessment mission, follow-up technical support to address priority actions can be designed 
and provided in consultation with the Member State. The outcome of the assessment can also be used to 
design and fund large system upgrade projects by Member States.
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Add-on ERIMS 
Item Question Probing question Expectations in a fully matured HIS

Governance and resources – emergency response information management system overview

ERIMS_1 Is an adequate legal 
framework in place for data 
collection during emergency 
response?

1) Is there a legal basis for 
collecting data about the core set 
of indicators needed for emergency 
response? Is the legal framework 
aligned with prevailing international 
laws and regulations?

1) There is a legal framework for the 
collection and use of data needed to 
monitor the core set of emergency 
indicators. The legal framework is aligned 
with prevailing international laws and 
regulations.

2) Is there a legal framework in 
place for linking, integrating or 
sharing data from sources useful 
for emergency response?

2) Criteria for data privacy, secondary 
usage, sharing of information and data 
linkage are specified. Ideally, the legal 
framework is not too restrictive, i.e., 
strikes the right balance between data 
protection and making health data 
available for emergency response; the 
essential data sources are accessible for 
important stakeholders (e.g. statistical 
office, Ministry of Health, Public Health 
Emergency Operations Centre) and 
regulated by law.

ERIMS_2 What is the model for 
emergency response funding 
in the Member State?

1) What is the model for emergency 
response funding in the Member 
State?

1) A funding model for emergency related 
operations exists. The model specifies 
funding components according to the 
functions of the emergency coordination 
structure.

2) What processes are in place for 
monitoring budget and funding 
implementation?

2) A process exists to monitor budget 
execution for each event.

3) What information is required 
to raise funds for emergency 
operations?

3) The types of information needed to 
raise funds are documented.

ERIMS_3 Is there a plan available to 
change the management 
and organization of 
operations for the HIS during 
emergencies?

1) Does the HIS legal framework 
change upon emergency 
declaration?

1) A description is provided of changes 
in the legal framework that allows 
technology developments and data 
sharing during emergencies.

2) Do the regular HIS operations 
(data collection, consolidation, 
analysis and reporting) change 
in any way upon emergency 
declaration? Are parts of the HIS 
activated only during emergencies 
(e.g. are data collection platforms 
specific for emergency response 
activated? Does any responsibility 
for data collection, analysis or 
reporting change?)?

2) A description is provided of operational 
or any other changes in data processing 
(data collection, consolidation, analysis 
and reporting) in the HIS upon emergency 
declaration.
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Item Question Probing question Expectations in a fully matured HIS

ERIMS_4 Is there a capacity building/
development plan for 
emergencies?

1) Are there processes (a plan, 
resources) available to train 
and update existing staff during 
emergencies?

1) With new technologies, processes 
are available to train staff (e.g. online 
spreadsheets, conference calls). 
Additional processes are available if 
needed to repurpose staff for higher 
priority tasks during surge demand (e.g. 
contact tracing, phone helpline, data input 
software).

ERIMS_5 What is the status 
of information and 
communication technology 
(ICT) hardware used by the 
Member State to support 
information management 
operations for emergency 
response within the whole 
HIS?

1) Is there enough ICT hardware 
available to ensure operations 
of information management for 
emergency response?

1) Adequate ICT infrastructure (e.g. 
computers, internet access, servers) is 
in place at the national, subnational and 
facility/provider levels. Hardware supply 
is enough for rapidly increasing needs 
during crisis periods (e.g. storage for 
high volume of data, no lags during peak 
usage times).

ERIMS_6 What is the status of ICT 
software used by the Member 
State to support information 
management operations for 
emergency response within 
the wider HIS?

1) Does the national HIS include 
specific software/web-based 
platforms or other ICT elements 
that can contribute to emergency 
response? Are these platforms 
always active, scaled-up or only 
activated during emergencies?

1) The national HIS has ICT elements 
that can cope with increased demand 
during emergencies. All software used 
for emergency response information 
management operations are kept up to 
date and user support is provided. There 
is a team or department that ensures 
the development and maintenance of 
digital platforms. Contracts are in place 
with an external organization to provide 
a particular platform or cloud storage. 
A description of these platforms and 
elements is provided. Activation or scaling 
of the platform is easily achievable during 
emergency response. A 24/7 alert system 
for emails or other mechanism is ready.

2) Are extra ICT staff available 
to ensure the continuity of data 
management operations and fix ICT 
problems in the system?

2) Enough ICT staff are available to 
ensure the continuity of operations. Staff 
can be contracted for maintaining and 
updating software/digital platforms used 
for emergency response information 
management. Technical support is 
available for software/digital platforms 
and to adjusted to new demands (e.g. the 
need to change collection and analysis 
procedures to include the possibility of 
reinfections and/or the need to integrate 
vaccination data). It is feasible to quickly 
add new users to existing systems, with 
the desired roles and access/authorization 
levels. Existing users can quickly be given 
access to new features that may arise 
during the emergency response (e.g. 
information about resistant strains during 
protracted infectious disease outbreaks).
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Item Question Probing question Expectations in a fully matured HIS

3) Are software platforms 
future-proof?

3) The systems are built in a way that 
new features can be added, integrated or 
changed as needed.

4) Do the software/digital 
platforms used in emergency 
response information management 
have significant down time for 
maintenance?

4) Procedures are used to verify the 
amount of time used for the maintenance 
of the software/digital platforms used 
in emergency response information 
management, in order to ensure limited 
down and system recovery time. 
Maintenance time should be limited, and 
updates should happen in off-peak hours.

5) Is there a process for users to 
troubleshoot software issues?

5) There are processes in place to 
ensure that users can report software 
problems (e.g. contact email, independent 
platforms). Feedback is provided to the 
reporting user about the correction of the 
problems identified.

ERIMS_7 Is there a risk management 
plan in place to address the 
technological failures in the 
operations for emergency 
response?

1) Are periodic data risk 
assessments made to identify 
vulnerabilities and critical 
dependencies in emergency 
response data management 
operations and platforms? 
What vulnerabilities and critical 
dependencies were identified in 
previous risk assessments?

1) Periodic systematic risk assessments 
take place to identify vulnerabilities and 
critical dependencies in information 
management operations and systems. 
Risks and risk sources are prioritized 
in a matrix according to the probability 
of occurrence and impact. Examples 
of risk sources identified from the last 
assessment are provided (e.g. loss of data, 
security breaches, human error).

2) Is there a data risk management 
plan in place to account for 
technological or other failures? Are 
redundancies in place to prevent 
loss of data?

2) A risk management plan is in place to 
ensure that data management operations 
continue to function if the existing system 
or part of the system crashes. The plan 
addresses the most important risks 
and sources of risk identified in the risk 
assessment. Frequent routine backups are 
in place to prevent loss of data. There are 
processes in place to ensure users can be 
informed if the system is disrupted by the 
emergency itself.
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Item Question Probing question Expectations in a fully matured HIS

ERIMS_8 What is the status of 
integration between HIS 
platforms used in the 
operations for emergency 
response?

1) For emergencies, are the sources 
of data, platforms and software 
integrated with each other and 
within the whole HIS? If yes, what 
are the main integration features? 
If not, what can be done for such 
upgrade and linkage?

1) Data sources and software used 
in emergency response information 
management operations are integrated 
with each other and in the wider HIS. 
Examples are given of identified needs to 
improve integration within the HIS (e.g. 
additional funding and human resources 
needed, changes in procedures needed to 
accommodate integration without loss of 
information). The information provided is 
sufficiently clear to enable the assessor to 
map the relationships between different 
platforms and systems at the national 
level. If not, what can be identified to 
integrate the existing systems? What 
requirements are necessary for an 
upgrade?

2) Do entities represented in the 
national HIS have a common key/
identifier across ICT platforms?

2) There is a single identifier/key used 
in the entire ecosystem for each entity. 
Details about the key/identifier are 
provided.

3) Is matching between different 
datasets possible with the current 
system architecture?

3) Relational databases or equivalent 
are used. Structured query language or 
equivalent languages are used for query 
processing.

4) Are opportunities for further 
integration identified?

4) Examples are provided for integration 
opportunities (e.g. Integrate cases 
platform with financial records to allow 
analysis by socioeconomic deprivation 
percentiles).

ERIMS_9 Does an emergency 
coordination function exist in 
the Member State?

1) Is the coordination structure 
and platform for emergency 
coordination (e.g. the Public Health 
Emergency Operations Centre) 
positioned within the Ministry of 
Health? Who is taking the lead 
during events that have a public 
health impact?

1) A coordination structure and platform 
for emergency coordination exists in the 
ministry of health as a physical location or 
virtual space. Leadership roles are clear 
for each type of event.

2) Does the coordination structure 
have legal authority/mandate 
to ensure data management 
operations during public health 
emergencies?

2) The coordination structure has legal 
authority, provided by legislation or 
government directive, to ensure data 
management operations during public 
health emergencies. The coordination 
structure is an essential component of 
the national emergency data management 
framework.
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Item Question Probing question Expectations in a fully matured HIS

3) Does the coordination structure 
have access to the necessary 
information to fulfil its mandate? 
What are the coordination 
structure responsibilities in data 
management operations?

3) The coordination structure has 
access to all necessary data sources 
and platforms to fulfil its mandate. 
The coordination structure’s data 
management responsibilities include data 
consolidation, analysis, reporting and 
planning of future actions, based on the 
likely course of the emergency.

4) Does the coordination structure 
have adequate funding and an 
adequate legal framework?

4) The coordination structure is funded as 
part of the health emergency programme/
strategy intended to enhance institutional 
readiness for emergencies and not as 
a one-time investment. The coordination 
structure has the financial and technical 
managerial autonomy to scale up human 
and operational resources as needed.

5) Is there integration between the 
health coordination structure, and 
the coordination structures of other 
ministries?

5) The health coordination structure 
and the coordination structures other 
ministries are integrated, and information 
flows seamlessly between the existing 
coordination structures.

Data process (collection, consolidation, processes and analysis)

ERIMS_10 Does the HIS have early 
warning capabilities?

1) Is an early warning system 
in place?

(check the add on module for 
Infectious disease surveillance 
(Annex 7) and refer to the 
Strategy and Tools to Strengthen 
Early Detection and Response 
to Public Health Events in the 
WHO European Region, which are 
included in Early warning alert 
and response in emergencies: an 
operational guide (8).)

1) Data sources for event-based 
surveillance include reports and rumours 
from the community, health-care workers, 
media representatives, hotlines or 
other informal sources. A rumour log or 
database for registration of suspected 
public health events from informal 
sources exists and works 24/7, at the 
national and subnational levels. Specific 
examples are given of detected, assessed 
and verified events and actions triggered.

ERIMS_11 What processes are in place 
to ensure the collection 
of data from important 
settings/structures/facilities 
for emergency response?

1) Who is responsible for the 
overall national process strategy/
plan for data collection? Are the 
important settings defined which 
are critical to formulate decisions 
in the emergency response? Please 
describe the type of physical 
settings/structures/facilities.

1) Officials for national data processes/
plan are identified by the Member State. 
The main settings/structures/facilities 
(such as primary care clinics, public 
health services, hospitals, laboratories) 
are identified and the relevant data is 
captured for the emergency response. 
Both public and private health-care 
systems and social services are included.

ERIMS_12 What sources of data are 
available from key settings 
for emergency response? 
Are non-traditional sources 
included in the gathering and 
analysis?

1) Who is responsible for defining 
the indicators at national level? Is 
the data available from all settings 
identified as important/prioritized 
for core indicators?

1) Officials for national data definitions 
are defined by the Member State. Data 
is available from every relevant setting/
structure/facility for emergency response 
according to defined priorities.
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Item Question Probing question Expectations in a fully matured HIS

2) Are potentially relevant sources 
identified for which data collection 
is not yet in place or has significant 
gaps? Why are those sources 
missing?

2) An analysis of gaps in data sources 
is completed. Examples are given of 
potential data sources for which collection 
is not yet in place or has significant gaps, 
and the main reasons why (e.g. no clinical 
data accessible, no legal framework 
to collect data from passengers from 
international flights, lack of staff to collect 
data for contact tracing, lack of standard 
operating procedures (SOPs) to systemize 
data on contact tracing).

3) What types of variables 
are covered in data collection 
(i.e. event-specific data, event 
management information and 
context specific data)?

3) Check which sources are included 
and activities carried out, as per the 
Strengthening the global architecture 
for health emergency prevention, 
preparedness, response and resilience 
document (2), summarized below:

A) Event-specific data:
i. Epidemiological data (case incidence 
rate, age distribution, place of infection, 
estimates on infectious disease 
parameters such as reproduction number, 
incubation/infectious periods, secondary 
attack rate, vulnerable population 
mapping).
ii. Clinical information (symptoms and 
signs, disease spectrum, risk factors, 
disease duration, available treatments, 
immunity).
iii. Disease burden estimates (mortality, 
morbidity).
iv. Microbiological information (diagnostic 
methods, genomic sequencing results).
v. Health-care capacity (availability and 
accessibility information on resources, 
interhospital transfer monitoring, 
operational indicators for benchmarking 
analysis such as bed capacity, occupancy 
rates, hospital length of stay, etc).
vi. Public health capacity (surveillance, 
contact tracing – including operational 
indicators, e.g. ratio of tracer/execution, 
control measures, vaccine supply).
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Item Question Probing question Expectations in a fully matured HIS

B) Event Management Information:
i. Public health interventions results 
(impact assessment).
ii. Logistics and supply chain performance 
and emergency distribution (time to 
deliver monitoring).
iii. Stakeholder needs (routine scoping 
reports).
iv. Operational preparedness, readiness 
and response coordination (number of 
updated skilled workers).
v. State of interoperability between 
operational resources (number of 
automated integrated systems).
vi. State of digitalization (percentage of 
automated digital workflows to national 
reports).
vii. Financing information regarding 
acquisition and spending according 
to a standard coding system (budget 
execution monitoring, percentage of 
emergency funds readily available).
viii. Scalability and flexibility (capacity 
to expand volume, diversity and speed of 
data).

C) Context-specific data:
i. Related health indicators 
(e.g. demographic data, behavioural 
surveillance, risk monitoring).
ii. Routine health burden data 
(e.g. baseline hospital occupancy levels, 
consultation rates).
iii. Climate monitoring (extreme weather 
event monitoring).
iv. Climate risk assessment (risk scoring 
systems in are place, timeliness of 
reporting).
v. Population monitoring in the context 
of climate change (integration of data 
correlating migration events with climate 
data).
vi. Open source (news media, social 
media, infodemic management, 
monitoring portals): use of WHO 
Epidemic Intelligence from Open 
Sources (9).
vii. Non-systematic information (phone 
calls, hotlines, sharing lab results).
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Item Question Probing question Expectations in a fully matured HIS

ERIMS_13 How are data collection 
processes for emergency 
response organized?

1) Who is responsible for data 
collection, for each data point 
identified? (e.g. the person who 
does contact tracing inputs the 
data directly, or a supervisor 
reports aggregate counts by the 
end of the day?). Please specify 
if and which data are collected at 
other public health levels.

1) Data collection occurs mainly at 
provider/facility level and is a core 
function of health services in all the 
identified settings. If data collection 
occurs at other levels, the sources and 
processes are specified.

2) Is there adequate capacity for 
data collection at the care provider/
facility level?

2) Care providers have enough workforce 
capacity for routine data collection 
without jeopardizing other activities. 
There are adequate supplies of materials 
and resources (e.g. computers, internet 
connections, mobile network, large screen 
video displays).

3) How is data collected in the 
field for the settings/structures/
facilities identified above?

3) Data collection and entry should be 
made directly from the primary source, in 
digital format, with input validation tools 
in place. Surveys take place for one-off 
or infrequent data collection needs. An 
overview of data collection procedures 
is available. The information provided is 
sufficiently clear to enable the assessor to 
map collection processes for all relevant 
settings for data collection
Please describe the processes of data 
collection in primary care/clinical 
services, public health services, 
hospitals, laboratories and other settings 
(e.g. are paper records automatically 
scanned or manually inputted later by 
another person; data about the impact 
of public health and social measures 
(PHSM) are collected from open sources; 
data about risk perception are collected 
through phone surveys).

4) Is data collection completely 
digitalized? Are there plans to 
dematerialize existing paper-based 
data collection systems?

4) Digitalization and electronic-based 
systems are the standard. Further plans 
aim to dematerialize existing paper-based 
data collection systems. Digitalization is 
the process of converting real world data 
into digital format.

5) Are data automatically extracted 
from routine activities, or is data 
collection is an activity on its own? 
(e.g. number of available beds and 
staff in a hospital can be obtained 
from the hospital information 
systems, without the need for 
additional manual processing and 
reporting)

5) Data collection should be based on 
automatic input to the maximum extent 
possible, to allow real-time monitoring, 
mitigation of human error and limit 
necessity for staff.
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Item Question Probing question Expectations in a fully matured HIS

6) For data collections that are 
not routine and continuous, how 
frequently does data collection 
occur? (e.g. how frequent are 
surveys to describe risk perception 
by the population?)

6) There is a 24/7 routine for emergency 
data collection. Regular data collection is 
done periodically at planned time intervals 
(weekly, monthly) for analysis of trends.

7) How is data shared among 
different stakeholders involved in 
the emergency response?

7) Procedures are in place and 
documented for horizonal and vertical 
data sharing. Examples are provided of 
data flows between different stakeholders 
in the response.
Please provide examples (e.g. contact 
tracing activities depend on a positive test 
notification. How is data shared between 
laboratories and public health services? 
Are systems linked, or files emailed daily 
to the public health services?)

ERIMS_14 What data storage 
procedures are in place?

1) Who is responsible for data 
storage? Is storage scalable 
without significant loss of 
efficiency?

1) Data is stored centrally. The platform 
includes a secure, horizontally scalable 
data storage capable of handling a very 
high volume of data (potentially hundreds 
of terabytes) and of delivering a high-
quality, cost-efficient performance.

2) How is data stored? (e.g. 
paper, scanned documents, 
relational databases, file system, 
cloud-based?)

2) Data is stored electronically, in 
a unified dataset (relational database or 
equivalent).

ERIMS_15 What data verification, 
consolidation and 
harmonization and other 
quality procedures are in 
place?

1) Who is responsible for ensuring 
data quality, stewardship, 
consolidation, verification and 
harmonization? At what level is that 
done?

1) There is an appointed official for 
maintaining, collecting and evaluating 
issues and problems with data (a data 
quality manager or data governance 
officer). Data consolidation is centralized 
and a specific team or department is 
responsible (e.g. a surveillance team or 
a public health emergency operations 
centre team). Functions are attributed to 
specific staff and their responsibilities 
are clear.

2) Are data sets collected from 
different endpoints harmonized 
with each other?

2) Verification processes are in place 
to ensure that data sets from different 
endpoints are harmonized, and analysis is 
based on like versus like comparison.

ERIMS_16 What procedures are in place 
for data analysis?

1) Who is responsible for data 
analysis?

1) Public health experts analyse data from 
different sources of information, assess 
threats, identify alerts and communicate. 
There is an operations committee, or 
equivalent department, at national/
subnational/local level, responsible for 
data analysis.
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Item Question Probing question Expectations in a fully matured HIS

2) Is there adequate staffing for 
data analysis? At what level?

2) There is adequate expertise for data 
analysis – i.e., staff with the right skills 
(public health experts, epidemiologists, 
statisticians, geographic information 
system experts, data visualization 
experts, communication experts). 
A multidisciplinary team works on data 
analysis and production of information 
and knowledge outputs and a 24/7 
rotation schedule is in use. Regular 
training is provided at national or 
subnational or local facility level.

3) Are any parts of the data analysis 
being outsourced? Who are the 
stakeholders involved in data 
analysis?

3) Data sharing cooperation mechanisms 
exist between the statistics office, 
reference laboratories, universities and 
other stakeholders that participate in 
data analysis. Relevant dimensions of 
emergency response are measured and 
analysed and examples are provided (e.g. 
the national public health laboratory is 
responsible for all data management steps 
related to the monitoring of variants of 
concern).

4) Is a core set of indicators defined 
to monitor the main areas of 
emergency response?

4) A core set of indicators to monitor 
the main areas of emergency response 
is defined. The core set of indicators 
covers event-specific indicators (e.g. epi 
indicators), the number of responders, 
health system capacity, funding, logistics 
and control measures.

5) Are the key indicators available 
at national level?

5) The core emergency indicators are 
available to stakeholders involved in 
data analysis. They are calculated using 
internationally comparable methods, when 
applicable. Metadata is available for all 
indicators.

6) Is a proxy indicator system 
in place for emergency-related 
indicators? Please provide 
examples.

6) When the core indicators are not 
available, proxy indicators (e.g. intensive 
care unit occupancy, number of infected 
among contacts) are included and used to 
estimate similar measurements. Metadata 
is available for all indicators.

ERIMS_17 How is analysis of the 
emergency response 
performed?

1) What tools are in use for the 
analysis of emergency response 
data? Please provide examples.

1) Examples are given of electronic 
platforms that integrate, synthesize 
and visualize information pertaining to 
emergency response. Computer-generated 
customized reports, tables, charts, maps 
and metadata are implemented.
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Item Question Probing question Expectations in a fully matured HIS

2) Are subnational comparisons 
made? Please describe specific 
data outputs.

2) Core indicators are stratified 
according to subnational geographic 
and administrative entities (e.g. regions, 
municipalities, hospitals, public health 
operations centres).

3) Are international comparisons 
made? Please describe specific 
data outputs.

3) National emergency response 
indicators are aligned with international 
definitions and standards. If different 
definitions and/or data sources are used 
for national indicator calculations and for 
international comparisons, the reasons for 
this are clearly explained in the metadata.

4) Are historical time trends made? 
Please describe specific data 
outputs.

4) Patterns of the emergency progression 
over time are displayed for time periods. 
Trend analysis is performed according 
to documented SOPs. Crude numbers 
or standardized rates of disease, as 
appropriate, are calculated by period.
Epidemic curves and other historical time 
trends are available as of the onset of 
the emergency. Longer time series are 
available to provide baseline comparisons 
(e.g. excess mortality). Reports can be 
created based on user selected time 
periods.

5) Are forecasts made? Please 
describe specific data outputs.

5) Forecasts are made for predicting the 
progression of the emergency, health 
service capacity and resources needed 
for public health operations. Forecasts 
have adjustments to account for the 
implementation and impact of control 
measures.

6) Are comparisons between 
subgroups made? Please describe 
specific data outputs.

6) Descriptive analysis is performed 
by demographical characteristics 
(e.g. age, sex, ethnicity), biological 
characteristics (e.g. immune status), 
acquired characteristics (e.g. marital 
status), activities (e.g. occupation, 
use of medications/tobacco/drugs), 
the conditions in which they live (e.g. 
socioeconomic status, access to medical 
care) or other relevant stratifiers, 
according to documented SOPs. Tables 
and graphs, along with interpretations, are 
produced. Examples are provided.

7) [For communicable diseases 
only] Is the implementation and 
impact of PHSM monitored? At 
what level?

7) The reduction in disease incidence 
and burden attributable to each type 
of PHSM is estimated. Predictions are 
made about the effects of relaxing or 
enhancing specific interventions, overall 
and in specific geographic areas and 
demographic groups.
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Item Question Probing question Expectations in a fully matured HIS

Knowledge for action

ERIMS_18 What types of displays and 
visualizations are in place?

1) Are interactive operational 
dashboards available? What 
features do they provide?

1) Operational dashboards are available, 
either static with routine updates, 
or dynamic. A broad range of filters, 
manipulation and data visualization 
features are available, allowing queries as 
needed.

2) Who has access to those 
dashboards?

2) Dashboards or exportable reports are 
publicly available.

3) Do the dashboards create an 
accurate picture of the current 
state of the emergency and its 
progression over time?

3) Dashboard information is accurate 
and presented in a user-friendly easy 
to understand interface of indicators 
(e.g. cases, contacts, hospitals, regions, 
distribution centres). Analysis with time 
series comparisons are available.

4) What types of visualizations are 
included in the dashboards? (e.g. 
geographical maps, heat-maps, 
distributions, histograms, bar 
charts)

4) Geospatial views and other visualization 
features are available in default view.

5) Do the dashboards allow the 
users to inspect underlying data 
backing the report?

5) Users can inspect the data linked to 
the dataset and export in table format the 
underlying data, based on the selected 
parameters.

ERIMS_19 What procedures are in place 
for information reporting?

1) Are reports produced regularly? 
At what level?

1) The timing of situation reports is 
suitable for the response. Situation 
reports are produced by specific 
multidisciplinary teams or an operations 
committee (or equivalent) and updated 
daily with the core indicators and 
information needed for operational 
planning and decision-making. More 
comprehensive reports about specific 
areas of emergency response are 
produced periodically (e.g. report about 
variants of concern in a pandemic or the 
estimated impact of control measures). 
Comprehensive reports include options for 
action. National and subnational reports 
are available.

2) Who is responsible for producing 
and disseminating the reports?

2) Situation reports are produced by 
a specific team or by the emergency 
coordination structure.



Support tool to strengthen health information systems94

Item Question Probing question Expectations in a fully matured HIS

3) Is the Member State able 
to meet all data delivery 
requirements related to emergency 
response from the international 
organizations of which it is 
a member/with which it is 
collaborating?

3) The Member State can meet all 
emergency response information requests 
from international organizations (e.g. IHR 
(2005)).

4) Does the Member State 
participate in any open data 
initiatives?

4) The Member State publicly and freely 
shares emergency response data in 
standard formats for secondary uses. 
Data formats are compatible with defined 
standards to ensure comparability across 
countries and regions.

ERIMS_20 What is the mechanism for 
using health reports in the 
policy-making process?

1) What mechanisms exist for using 
situation reports in the selection, 
implementation and adjustment of 
control measures?

1) There is a formal, public and 
transparent procedure for using daily 
situation reports and more comprehensive 
reports in the selection, implementation 
and adjustment of control measures (e.g. 
the type of control measures implemented 
in municipalities is based on up-to-date 
disease incidence and basic reproduction 
number cut-offs). Translation of reports 
into options for action is made by public 
health and epidemiology experts.

ERIMS_21 Do relevant stakeholders 
know which information 
and knowledge products are 
available, and are they able to 
use them?

1) Are situation reports and 
comprehensive emergency 
response reports regularly 
demanded by policy-makers and 
other stakeholders?

1) The regular information and knowledge 
products produced by the coordination 
structure and their publication schedules 
are well known by policy-makers, senior 
managers and other actors such as 
media representatives. Senior managers 
and policy-makers understand the 
value added by action-oriented public 
health reports, and demand complete, 
timely, accurate, relevant and validated 
information about emergency response, 
and know how to interpret and use it (e.g. 
weekly meetings between public health 
experts and decision-makers, to provide 
options for action based on the up to date 
information).

2) Is there a knowledge 
management system that ensures 
the documentation of the response 
actions?

2) A knowledge management system 
exists that documents key decisions, 
dates and response milestones (e.g. event 
log).
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Item Question Probing question Expectations in a fully matured HIS

ERIMS_22 Do incident managers/
policy-makers (and other 
relevant stakeholders) have 
access to all information 
and knowledge necessary to 
support policy-making?

1) [question for incident managers] 
Do you have the information 
required for an informed response? 
What information was missing 
or could be improved in the last 
emergency? What decisions could 
you have made differently if you 
had additional information?

1) Regular exchange sessions are held to 
identify information needs and assess the 
timeliness and usefulness of the formats 
with incident managers, policy-makers 
and other relevant users. The outcomes 
of these sessions and implemented 
changes are documented and reported. 
Incident managers and decision-makers 
should have access to reports about 
the progression of the emergency and 
scenario-based options for action.

2) [question for incident managers] 
What barriers if any, delay the 
decision-making?

2) Timing of the decision is important 
since it allows decision-makers to 
visualize the various elements needed 
for the decision and helps the decision-
making be more coordinated with critical 
key points considered while making the 
decision. Decision-making can be set at 
three main levels:
1) Strategic decisions set the course of 
organization.
2) Tactical decisions are decisions about 
how things will get done.
3) Operational decisions are decisions 
that employees make each day to run the 
organization.
Common awareness of the barriers is 
documented and a mitigation strategy or 
plan to the address the barriers is in place.

ERIMS_23 What kind of communication 
and dissemination strategies 
are used for the existing 
information products?

1) What kind of communication 
and dissemination strategies are 
used for the existing information 
products?

1) Communication and dissemination 
strategies are in place, including mass 
media, social media and online health 
(information) platforms. Experts talking 
to the mass media have received relevant 
training.

ERIMS_24 Is data available for other 
uses outside the emergency?

1) Is information made available for 
after-action reviews and research?

1) Data should be available beyond the 
scope of the emergency for research 
and other secondary uses. Data marts (a 
subset of the data warehouse and usually 
oriented to a specific team) facilitate the 
use of data according to different needs in 
emergency responses.

Notes: ICT: information and communication technology; PHSM: public health and social measures; SOPs: standard 
operating procedures.
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Annex 3. 
Geographic information system  

add-on module

Rationale

What is the role of geographic information systems in the wider health information system?

Geographic information systems (GIS) support the science of mapping. GIS can be defined as computer-
based tools used to store, manage, visualize, analyze and interpret geographic data. Geographic data (also 
called spatial, or geospatial data) identifies the geographic location of features and their characteristics.

GIS uses data that are generated within the health-care system and in other domains, and adds value by 
enabling geospatial analyses. This means that GIS cannot function well without a solid underlying health 
information system (HIS) that generates regular, high-quality, relevant and accessible data.

An important factor impeding the optimal application of GIS in HISs is insufficient GIS-specific capacity and 
knowledge among HIS experts and analysts. Working with maps also brings specific data and indicator issues, 
such as the changing over time of demarcations of subnational administrative units (e.g. municipalities) that 
hamper the production of time trends, and the use of different indicators between different subnational 
entities, complicating comparability between geographical units (1).

GIS is crucial in (digitalized) HISs due to its ability to integrate spatial data with health information. Thereby 
GIS enhances data-driven decision-making, providing valuable insights for effective health-care planning and 
response strategies.

Policy relevance of this module

The coronavirus disease (COVID-19) pandemic highlighted the critical importance of GIS data in several 
ways. It aided in tracking and mapping the virus’s spread, identifying high-risk areas and allocating resources 
like testing sites and medical facilities. GIS also helped visualize complex data, aiding policy-makers in 
making informed decisions. The pandemic showcased the role of GIS in crisis response, demonstrating its 
ability to provide real-time insights for effective mitigation strategies and public health interventions. During 
the pandemic, GIS was mostly used for visualizing the spatial distribution and pattern of COVID-19 spread, 
in cluster analysis to identify the accumulation of cases, in hotspot analysis to find identify outbreaks, in 
proximity analysis to evaluate the accessibility to primary health care facilities, and in modelling to predict or 
simulate various aspects of COVID-19 (2).

COVID-19 exposed disparities in GIS capacity across countries – underscoring the urgent need for global 
efforts to build and strengthen GIS capabilities to ensure effective preparedness and response to future 
health emergencies.

As seen in the pandemic, GIS enables health systems to collect, process and present data in an impactful 
manner by informing resource allocation, targeted interventions and performance measurement. GIS also 
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facilitates the better use of data and promotes the use of data-driven polices for global, regional and national 
accountability. As such, GIS is an essential resource for Member States for informing policies to achieve the 
Sustainable Development Goal targets (3) and the Thirteenth General Programme of Work (4) and European 
Programme of Work, 2020–2025 (5) goals for universal health care, health emergencies and healthier 
populations.

Structure and content of this module

This GIS add-on module focuses on GIS capacity in public health, and health-care in general, and is aimed 
at obtaining a  rapid overview of the status of main GIS functions or components in a  limited time span. 
The module follows the basic methodology of the WHO’s Support tool to strengthen health information 
systems: guidance for health information system assessment and strategy development to which this module 
is affiliated. This implies that the assessment is based on semi-structured interviews which are guided by an 
assessment item sheet. The assessment item sheet consists of questions to guide the assessors, as well as 
descriptions of the expected situation in a fully matured HIS, allowing the assessors to determine how much 
room for improvement there still is in the assessed Member State.

The module is structured according to the following main GIS components: Data and Procedures; 
Implementation and People; Software, Hardware and Infrastructure; Sharing, collaboration and use of GIS 
products; and Data Governance Framework. These components are inspired by existing GIS architecture 
guidance documentation, which identifies similar components (6,7), and is tailored to an assessment from 
the Ministry of Health/national perspective.

The assessment item sheet forms the basis of the assessment, and it can be adapted according to the 
needs, levels and preferences of the assessment focus.

How can the outcomes of this module be used to improve health information?

Performing a GIS assessment is essential to evaluate a Member State’s capacity to effectively utilize GIS in 
public health. It helps identify strengths and weaknesses in infrastructure, data availability, technical skills and 
policy support. This module provides an overview of the status of a GIS by assessing, in the given settings, 
whether the required infrastructure and capacity of a GIS are in place and are integrated with the HIS.

The outcomes of this assessment module guide strategic planning for targeted skill development, resource 
allocation and technology enhancement, ultimately fostering better use of GIS in public health and other 
sectors.
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Add-on GIS 

Item Question Probing question Expectations in a fully matured HIS

Section 1: Data and Procedures

GIS_1 Has the Ministry of Health 
(MoH) adopted international 
GIS data standards for its 
geospatial framework?

1) Is there a data management 
policy in place and standard 
operating procedures (SOPs) for the 
management of data and metadata? 
Who collects and are the data 
stewards of these data? For data that 
are the responsibility of the MoH, are 
there established standards for data 
collection, management and quality 
control?

1) The MoH has implemented data 
governance and lifecycle data 
management for effectively creating, 
collecting, retrieving, storing, protecting 
and sharing data across the MoH, the 
national public health institute (NPHI) 
and with the public. Its governance 
procedures follow best practices for 
data creation, collection and structuring. 
The creation of metadata is a normal 
part of data workflow to provide the 
data’s purpose, attributes, accuracy and 
temporal information. Quality assurance 
and quality control is part of every stage 
of the data lifecycle.

2) Has the GIS team adopted using 
feature layers/geodatabases for the 
geospatial data format?

2) The GIS team uses GIS software and 
uses feature layers and geodatabases for 
its geospatial data format.

3) Has the GIS team adopted using 
ISO/TS 19139-1: XML schema 
metadata standards?

3) The GIS team has adopted the ISO/TS 
19139-1: XML schema as its metadata 
standard.

GIS_2 Does the GIS team have 
access to adequate vector 
data to develop public health 
spatial analysis? Who or 
what agency is responsible 
to manage the accuracy 
and completeness of this 
data? The data can be from 
other ministries or agencies. 
The MoH strategy for data 
collection will be addressed 
in GIS_4.

1) Does the GIS team have access to 
geospatial administrative boundaries 
data at subnational levels 1, 2, 3, or 4?

1) The GIS team has access to the 
geospatial administrative boundaries 
for subnational levels 1,2, 3, or 4. There 
is also enough GIS staff who have the 
expertise to engage with these different 
spatial data types. The data owner has 
been identified.

2) Does the GIS team have access to 
geospatial data on streets, highways, 
major roads, airports and ports?

2) The GIS team has access to 
geodatabases containing streets, 
highways, major roads, airports and ports 
through partners and other governmental 
agencies. The data owner has been 
identified.

3) Does the GIS team have access 
to land use or ecosystem geospatial 
data?

3) The GIS team has access to 
geodatabase containing land use and 
ecosystem layers through partners and 
other governmental agencies. The data 
owner has been identified.

4) Does the GIS team have access 
to hydrography, water supply and 
wastewater/sanitation geospatial 
data?

4) The GIS team has access to 
geodatabases containing hydrographic, 
water supply and wastewater/sanitation 
geospatial data through partners and 
other governmental agencies. The data 
owner has been identified.
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Item Question Probing question Expectations in a fully matured HIS

5) Does the GIS team have access 
to elevation, contour lines, digital 
elevation models, or any topographic 
geospatial data?

5) The GIS team has access to 
geodatabases containing elevation, 
contour lines, digital elevation models 
and topographic layers. The data owner 
has been identified.

6) Does the GIS team have geospatial 
census data at subnational 
administrative levels 1, 2, 3, or 4? 
How current is the census data? What 
variables are available at each of the 
levels?

6) The GIS team has access to 
geodatabases containing census data 
at the municipality and village level and 
its aggregation at the departmental 
level. Census data is updated every 10 
years and it includes variables on total 
population, population by age and gender, 
household incomes and expenditures, 
labour force, among others. The data 
owner has been identified.

7) Does the GIS team have geospatial 
data for urban areas or most 
population settlements, rural areas 
and large workplaces?

7) The GIS team has access to 
geodatabases containing layers for urban 
areas, most populous areas, rural areas 
and large workplaces. The data owner 
has been identified.

8) Does the GIS team have access 
to geospatial data containing 
the accurate location of schools, 
nongovernmental, and faith-based 
organizations in both urban and rural 
areas?

8) The GIS team has access to 
a geodatabase containing the 
accurate location of schools, and 
nongovernmental and faith-based 
organizations in both urban and 
rural areas. The data owner has been 
identified.

9) Does the GIS team have access 
to geospatial data identifying the 
location of vulnerable areas prone 
to flooding, landslides, fire hazards, 
avalanches or other hazards in the 
area?

9) The GIS team has access to 
a geodatabase containing the location 
of vulnerable areas prone to flooding, 
landslides, fire hazards, avalanches or 
other hazards in the area. The data owner 
has been identified.

10) Does the GIS team have access 
to geospatial data identifying the 
location of contaminated water 
sources, swamps, wetlands, air 
quality, commercial farms, forests, 
game parks, migratory bird routes, 
water quality, commercial and 
industrial releases, landfills and 
contaminated land?

10) The GIS team has access to 
a geodatabase containing the location of 
contaminated water sources, swamps, 
wetlands, air quality, commercial 
farms, forests, game parks, migratory 
bird routes, water quality, commercial 
and industrial releases, landfills and 
contaminated land. The data owner has 
been identified.

11) Does the GIS team have access 
to parcel geospatial data? What 
variables are available in the parcel?

11) The GIS team has access to 
a geodatabase containing parcel data, 
through other agencies. Parcel data 
contains the parcel’s unique identifier, 
land use code, zoning, owner information, 
address and area, among others. The 
data owner has been identified.
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Item Question Probing question Expectations in a fully matured HIS

12) Does the GIS team have access 
to the health facilities’ catchment 
areas?

12) The GIS team has access to the 
health facilities’ catchment areas for 
disease interventions and planning. 
The MoH or other responsible agency 
has implemented a standardized 
methodology for accurately calculating 
the catchment areas using the 
cumulative case ratio, the straight-line 
distance and the road network distance. 
The data owner has been identified.

13) Does the GIS team have access 
to data on the electric grid (and 
outages)? Does the GIS team have 
access to data on heating methods 
and fuels used in heating?

13) The GIS team has access to the 
national electric grid layer and has layers 
that include heating methods and fuels 
used in heating. The data owner has been 
identified.

14) Which other datasets does the 
MoH have geocoded?

14) The MoH has geocoded additional 
datasets including government facilities, 
outbreak events, interventions and 
surveys, etc.

GIS_3 Does the GIS team have 
access to adequate raster 
data to develop public health 
spatial analysis? The data can 
be from other ministries or 
agencies. The MoH strategy 
for data collection will be 
addressed in GIS_4.

1) Does the GIS team have access to 
orthophotos, satellite, aerial imagery, 
digital elevation model, or Lidar data? 
What is the frequency of collection?

1) The GIS team has access to 
orthophotos, satellite, aerial imagery, 
digital elevation model, or Lidar data. The 
data owner has been identified.

2) Does the GIS team have access to 
census data as a grid, where the grid 
size is 1 km by 1 km which includes 
the density of the population?

2) The GIS team has access to census 
data as a grid, where the grid size is 1 km 
by 1 km which includes the density of 
the population. The data owner has been 
identified.

3) Does the GIS team have access 
to raster layers showing daily 
precipitation estimates, temperature, 
and humidity?

3) The GIS team has access to daily 
precipitation estimates, temperature, 
and humidity. The data is interpolated 
depending on the research requirements. 
The data owner has been identified.

4) Is the GIS team purchasing or 
planning to purchase imagery?

4) The GIS team has access to imagery 
through the governmental agency, or 
a private or other source.

GIS_4 Has the GIS team 
implemented a data 
collection strategy for 
constant data updates or 
layer creation?

1) Is the GIS team collecting data in 
the field using the Global Positioning 
System (GPS), GPS-enabled devices, 
point location or line features?

1) The GIS team is currently, for example, 
using Survey123 (8) for data collection 
solutions and supporting its work with 
satellite imagery and geospatial layers.

2) Has the GIS team established data 
collection requirements for GPS-
enabled devices?

2) The GIS team has identified a phone 
model to be used as a field data 
collection tool.
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Item Question Probing question Expectations in a fully matured HIS

3) Has the GIS team established 
data collection requirements for the 
development of disease information?

3) Based on best practices and 
standards, the GIS team has established 
its data collection requirements for the 
development of disease layers. Other 
systems are being used to collect health 
data such as DHIS2 (9), Survey123 (8), 
Kobo (10), ODK (11), etc., and systems 
are integrated with the GIS and are 
interoperable.

4) What subnational administrative 
level does the GIS team use for 
disease mapping?

4) The GIS team is using, for instance, 
subnational levels 3 and level 4 for 
disease mapping.

5) Which tools are the GIS team 
currently using for field data 
collection?

5) The GIS team is using data collection 
tools such as ODK (11), Kobo (10), Lime 
Survey (12), Survey123 (8),Google Forms 
(13), GoData (14), or custom-developed 
tools to develop mobile solutions used in 
the field.

6) What is the flow of vital statistics, 
disease surveillance, immunization 
and case data, and does it include 
location information? Are these 
data used in a GIS to address spatial 
questions about the distribution and 
availability of services and supplies?

6) The GIS team has established 
a methodology for data collection in the 
field that allows the accurate reporting 
of statistics, disease surveillance, 
immunization and case data, each one 
including their geographic location. All 
the data collected in the field are being 
used within a GIS for addressing spatial 
questions about the distribution and 
availability of services and supplies.

GIS_5 Has the MoH implemented 
a geolocated health facility 
data initiative?

1) Does the MoH or a department/
unit have an official definition for 
the concept of a health facility? 
What is this definition (e.g. fixed 
infrastructure in which health care is 
provided)?

1) The MoH has an official definition for 
health facilities. Some examples may 
include public health centres, ambulatory 
services and hospitals.

2) Which facility types does the 
MoH distinguish? Please provide the 
classification table, URL, or name 
of the health facility types and their 
definition.

2) The MoH manages its health facilities 
by their type and provides critical 
information on diseases in its area.

3) Which group of health facilities are 
included in the list? I.e., public health 
facilities, private health facilities and 
other groups of health facilities.

3) The MoH has identified and developed 
a list of all the public, private and 
other groups of health facilities at the 
administrative level.

4) Does the MoH/GIS team have 
access to geospatial data containing 
the accurate location of hospitals, 
health centres, dispensaries, 
ambulatory health services and blood 
banks in both urban and rural areas?

4) The MoH/GIS team has access to 
a geodatabase containing the location of 
hospitals, health centres, dispensaries, 
ambulatory health services, and blood 
banks in both urban and rural areas.
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Item Question Probing question Expectations in a fully matured HIS

5) In which language(s) are data 
elements such as the health facility 
name captured in the list?

5) The MoH has developed a list of health 
facilities that is available in the local 
language and English.

6) How frequently is the list updated? 6) The MoH updates its health facility list 
every year.

7) Are there any restrictions on the 
public use of the list?

7) The MoH has allowed WHO to publish 
the list of health-care facilities publicly.

8) Which of the following data 
elements are included in the health 
facility list?
a) unique identifier, b) health facility 
type, c) official name of the health 
facility in English, d) official name 
of the health facility in the local 
language, e) address of the health 
facility (street name and number), f) 
name of the administrative division 
(province, district) in which the 
facility is located, g) geographic 
coordinates of the health facility 
(latitude/longitude).

8) The MoH has developed a list of health 
facilities and areas which include the: a) 
unique identifier, b) health facility type, 
c) official name of the health facility in 
English, d) official name of the health 
facility in the local language, e) address 
of the health facility (street name and 
number), f) name of the administrative 
division (province, district) in which 
the facility is located, g) geographic 
coordinates of the health facility 
(latitude/longitude).

9) Is the MoH receiving any external 
support for the maintenance and 
regular update of the list?

9) The MoH has the funding capacity and 
is constantly maintaining the list in-
house, or has a local partner to support.

10) Can the MoH provide the contact 
information of the entity that is 
maintaining this list?

10) The MoH has a manager and can 
provide their contact information to WHO.

11) Are there possibilities that WHO 
could support the MoH for a master 
list of health facilities to be available, 
of quality, and accessible?

11) When requested by the MoH, WHO 
is supporting the activities for the 
development of a health facility master 
list.

12) What other attributes are 
available for these health 
infrastructure facilities?

12) Other attributes can include, for 
example, the number of beds and 
ventilators, the types of doctors and 
types of services (e.g. cardiology, 
obstetrics, etc.).

GIS_6 Is the GIS used to support 
core areas of work through 
spatial analysis and research 
that will improve the 
evidence-based decision-
making of the MoH?

1) Does the MoH currently use the 
GIS for managing and mapping public 
health challenges?

1) The MoH currently uses GIS for 
managing, planning, and mapping 
public health challenges, either through 
a dedicated GIS unit or team at the MoH, 
or through established GIS functions 
in other institutions that provide 
information products for the MoH, such 
as the NPHI.
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Section 2: Implementation and People

GIS_7 Is the GIS operated and 
maintained by specialized 
and an adequate number of 
staff?

1) What is the organizational 
structure within the MOH? How and 
where does the GIS unit fit in?

1) The MoH has an established an 
organizational structure and has 
identified the role of the GIS unit, either 
within the MoH or other institution such 
as the NPHI.

2) Is the GIS managed by a qualified 
manager with experience and 
appropriate education?

2) The GIS team is managed by a qualified 
manager with professional experience 
and educational background in geospatial 
technology.

3) Does the GIS team currently have 
enough GIS experts to meet the 
workload?

3) The GIS team is currently staffed 
by enough full-time employees with 
a geospatial or information technology 
background.

4) Is there a plan for expanding the 
size of the MoH GIS team?

4) As part of its geospatial framework 
and strategy, the MoH has defined 
a short-term and long-term plan for the 
size and composition of the GIS team.

5) How is the GIS team composed? 5) The GIS team is composed of at least 
a) a GIS manager, b) a geodatabase 
administrator, c) enough GIS developers, 
d) enough GIS analysts and e) a web 
designer.

6) Does the GIS team include staff 
with scripting skills?

6) The GIS team has at least one staff 
member with scripting skills to automate 
processes.

GIS_8 Has the MoH adopted 
a geospatial professional 
development plan to support 
and train both GIS staff and 
users?

1) Does the GIS team have access 
to ongoing training to maintain and 
develop their geospatial technical 
skills?

1) The MoH geospatial framework 
has established an ongoing training 
programme for GIS staff for geospatial 
skill development through online and 
in-person courses on spatial integration, 
geodatabase administration, GIS portal 
management, GIS programming and GIS 
implementation, among others.

2) Has the MoH adopted a geospatial 
professional development plan to 
support and train analytical users?

2) The MoH geospatial framework 
has established an ongoing training 
programme for its analytical users to 
develop their geospatial skills, through 
online or in-person courses on an 
introduction to GIS, spatial integration, 
data input and thematic map preparation, 
among others.
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GIS_9 Has the MoH integrated the 
geospatial framework in the 
regular working processes 
related to public health-
related activities?

1) How many MoH analytical users 
make use of the GIS as part of their 
project workflows?

1) The MoH analytical staff (or staff in 
e.g. the NPHI when (GIS) information 
products for the MoH are being made 
there) currently use the GIS as part of 
their project workflows.

2) Has the MoH adopted an internal 
hub for sharing best practices, 
manuals or SOPs?

2) The MoH (or, e.g. the NPHI when the 
GIS function is housed there) has adopted 
an internal hub for sharing best practices, 
manuals, or SOPs accessible for both GIS 
staff and analytical users.

3) Does the MoH have a GIS portal for 
creating internal GIS analysis with 
a functionalities search, thematic 
mapping and reporting?

3) The MoH (or, e.g. the NPHI when 
(GIS) information products for the MoH 
are being made there) has developed 
and made accessible a GIS portal for 
analytical users with spatial analysis 
capabilities, filtering, search, thematic 
mapping and reporting.

Section 3: Software, Hardware and Infrastructure

GIS_10 What software is being used 
in the MoH?

1) What GIS desktop software is 
being used by the MoH for developing 
geospatial projects?

1) The MoH is using GIS software (e.g. 
ESRI ArcGIS (15), QGIS (16), Grass GIS 
(17), gvSI (18), or other), providing spatial 
analysis tools, and mapping capabilities, 
able to publish layers to the cloud and 
develop web mapping applications.

2) What software is being used 
for publishing and developing web 
mapping applications?

2) The MoH is currently using a web 
GIS tool (ArcGIS Online (19), Mapbox 
(20), GeoServer (21), MapServer (22), 
or other) for developing web mapping 
applications, dashboards and other 
GIS solutions.

3) Are the applications managed to 
a common design and development 
framework?

3) The MoH is using Agile methodologies 
for software delivery and is constantly 
measuring its perceived ease of use and 
usability of its applications.

3) What is the current operating 
system or virtual desktop 
infrastructure (VDI) used by the GIS 
team for running its GIS? If a virtual 
server is used, can the MoH provide 
new servers for GIS infrastructure? 
If yes, does the project need to buy 
specific server hardware? If yes, 
provide technical details.

1) The GIS team currently uses Windows, 
Mac or Linux for its desktop or laptop 
devices and uses a VDI environment to 
provide users the option of remote work.

4) What server software is currently 
used for the GIS?

4) The GIS team is currently using, for 
example, ArcGIS Server or GeoServer, etc.
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5) Does the GIS software currently 
used include basic geospatial tools 
and processes and to what extent 
is the GIS team using those tools 
to achieve an enterprise-style GIS 
system?

5) The GIS team uses a GIS software 
(ArcGIS Pro (23), QGIS (16), Grass GIS (17), 
gvSIG (18) or others) as its main spatial 
analysis and visualization software with 
access to ArcGIS online (19) and a variety 
of tools for geodatabase management, 
geodatabase replication, spatial data 
creation and editing, geocoding, 
georeferencing, raster analysis, scripting, 
model builder, image analysis and 3D 
visualization and it is compatible with 
other geospatial datasets.

6) Does the Web GIS platform 
currently used support basic 
geospatial tools and processes?

6) The GIS team is currently using a web 
GIS tool (ArcGIS online (19), Carto (24), 
Mapbox (20) or others) to develop 
thematic web maps and for the editing 
of spatial layers, data enrichment, 
geocoding, 3D Visualization, web 
application builder and dashboards.

7) Does the GIS team use GIS-related 
software for data analytics and 
visualization?

7) The GIS team is currently using 
Business Intelligence software 
(Tableau (25), Power BI (26), R (27), 
or other) as its business intelligence 
platform and dashboards (ESRI 
ArcGIS (15), Dask (28), Datashader (29) 
or others).
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GIS_11 Is the GIS architectural 
design able to define its 
current state and does it 
allow the planning of the 
future development of its 
technical infrastructure?

1) Does the current GIS architectural 
design meet the needs of MoH and 
support it’s activities and meet 
technology trends and standards?

1) The GIS team has designed, planned 
and is using a GIS architecture that meets 
the needs of the MoH and supports all 
its activities. Their current architecture 
allows stakeholders to be able to securely 
retrieve, modify, use and share data, 
maps and other geospatial information 
following best practices.

2) Does the current GIS architecture 
ensure the continuity of the 
geospatial operations conducted by 
the GIS team?

2) The current GIS architecture ensures 
the continuity of the geospatial 
operations.

3) Through what type of GIS 
architecture does the GIS operate?

3) The GIS currently operates through an 
Enterprise architecture also providing 
accessibility through a VDI environment.

4) What assets are included in the GIS 
asset inventory and are periodically 
audited?

4) The MoH conducts continuous audits 
on the GIS workspaces, equipment, 
computer network, software, hardware 
and procedures.

5) Is there a current plan in place to 
replace technical infrastructure?

5) The MoH has developed a plan for 
replacing technical infrastructure based 
on a product’s lifecycle and depending 
on the technical specifications of the 
current solutions in use. This might 
be within 3–5 years depending on the 
equipment.

6) What relational database 
management systems is the GIS team 
currently using?

6) The GIS team is currently using 
a database management system (e.g. 
Microsoft SQL Server (30), MySQL (31), 
PostgreSQL (32), Oracle (33), etc.)

7) Is a computer back-up system in 
place to ensure the security of GIS 
data and applications? Are there 
recovery procedures in place for 
back-up?

7) The information technology 
department is using specialized 
computer systems for periodic back-up 
of valuable data and infrastructure. There 
is also policy for storing and recovering 
from back-up.

8) What security is in place for the 
infrastructure and data? Are the type 
data classified into different security 
levels? Is system security in place to 
manage internal and external access 
to GIS data and
applications?

8) There are procedures in place to 
classify data into different security 
levels, for example, public or private 
(contains sensitive information like 
patient identification). Private data 
access is limited to group of users from 
the active directory.
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Section 4: Sharing, Collaboration and use of GIS products

GIS_12 Does the MoH currently use 
GIS data and applications 
as a source of reports and 
visualizations?

1) What type of GIS reporting exists in 
the country?

1) The MoH currently uses GIS for 
developing reports, or uses reports 
developed by others (e.g. the NPHI) which 
include GIS analyses (using e.g. census 
data) and data on disease incidence and 
prevalence.

2) Does the MoH and/or NPHI have 
centres for emergency response that 
utilize GIS infrastructure?

2) The MoH and/or NPHI has urban and 
rural centres with GIS infrastructure 
for emergency response. For usual 
operations there are GIS tools to help 
doctors to locate and deliver the service 
to patients.
There are also spatial datasets and 
qualified personal available to quickly 
create a GIS dashboard and deploy tools 
for data collection, for example in an 
emergency response to earthquakes, 
floods, hurricanes, etc.

3) What GIS dashboards are been 
utilized on health care?

3) The MoH is using dashboards for 
visualizing project timelines, disease 
mapping and population demographics.

4) What health indicators are 
considered for reporting and 
visualizations?

4) The GIS team uses geospatial 
analyses and visualizations for national 
health strategy indicators, as well as 
for international indicators such as the 
sustainable development goals, and 
covers different areas for example a) 
health determinants and risks, b) health 
status and c) health system response.

5) Is there an official open data portal 
available in the country?

5) There is an open data platform that 
offers many types of datasets (including 
the geospatial context) available for 
re-use by researchers, public authorities, 
general population and companies.

GIS_13 To what extent do the 
available GIS products meet 
the needs of the MoH?

1) Are there any gaps (i.e., topics for 
which the MoH would like to have 
spatial analyses, but the data are not 
available or accessible)?

1) The desired topics of spatial analyses 
and potential availability of geospatial 
data has been clearly identified and 
listed.

2) What are the communication 
channels between the NPHI and MoH 
when the GIS team is not located 
within the MoH?

2) In the situation where the GIS team is 
located outside of the MoH and reports 
to a different entity, there is a protocol 
available on how the MoH define the 
requirements for GIS products and 
monitor their implementation progress. 
Also there is clear understanding about 
funding distribution for GIS projects, 
including GIS staff and necessary 
supporting GIS tools.
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3) How well are the outputs of the 
GIS programme meeting the needs of 
stakeholders?

3) There is good organizational structure 
and understanding on what GIS analysis 
and products to develop and of the 
stakeholders within or outside of the 
MoH. Best practices are implemented for 
the GIS team.

Section 5: Data Governance Framework

GIS_14 Have the upper levels of 
government enabled the 
conditions, environment or 
governance policies to allow 
the implementation and 
sustainability of GIS tools 
throughout its agencies? 
Have the upper levels of 
government created the 
conditions for geospatial 
information management 
activities?

1) What are the policies and 
legislation of the overall government 
toward the GIS for public health?

1) The government has implemented 
policies and legislation (including the 
secondary use of health data) that will 
allow the implementation of GIS tools for 
public health.

2) Has the government established 
policies to support the operations 
of geospatial data and personnel in 
accordance with the government 
structure and relative position of the 
MoH?

2) The government has established 
policies and legislations and has created 
the conditions to manage GIS experts and 
geospatial data throughout the different 
agencies and government levels.

3) What are the policies and 
legislation of the MoH toward digital 
tools and the GIS?

3) The MoH has implemented policies 
and legislation that will allow the 
implementation of GIS tools for public 
health.

4) Does the MoH’s justification for 
centralized or decentralized structure 
reflect a best-practice approach for 
efficient and responsive geospatial 
operations?

4) The MoH has established policies and 
legislations and has created best-practice 
conditions to manage GIS experts and 
geospatial data throughout the different 
agencies and government levels.

5) Is there funding for digital GIS 
tools and software, and training? 
What is the budget? Is it adequate? Is 
the funding model adequate?

5) The MoH has planned and budgeted 
the implementation of the GIS, including 
hiring staff, purchasing hardware and 
software, training and data purchase, etc.

6) Does the GIS as it exists have 
a defined responsibility and a clearly 
defined role in supporting the MoH’s 
strategic goals?

6) The MoH has implemented a GIS 
governance framework allowing them 
to identify roles, processes, control 
mechanisms and performance indicators. 
This provides guidance on decision-
making on short or long-term goals that 
will support the MoH’s strategic goals.

7) Is there a system in place to 
submit GIS service requests and 
track and monitor requests?

7) The MoH has implemented a ticketing 
system allowing users to request support 
or services related to the GIS. This 
provides a way to measure the GIS team’s 
performance and return on investment. 
There is also a person whose role 
includes being the point-person for this 
service request system.
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GIS_15 Is the GIS used to support 
core areas of work through 
spatial analysis and research 
that will improve the 
evidence-based decision-
making of the MoH?
Has the MoH adopted 
geospatial data governance 
policies and procedures for 
existing and new data sets?

1) What domains has the GIS team 
implemented on governance?

1) The GIS team has adopted, for 
example, data governance policies and 
procedures and is following the ESRI GIS 
Governance Framework, implementing 
the Strategy, Platform, Data, Workforce, 
Delivery and Investment Domains.

2) What data governance practices or 
policies has the GIS team adopted for 
the lifecycle of the geospatial data?

2) The GIS team has adopted GIS Best 
Practices for planning, acquiring, 
processing, analysing, preserving 
and sharing GIS data. The GIS team’s 
geospatial data governance addresses 
the following areas: strategy and Policy; 
platforms; organization; data and 
analytics; and engagement.

3) Has the GIS team assigned the 
role of data steward to someone in 
the team?

3) The GIS team has identified and 
assigned the data steward responsibility.

GIS_16 Has the MoH implemented 
a geospatial framework for 
public health data collection, 
analysis and visualization?

1) Has the MoH implemented a GIS 
framework applied to public health 
research? If yes, when?

1) The MoH has implemented a GIS 
framework applied to public health 
and regularly evaluates its functioning. 
For example, the MoH is using the 
United Nations Integrated Geospatial 
Information Framework (known 
as UN-IGIF) (6).

2) What is the stage of 
implementation of the GIS 
framework?

2) The MoH has implemented a GIS 
framework that is extensively used by 
many users.

3) Has the MoH outsourced any GIS 
professional services in the past 
or is considering outsourcing for 
framework implementation? If yes, to 
what type of entity?

3) Based on its geospatial framework and 
planning, the MoH has in-house capacity 
(for maintenance and development) or 
has outsources GIS services.

4) Has the MoH implemented 
procedures to protect its data 
security, privacy and confidentiality?

4) The MoH has implemented data 
management procedures, tools and 
protocols for securing data access, 
retrieval, modification, copying and 
sharing.

5) Has the MoH ever included the 
geospatial framework as part of its 
strategic planning?

5) The MoH has incorporated the 
geospatial framework as part of its 
strategic planning for data collection, 
analysis and visualization.
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6) Is there a clear GIS strategy in 
place? What are the policy and legal 
considerations?

6) The MoH has adopted a GIS strategy 
that implements data governance, 
encouraging best practices on creation, 
collection and structuring, ensuring 
reliable geospatial data sharing and 
accessibility, the ease of use and 
reliability of GIS applications, the 
integration of the GIS within the MoH, 
how the GIS can be used for metrics and 
analytics, and how to incorporate and 
leverage new technologies.

Notes: GPS: Global Positioning System; MoH: Ministry of Health; NPHI: national public health institute; SOPs: standard 
operating procedures; VDI: virtual desktop infrastructure.
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Annex 4. 
Health data governance  

add-on module

Rationale

What is the role of health data governance in the wider health information system?

Public health systems and health-care service providers have become increasingly interested in using the 
best available evidence for public health policy-making as well as clinical and operational decisions. This has 
led to the design of health information management systems add (HIS) and the collection and evaluation of 
ever-larger data sets around all aspects of care delivery, performance and cost–benefit analysis (1). As health 
systems continue to adopt new technologies to enable new or improved approaches to public health and 
clinical care, the size of health data sets will continue to grow.

New technologies and HIS are set up to:

	y improve quality, safety, efficiency and coordination of health-care services

	y engage patients and family in health-care decisions and priority settings

	y improve population health and reduce health disparities

	y maintain privacy and security of patient health information.

It is important to look at the ultimate goal of health data governance. Data governance is an approach 
to managing data that allows organizations to balance the need to collect and secure information while 
maximizing value from that information. In this regard, it is the aim of data governance, broadly speaking, to 
strive for a concordance between the various issues at stake (2).

Given these aims and ambitions, data governance can be defined as an organizational approach to data and 
information management that is formalized as a set of policies and procedures that encompass the full life 
cycle of data, from acquisition to use to disposal (3). This includes establishing decision-making authority, 
policies, procedures and standards regarding data security and privacy protection, data inventories, content 
and records management, data quality control, data access, data security and risk management, data sharing 
and dissemination, as well as ongoing compliance monitoring of all of the above-mentioned activities.

Policy relevance of the module

Data governance as an approach, but also as a methodological toolkit, is increasingly important in public 
health and HISs, as health data are nowadays viewed as a strategic asset. Like any other organizational asset 
(for example, people, machinery or processes), health data require ongoing monitoring and control. Data 
governance provides a formal structure for data management so that organizations and policy-makers can 
enhance the public health value of data (4).
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In line with the policy-making cycle, this module enables stakeholders to assess the maturity of health data 
governance in the public health system and to conduct, or rather initiate, a gap analysis that enables public 
health systems to achieve a higher data governance maturity level (5).

The module specifically targets public health professionals who, openly or even unknowingly, serve as data 
governance ambassadors in their public health systems. Public health professionals leading data governance 
initiatives within their organizations must be able to:

	y develop policies and procedures that support data governance efforts;

	y educate all members of the organization about the importance of data governance, and how they 
can support data governance;

	y leverage the allocation of relevant resources, including clinical, financial and administrative data to 
support key organizational initiatives; and

	y measure the return on investment on data governance initiatives and advocate for the continuous 
improvement of health data governance.

The module also aims to help public health systems to identify the early adopters in the system, those data-
minded and data-driven professionals who see and subsequently shape the policies that enable HISs to 
maximize the value of data, while preserving the privacy, integrity and availability of public health data (6).

With the stringent regulation of data protection, and the increasing level of regulation in areas such as critical 
infrastructure protection and cybersecurity, compliance with the law and protection of trust in HISs are of 
utmost importance for the achievement of the long-term goals of data governance.

As illustrated by the graphic in Fig. A4.1, data governance consists of mitigating risks and maximizing benefits, 
ideally, through a set of actions that serve both endpoints. In that respect, data governance is a toolbox rather 
than an individual tool, and the different tools must be applied and orchestrated jointly, in a value-driven and 
transparent process.
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Fig. A4.1. Data use decisions should be taken by weighing societal benefits and risks within a data 
governance framework that maximizes benefits and minimizes risks

Benefits and risks of proposed data uses are evaluated:1. �HIS

2. �Legal framework

3. �Public 
communication

4. �Certification or 
accreditation of 
processors

5. �Project approval 
process

6. �Data de-identification

7. �Data security and 
management

8. �Data governance 
review cycles

Benefits: rights to health, 
societal values toward health, 
health-care quality and 
efficiency, scientific discovery 
and innovation, benefits to 
individuals

Informed decisions to process 
personal health data are taken

Risks: rights to privacy, societal 
trust in government/institutions, 
societal values toward privacy 
and sharing data, harms to 
individuals

Source: Organisation for Co-operation and Development, 2015 (1).

Structure and content of the module

Building on the conceptual approach depicted in Fig. A4.1, the module follows a clear and concise structure as 
it looks at the foundations of data governance, elaborates on the risks and the regulatory requirements, while 
also viewing data as an asset or an opportunity for health information systems. The module is constructed in 
a way that enables it to serve public health systems with a heterogeneous level of maturity in data governance.

Data governance is multidimensional by nature, as it integrates aspects of data quality, data protection, data 
security and data use in such a  way that these endpoints are not targeted in an either/or manner, but in 
a way that maximizes these endpoints (2). In this regard, the module reflects these dimensions by addressing 
the different aspects of data governance, including the organizational structure, roles, processes, policies, 
procedures, standards and metrics, established to manage health data as a  strategic asset in health-
care systems and public health (7). In other words, health data are both a risk and an opportunity, and any 
assessment of the maturity of a health data governance system must explore these two dimensions of the 
concept. None of these aspects, not even data protection or information technology security, are absolute 
and they need to be balanced against each other, ideally creating a Pareto principle-based data governance 
framework. In line with the Pareto principle, also known as the 80/20 rule, 80% of the outcomes would come 
from just 20% of the actions; consequently, any data governance programme – in particular in a resource- 
scarce environment – would focus on the 20% of actions that provide for 80% of the risk mitigation and 
opportunity outcomes.

The module centres on the aspect of trust (data protection, data security, data ethics, policies) and the aspect 
of value (standardization, metrics, alignment with international/multinational initiatives, data analytics), and 
combines them with cross-cutting, horizontal issues such as decision-making processes, communication 
and resource allocation. The module looks specifically at the allocation of resources, which is crucial to 
a sustainable implementation of a data governance initiative and the availability of training and awareness 
opportunities in public health systems.
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How can the outcomes of the module be used to improve health information?

Data governance is critical to public health systems as those systems are increasingly data-driven and data-
dependent. However, the most critical aspect is still public trust in HISs and in the professionals establishing 
the policy framework for health data governance.

Only with this level of trust will public health systems be able to move forward and take advantage of the 
opportunities that big data and other new information management approaches offer to public health. 
Consequently, data governance is a  key tool for improving the accuracy and completeness of health 
information.

Depending on the pre-existing maturity level, the module can serve either as a checklist or as a blueprint 
for a  gap analysis (5). The module works on the assumption that very few countries have established 
a sophisticated health data governance framework so far and that the concept is new to the majority of WHO 
Member States. Consequently, the expectation is not for health governance to be institutionalized in a holistic 
manner, but rather for certain elements of data governance, such as data protection, to be more mature 
than other elements. Therefore, one of the key challenges prior to the implementation of the module is to 
identify the appropriate stakeholders and to duly reflect on the pre-existing level of maturity. This preparatory 
process may conclude that several institutions need to be involved in the execution of the module, potentially 
not only the ministry of health or the national institute of public health, but also the ministry of justice, the 
data protection authority or the national institution in charge of information technology security and critical 
infrastructures. Users may even explore whether civil society actors or nongovernmental organizations could 
make a valuable contribution to the assessment.

The module intends to facilitate an assessment of the status quo, to identify the gaps that need to be closed 
in subsequent steps of creating and implementing tools and policies. The user will develop a conceptual 
overview of the strengths and weaknesses of health data governance practices in the Member State, and will 
be able to spin off a roadmap from the module that enables the Member State to achieve a higher maturity 
level.

By using the checklist, the user will also be encouraged to gain an in-depth understanding of the national 
policies and guidelines applicable to data governance, and determine whether (and, if so, how) these policies 
and guidelines are embedded in international frameworks and best practices. Both international and regional 
collaboration is key to developing data governance as the exchange of best practices is cross-fertilizing the 
promotion of the underlying concepts of data governance.

Users are encouraged to repeat the process periodically, for example, annually, to assess whether the Member 
State is improving in terms of its maturity level, and whether data governance has become an integral, and 
therefore sustainable, part of the HIS. Such a follow-up process can also help the Member State to reassess 
the allocation of resources, and to review the path towards a multistakeholder institutionalization of the topic.
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Add-on Health data governance 
Item Question Probing question Expectations in a fully matured HIS

Health data governance – general aspects

HDG-1 Is there a national/
regional health data 
governance or e-health 
framework in place?

1) Is there a national/regional health 
data governance / e-health strategy in 
place?

1) The country has set up and regularly 
maintained a strategy on health data 
governance, ideally complemented by an 
e-health strategy.

2) Is there national/regional progress 
reporting on health data governance / 
e-health in place?

2) The framework on data governance and 
e-health is supported by regular progress 
reporting that is shared with all relevant 
stakeholders, including nongovernmental 
organizations (NGOs) and civil society.

3) Which ministry or other public body 
is responsible for conceptualizing and 
implementing health data governance?

3) The country/region has nominated an 
institution, either at the ministerial level or at 
a national/regional institute of public health to 
lead on the health governance framework. It 
might be equally acceptable if a specific body 
or committee for health data governance has 
been tasked with leading the initiative.

4) Is there a national/regional institution 
in place that provides guidance on data 
protection and IT security regarding 
health data?

4) The minimum expectation would be to have 
in place a national or regional data protection 
authority providing guidance on the protection 
of health data and on the necessary IT 
security measures. A more advanced system 
should include a specific body that advises 
on IT security, cybersecurity and critical 
infrastructure aspects.

5) Is there a structured process in place 
for the identification of the national 
health data governance priorities?

5) Based on a multistakeholder process, 
the priorities of the health data governance 
framework should be identified and re-
evaluated in a structured process with regular 
assessment intervals. The process may, for 
example, follow the traditional public health 
cycle of assessment, policy development 
and assurance.

6) Is there a multistakeholder 
coordination mechanism for the 
development and implementation of 
a health data governance strategy in 
place, or is the topic assigned to
a specific institution or body?

6) An interministerial coordination mechanism 
or multistakeholder platform is in place, 
including all relevant ministries and public 
bodies (e.g. a data protection authority). 
Alternatively, the topic is assigned to one 
specific body, such as the national institute of 
public health.

7) If there is a strategy/framework 
in place, is it inclusive and does it 
represent the societal priorities in a 
balanced and non-discriminatory way?

7) Depending on the set-up in the country, the 
health data governance framework must duly 
represent the priorities in the society, including 
priorities of ethnic or religious minorities. 
Therefore, the health data governance 
framework ensures equal representation and is 
non-discriminatory.
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Item Question Probing question Expectations in a fully matured HIS

HDG-2 Are the building blocks 
of a good health 
data governance 
implemented?

1) Is there a central body responsible for 
health data standards, namely, are the 
precise criteria, specifications and rules 
for the definition, creation, storage and 
usage of health data defined?

1) A central body has been identified and given 
the mandate to define data metrics, standard 
and quality criteria.

2) Have standard policies and 
procedures for all aspects of data 
governance and the data management 
life-course, including collection, 
maintenance, usage and dissemination, 
retention and destruction, been clearly 
defined and documented?

2) In addition to the overall framework and 
strategy, operational documentation is provided, 
including but not limited to policies and 
procedures, for the implementation of health 
data governance. The documentation provides 
hands-on guidance to all stakeholders that 
have a role in implementing data governance 
in the health and public health sector. Such 
documentation would ideally provide meta-level, 
concrete guidance, and as such it would help all 
stakeholders (mostly health and public health 
professionals) to solve real-life issues.

3) Did your country/region implement 
high-level and/or detailed rules that all 
health institutions utilize to manage 
their data assets, including enforcing 
authentication and access rights to 
data and compliance with laws and 
regulations?

3) Building on the documentation referred to 
under HDG-2 (2), a set of compliance rules has 
been established that guides the organizational 
and technical management of health data 
assets. The rules specifically steer the access to 
data, ensuring that the right people have access 
to the right data, and that any access beyond 
a need to know is avoided.

4) Is there a standardized definition 
of the roles and responsibilities of all 
key stakeholders in the health data 
governance process, for example, data 
managers, IT managers and senior 
management staff?

4) Health data governance is implemented 
via different roles. The country has defined 
these roles and has allocated responsibilities 
accordingly.

5) Has your country/region implemented 
the concept of data stewardship? 
Specifically, have you implemented 
a framework for the accountability and 
responsibility for data and processes 
that ensures effective control and use of 
data assets?
Note: the concept of data stewardship 
implies that data stewards do not own 
the data, but instead are the caretakers 
of the data assets, ensuring the quality, 
accuracy and security of health data.

5) The concept of data stewardship has 
been implemented. Data stewards have been 
appointed (though not necessarily this specific 
term is in use) and they are responsible for 
defining and implementing policies and 
procedures for the day-to-day operational 
and administrative management of systems 
and data, including, among other things, the 
collection, intake, storage, processing, and 
transmission of data to internal and external 
stakeholders. Specifically regarding health data, 
data stewards act as guardians of the data, both 
in terms of the compliance and quality/accuracy 
of the data.

6) Is there a national inventory/health 
data inventory with respect to the 
storage, accessibility, risks and data 
values of health data in the public and 
private sector?

6) The country has a well-defined established 
inventory of health data assets, or, in other 
words, the public health system is aware of its 
data assets and has created a catalogue of 
all relevant data sets that can be utilized for 
public policy-making and public health systems 
management.
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Item Question Probing question Expectations in a fully matured HIS

7) Is there a national/regional training 
and/or awareness programme in place 
for health data governance? If so, does 
it target solely staff members in the 
health-care sector (public/private) or 
does the programme also reach out to 
other stakeholders (for example, public 
health bodies, NGOs, health insurance 
system) and the wider public?

7) The country has set up and maintains a 
training and awareness programme that, at 
a minimum, reaches all relevant stakeholders 
in the public health sphere. Ideally, the training 
will reach out to further stakeholders in the 
public and private sector, while the awareness 
programme also reaches out to the public, civil 
society and NGOs.

8) Are health data regularly provided 
to multinational or international 
organizations such as the United 
Nations/custodian agencies? If so, is 
there a legislative/regulatory framework 
in place for the transfer of health data?

8) In line with multinational and international 
obligations, the country provides health data 
to such institutions. The transfer of data is 
based on a solid regulatory framework. Such 
a framework may consist of different building 
blocks, for example, laws, regulations or 
international agreements.

HDG-3 Is there appropriate 
Risk management in 
relation to the health 
data governance 
framework?

1) Is there a risk assessment and 
reporting structure in place with respect 
to the governance risks of health data? 
If so, have standardized metrics for the 
assessment and reporting of risks been 
implemented?

1) An important element of data governance is 
the assessment and mitigation of governance 
risks. Based on standard risk management 
methodologies, the country has implemented 
a risk monitoring and risk management process 
regarding risks associated with the governance 
of health data. The process is formalized and 
rolled out through all public institutions involved 
in the governance of health data.

2) Is there a policy or framework in place 
for the evaluation and the acceptance 
criteria regarding the governance risks 
identified in the process?

2) As part of the risk management framework, 
the country has developed criteria and 
guidance for the acceptance of risks. It is 
practically impossible to completely avoid 
risk in the field of health data governance. 
Therefore, stakeholders that have to “accept” 
risk in a management process, must have clear 
guidance and instructions on what risks are 
acceptable and how these risks are procedurally 
accepted and documented.

HDG-4 Is there a technical 
framework in place 
for a good health data 
governance?

1) Are there risk-appropriate technical 
standards for the protection of health 
data in place? Examples could be 
encryption of data at rest and in transit, 
and well-defined identity and access 
management. If so, are these standards 
provided by a national body on IT 
security/cybersecurity?

1) Technical standards regarding the handling, 
processing, storage and destruction of health 
data exist. The guidance is provided by 
a specialized institution, such as a national 
data protection authority or a specific 
body for IT security. The guidance builds on 
international best practices, for example, the 
International Organization for Standardization 
standards or guidance provided by the United 
States’ National Institute of Standards and 
Technology or the European Union Agency for 
Cybersecurity.
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Item Question Probing question Expectations in a fully matured HIS

2) Is there a national/regional IT 
infrastructure in place for the storage 
and processing of health data, for 
example, a secure cloud for health data?

2) A sophisticated health system includes 
a national or regional infrastructure for the 
storage of health data. This infrastructure 
follows the highest security standards. If data 
are stored in a cloud, there are specific security 
perimeters implemented for the cloud, for 
example, secure encryption with encryption 
keys that are fully managed by the data 
controller.

3) Is there a framework in place for the 
assessment of IT security compliance, 
for example, and an IT audit programme? 
Is there a specific national/regional 
institution that conducts independent 
audits on the governance of health data 
security?

3) The country has established a framework for 
the assessment and auditing of the compliance 
with IT security standards and policies. The 
country has required larger health institutions to 
establish and maintain an IT audit programme 
that independently assesses compliance. 
A national or regional institution for IT security 
or cybersecurity is established, equipped with 
the right and the means to conduct audits at 
institutions involved in the governance of health 
data.

Compliance with data protection as an element of good health data governance

HDG-5 Is the national/regional 
health data governance 
fully compliant with 
applicable data 
protection laws and 
standards?

1) Is there a specific legislative 
framework in place for the processing 
of special categories of personal data, 
such as health data or data on ethnicity 
and race?

1) The country has established a data protection 
law, and subsequent regulations and guidance 
documents, regarding the protection of health 
data and other particularly sensitive personal 
data processed in the health-care and public 
health domain. Such laws may be based on or 
aligned with the European Union’s General Data 
Protection Regulation or comparable laws and 
regulations.

2) Are there specific guardrails for 
the legal basis for the processing 
of personal data for (public) health 
purposes? Is such processing primarily 
based on the public task of health 
institutions, the consent of the data 
subject or a preponderant legitimate 
interest?

2) The country has developed a conceptual 
understanding of the legal basis for the 
processing of data in the health data 
governance domain. The data processing may 
be based on the specific legislation, or it may 
be based on the public task of health and public 
health institutions. Ideally, a country would 
avoid processing data based on the informed 
consent of data subjects, as such consent may 
be revoked or denied, putting data consistency 
and quality at risk.

3) Are there standards in place for 
general transparency regarding data 
processing (e.g. information on websites, 
leaflets, posters), information to be 
provided to data subjects (e.g. as part 
of a consent process) and regarding the 
handling of data subject requests?

3) Data protection laws stipulate clear 
requirements regarding the information to be 
provided to data subjects, or to the wider public 
if an individualized information is not feasible or 
would require disproportionate efforts. Health 
institutions have implemented mechanisms 
and standards for informing data subjects. For 
example, health institutions provide relevant 
information on their websites, either specifically 
or as part of their privacy terms.
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Item Question Probing question Expectations in a fully matured HIS

4) Is there a legal framework in place 
for secondary use of personal health 
data, for example, use of health data for 
research purposes or statistics? This is 
particularly relevant for personal health 
data from the medical setting (hospitals, 
polyclinics, general practice, etc.) for 
public health purposes and research.

4) The processing of health data for research or 
public health reporting often requires secondary 
use of such data, as data may originally stem 
from health-care provision or other sources. The 
data protection law of the country provides clear 
and concise guidance on such secondary use of 
personal data and spells out the documentation 
requirements for such use.

5) Is there a national policy in place for 
the storage and retention of personal 
health data? If so, does this policy 
provide specifically for the technical and 
organizational measures to be taken 
regarding the destruction/deletion of 
health data?

5) The data protection law provides clear 
guidance on the storage, retention and deletion 
of personal data. Specific guidance is available 
for the health-care and public health sector on 
the requirements regarding the primary and 
secondary use of such data. Technical and 
organizational measures are in place regarding 
the deletion of data and the physical destruction 
of drives and other storage media. The guidance 
also covers data on paper to the extent such 
data on paper are part of a structured filing 
system.

HDG-6 Is data privacy 
institutionalized with 
health institutions 
and across competent 
authorities?

1) Is there a national/regional data 
protection authority exercising oversight 
over all institutions that process 
personal data?

1) There is a national and/or regional data 
protection authority that has full oversight over 
the processing of personal data in health care 
and public health.

2) Are there institutional data protection 
officers or data protection committees 
in place that provide independent 
oversight over an institution?

2) Institutional data protection officers are 
established in all relevant institutions (for 
example, the institution has more than 10 
employees processing personal data), and in 
particular, all public institutions have a data 
protection officer in place. Alternatively, the 
function of the data protection officer is 
allocated to a specific committee that acts as 
a data protection officer and that is sufficiently 
independent to perform this task.

3) Are there enforcement mechanisms 
in place, either enforcement through 
independent data protection authorities, 
and/or a direct enforcement/legal 
redress through NGOs or data subjects?

3) Compliance with the applicable data 
protection laws and the subsequent regulatory 
framework is enforced by the data protection 
authority. In addition, data subjects can directly 
enforce their rights, both via complaints to the 
institution (as a data controller) or by seeking 
legal redress via the data protection authority 
or a court. Ideally, NGOs have the right to launch 
complaints and can enforce the rights of data 
subjects by seeking legal redress in the court 
system.
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Item Question Probing question Expectations in a fully matured HIS

HDG-7 Are there initiatives 
in place regarding the 
accuracy and quality of 
health data?

1) Is there a competent body or 
multistakeholder platform steering 
initiatives on the quality and accuracy of 
health data?

1) A body or multistakeholder platform has 
been assigned the task to lead enhancement 
processes regarding the quality and accuracy 
of data and the standardization of the collection 
and processing of health data. Such institution 
may be part of the public health system, 
like a national institute of public health, but, 
depending on the organization of the system, 
this task may also be allocated to the public 
health insurance sector or a mix of these 
institutions.

2) Is the country applying metrics/ 
standards for health data that promote 
the interoperability of health data and 
the exchange of such data? Do the 
metrics or performance indicators 
and standards effectively support the 
interoperability of health data in the 
country?

2) The country has implemented standards/
metrics for the processing of health data 
and has standardized the nomenclature and 
systemization of data across data silos in the 
health-care and public health domain.

3) Does the country follow multinational/
international initiatives for the 
standardization of health data? If so, are 
the outcomes and the guidance provided 
by such initiatives implemented in the 
national/regional framework, or are 
these initiatives used to inform national/
regional processes that deviate from the 
multinational/international guidance? 
In other words, are the international 
standards adopted or adapted?

3) The country follows, and ideally is part 
of, international initiatives, for example, 
initiatives led by WHO or the European Union, 
to standardize health data and to increase 
the value proposition of health data. The 
international best practices are then transposed 
into the national/regional context and form 
the basis for national/regional improvement 
actions.

4) Have policies and procedures been 
established in the health and public 
health sector to ensure the continuity 
of data services in the event of a data 
breach, loss or other disaster (this 
includes a disaster recovery plan or 
business continuity plan)?

4) The country has defined and implemented 
a national/regional disaster recovery plan or 
business continuity plan. The plan adequately 
addresses the main risks to health data and 
stipulates measures and procedures to restore 
data processing capabilities as quickly as 
possible. The plan looks specifically at the 
integrity and availability of data.

HDG-8 Are there any initiatives 
in the field of data 
ethics?

1) Is there any national/regional 
multistakeholder discourse on the 
acceptable use of health data for the 
public or private good?

1) The country has set up a communication 
between relevant stakeholders and civil society 
in order to define and set the national priorities 
for the use of health data. The discourse is 
value-based and reflects the societal needs and 
ethical constraints.

2) Are there governmental initiatives 
in place to strengthen the exchange 
between relevant public institutions 
regarding the acceptable use of health 
data?

2) The country has set up and maintains 
platforms for the communication with civil 
society and involves all stakeholders, including 
NGOs and civil society, in an inclusive manner. 
Ideally, the communication also involves 
laypeople or patient representatives.
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Item Question Probing question Expectations in a fully matured HIS

Health data as an asset

HDG-9 Is there a conceptual 
framework for the 
assessment of the 
value of data?

1) Is there a medium-to-long-term 
strategy regarding the value of health 
data and ways to maximize the value of 
health data?

1) As part of the data governance framework 
and activities, the government institutions 
leading the process also look at the value of 
data and how the use of health data can be 
maximized in a compliant manner. The public 
institutions have defined a medium-to-long- 
term strategy for unlocking the potential of 
health data within the health data governance 
framework.

2) Are health data shared, even in a 
restricted manner, with commercial 
entities such as private insurance 
companies, pharmaceutical companies, 
medical device companies, start-ups in 
the health sector or start-up incubators?

2) The Member State has developed a policy 
and framework for sharing data with private 
commercial entities. Such sharing is 
restricted – for example, only aggregated or 
fully deidentified information is shared. The 
government controls and audits the use of 
such data by private entities, for example, 
by exercising control via data protection 
authorities or audit units.

3) Is there a national/regional framework 
for the sharing of health data with public 
research institutions?

3) The Member State has developed and 
implemented a framework for the sharing of 
health data in the public sector, in particular, 
across the different data silos. Data are shared 
on a need-to-know basis, supported via a secure 
data sharing infrastructure.

HDG-10 Are health data 
used in a structured 
manner for public 
policy-making?

1) Are available health data analyzed 
in a structured manner for health 
policy-making?

1) The available analyses provide the evidence 
base that policy-makers need.

2) Do policy-makers and other relevant 
stakeholders know which health reports/
health data analyses are available?

2) The reports and their publication schedules 
are well-known by policy-makers and other 
stakeholders, and these users know how to 
access the reports.

3) Are policy-makers able to steer the 
health data analytics, or, in other words, 
is there a clear process of looping 
policy-making requirements into health 
data analytics?

3) Policy-makers and other stakeholders know 
how to interpret and use the reports. The 
evidence is directly feeding into policy-making 
processes.

4) Is there a long-term vision for the use 
of health data in public policy- making, 
for example, forecasts for resource 
planning in health care, foresight studies 
for strategic policy development, or 
benchmarking to compare and improve 
the quality of health service delivery? If 
so, is such a long-term vision embedded 
in multinational / international 
initiatives?

4) The Member State has a defined long-term 
vision for the use of health data in public 
policy-making. The vision is embedded in 
a multinational or international framework and 
aligned with all relevant stakeholders.
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Item Question Probing question Expectations in a fully matured HIS

HDG-11 Are enough resources 
available for health 
data governance and 
data ethics?

1) Do all stakeholders have adequate 
financial resources for data governance, 
for example, in terms of data security?

1–4) All stakeholders have adequate financial, 
human and technical resources for data 
governance, and have access to relevant 
training and capacity building offering.

2) Do all stakeholders have access to 
adequate tools for data governance?

3) Do all stakeholders have adequate 
manpower for data governance, IT 
security and data protection?

4) Do all stakeholders have adequate 
access to training and capacity building 
for data governance?

Notes: HIS: health information system; NGO: non-governmental organization; IT: information technology.
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Annex 5.  
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add-on module

Rationale

 
What is the role of health information for the Thirteenth General Programme of Work and and European 
Programme of Work 2020–2025 in the wider health information system?

The impact measurement frameworks for WHO’s Thirteenth General Programme of Work (GPW13) and 
European Programme of Work (EPW) 2020–2025 bring together indicators from different parts and functions 
of the health-care system and from different domains (1–4). As such, it is a cross-cutting theme for a health 
information system (HIS). The framework spans several domains, including public health, health care, 
environment (for example, air quality, access to safely managed drinking water services, primary reliance on 
clean fuels), and accidents and violence. Due to the broad scope of the measurement framework, it builds 
on a variety of data sources, such as vital statistics, health-care records, preventive programmes, infectious 
disease surveillance mechanisms, and health interview surveys.

Typical problems with implementing such comprehensive, intersectoral monitoring frameworks relate to the 
absence of adequate coordination mechanisms, insufficient overview of data availability across domains, 
and data gaps. In addition, it may prove challenging and time-consuming for large groups of experts from 
various domains to reach a consensus on which indicators to use. As regards to reporting on intersectoral 
monitoring frameworks, a  common obstacle is that there is limited evidence on the effectiveness of 
integrative interventions, which makes it difficult to provide solid recommendations on policy options (5). It 
may also prove challenging to write monitoring reports in such a way that a wide range of users with different 
backgrounds and from various domains can relate to them and find them meaningful and useful.

Indicators related to international policies such as the GPW13 and EPW are commonly used by policy- 
makers, both at national and subnational levels. However, other societal stakeholders may also use them to 
guide their strategies or substantiate advocacy efforts.
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Policy relevance of this module

At the global level, GPW13 defines WHO’s strategy for the five-year period of 2019–2023 (1). It translates 
WHO’s mission to promote health, keep the world safe, and serve the vulnerable into the following targets (the 
so-called triple billion targets):

	y one billion more people to benefit from universal health coverage

	y one billion more people better protected from health emergencies

	y one billion more people enjoying better health and well-being.

The GPW13 measurement framework aims to measure and monitor the strategy’s impacts on population 
health, both at national and international level. It measures progress at three levels (see Fig. A5.1):

1.	 46 outcome indicators

2.	 the triple billion targets

3.	 healthy life expectancy as an overarching measure of the health of populations.

Fig. A5.1. The WHO Impact Measurement Framework
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The measurement framework is aligned with the sustainable development goals (SDGs) to reduce the burden 
of data collection on countries and accelerate progress towards the SDGs. Of the 46 outcome indicators, 39 
are SDG indicators. They have been supplemented with seven non-SDG indicators that address priorities 
identified by Member States, including antimicrobial resistance, poliomyelitis, three additional indicators 
for noncommunicable diseases (hypertension, obesity and trans-fat policy), and two emergencies-related 
indicators. The triple billion indices use a subset of 46 outcome indicators.

The EPW builds on the GPW13 and sets the priorities for the WHO European Region for the period 2020–
2025 (4). The measurement framework for the EPW is aligned with the frameworks for GPW13, the SDGs and 
the Joint Monitoring Framework (4).

Thus, by applying the HIS assessment add-on module on health information for the GPW13, countries will not 
only strengthen their ability to measure progress towards the targets of the GPW13, but also enhance their 
monitoring and reporting capacities for the SDGs and EPW.

Structure and content of this module

The GPW13 and EPW apply a flexible programmatic indicator approach. Not every country will track every 
indicator. In line with this approach and the overall aim of the WHO support tool to strengthen national HISs, 
the main aim of the add-on module on health information for the GPW13 and EPW is to assess the ability of 
countries to monitor progress towards their national priority GPW13 milestones, using the related outcome 
indicators.

The GPW13 and EPW add-on module is based on the structure of the core module of WHO’s support tool to 
strengthen HISs, but has been adapted for the specific purpose of assessing the countries’ ability to comply 
with the GPW13 results framework and the EPW measurement framework. However, the basic components 
(data collection, analysis, health reporting, knowledge translation, and governance and resources) can still 
be discerned. As the GPW13 framework and the EPW measurement framework are largely aligned with the 
SDGs, the add-on module first looks at the overarching organization and functioning of SDG monitoring and 
reporting in countries. After that, it addresses availability, usability and actual use of data for the GPW13 and 
EPW indicators.

How can the outcomes of this module be used to improve health information?

The GPW13 impact framework and the EPW measurement framework are broad, covering various aspects of 
public health and health care, and building on a variety of data sources. Therefore, it is likely that interlinkages 
can be created between the outcomes of this add-on module on health information for the GPW13 and EPW 
and the outcomes of the overall assessment of the wider HIS based on the core module of the WHO support 
tool to strengthen HISs. For example, one of the findings of the add-on module may be that there is no 
adequate intersectoral coordination mechanism, while one of the findings of the overall assessment may be 
that coordination of the wider HIS needs improvement. It would then be insufficient to independently develop 
two separate coordination mechanisms, without giving thought to how these mechanisms could collaborate 
or even merge. Alternatively, one of the findings of the add-on module may be that there are insufficiencies in 
the process of data delivery to WHO and other international organizations. The recommendation would then 
be to tackle these insufficiencies, not only related to data delivery for the GPW13 and EPW indicators, but also 
for other indicators that are to be provided by the country to international organizations, as there may exist 
common underlying problems that do not only affect the data deliveries for the GPW13 and EPW, but other 
international data deliveries as well.

This add-on module on health information for the GPW13 and EPW will contribute to the strengthening of 
national capacities for intersectoral monitoring and reporting. This will not only be beneficial for implementing 
the GPW13 and EPW, but also for other health policies with intersectoral components or intersectoral policies 
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with health components, such as policies aimed at reducing risk factors for NCDs that include interventions 
in the physical and social environment, or policies aimed at reducing the health impacts of climate change.

Typically, the ministry of health has a leading role in the HIS assessments carried out using the WHO support 
tool to strengthen HIS and the follow-up of the assessment outcomes. For follow-up of the outcomes of the 
add-on module on health information for the GPW13 and EPW, it would also be important to include other 
relevant ministries.

Add-on GPW13 and EPW 
Item Question Probing question Expectations for the 

GPW13 in a fully matured HIS
Expectations for the EPW 
in a fully matured HIS

Governance and overall data management

GPW13_1 How are the SDGs 
being used at the 
national level?

1) Are the (health-related) 
SDGs used in national 
policies and strategies? Is 
this set out in a law?

1) The SDGs are formally 
acknowledged as policy goals 
at the national level (either in 
the form of a law or another 
form of formal regulation).

1) The SDGs are formally 
acknowledged as policy 
goals at the national level 
(either in the form of a law 
or another form of formal 
regulation).

2) Are national progress 
reports for the (health- 
related) SDGs produced?

2) Regular progress reports 
are produced according to 
an officially established 
publication schedule and made 
publicly available.

2) Regular progress reports 
are produced according to 
an officially established 
publication schedule and 
made publicly available.

3) Which ministry is 
responsible for national 
implementation of the 
SDGs?

3) One ministry (e.g. the 
ministry of foreign affairs) 
has been officially appointed 
to coordinate national SDG 
implementation, and this 
has been communicated 
clearly to other ministries and 
stakeholders.

3) One ministry (e.g. the 
ministry of foreign affairs) 
has been officially appointed 
to coordinate national SDG 
implementation, and this 
has been communicated 
clearly to other ministries 
and stakeholders.

4) How is the SDG work 
organized at this ministry 
(e.g. central coordinator, 
taskforce)?

4) Within the ministry, there is 
a clear organizational structure 
working on implementation of 
the SDGs. This structure has 
a clear mandate and adequate 
and sustainable resources.

4) Within the ministry, there 
is a clear organizational 
structure working on 
implementation of the SDGs. 
This structure has a clear 
mandate and adequate and 
sustainable resources.

5) Is an intersectoral 
coordination mechanism 
for implementation of the 
SDGs in place?

5) An interministerial 
coordination mechanism is in 
place, including all relevant 
ministries.

5) An interministerial 
coordination mechanism 
is in place, including all 
relevant ministries.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

GPW13_2 How is data 
collection for the 
SDGs organized?

1) Is a central body 
responsible for data 
collection for the 
(health- related) SDG 
indicators and data 
deliveries to international 
organizations?

1) A central body (e.g. the 
national statistics office) is 
responsible for data collection 
for the SDG indicators, and the 
same body is responsible for 
data deliveries to international 
organizations.

1) A central body (e.g. the 
national statistics office) 
is responsible for data 
collection for the SDG 
indicators, and the same 
body is responsible for data 
deliveries to international 
organizations.

2) How are collaborations 
managed between the 
central body and the 
other institutions that 
maintain databases from 
which data for the SDGs 
are drawn?

2) There is a formal 
coordination structure for 
regular consultations between 
the relevant institutions.

2) There is a formal 
coordination structure 
for regular consultations 
between the relevant 
institutions.

3) Is data production 
and dissemination 
of statistics for the 
SDGs integrated into 
the national statistics 
strategy and workplans? 
Is there a legal basis for 
these activities?

3) Data production and 
dissemination of statistics 
for the SDGs are integrated 
into the national statistics 
strategy and workplans and 
explicitly mentioned. The 
national statistics strategy and 
workplans have a legal basis.

3) Data production and 
dissemination of statistics 
for the SDGs are integrated 
into the national statistics 
strategy and workplans and 
explicitly mentioned. The 
national statistics strategy 
and workplans have a legal 
basis.

4) Is an overview of data 
availability for the (health- 
related) SDG indicators 
available?

4) An overview of data 
availability for the SDG 
indicators is in place and 
is updated regularly. The 
overview is publicly available. 
There are no main data gaps – 
i.e. overall data availability for 
the SDG indicators is high.

4) An overview of data 
availability for the SDG 
indicators is in place, 
and is updated regularly. 
The overview is publicly 
available. There are no main 
data gaps – i.e. overall 
data availability for the SDG 
indicators is high.

5) Is an action/
improvement plan for 
overcoming data gaps 
for the SDG indicators 
in place? If so, who 
is responsible for its 
execution?

5) An action plan for 
overcoming data gaps for the 
SDG indicators is in place, 
developed together with the 
interinstitutional coordination 
mechanism (see probing 
question 2). This has been 
approved officially by the 
ministry responsible for SDG 
implementation. The institute 
responsible for data collection 
for the SDGs (see probing 
question 1) is responsible for 
execution of the action plan.

5) An action plan for 
overcoming data gaps for 
the SDG indicators is in 
place, developed together 
with the interinstitutional 
coordination mechanism 
(see probing question 2). 
This has been approved 
officially by the ministry 
responsible for SDG 
implementation. The 
institute responsible for 
data collection for the SDGs 
(see probing question 1) is 
responsible for execution of 
the action plan.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

6) Are data for the (health- 
related) SDG indicators 
regularly provided to the 
United Nations/custodian 
agencies?

6) Data for the (health- related) 
SDG indicators are regularly 
provided to the United Nations/
custodian agencies according 
to the official delivery 
schedules.

6) Data for the (health- 
related) SDG indicators are 
regularly provided to the 
United Nations/custodian 
agencies according to the 
official delivery schedules.

7) Are national data 
for the SDG indicators 
published regularly 
online, e.g. on the website 
of the statistical institute?

7) National data for the SDG 
indicators are published 
regularly online and are freely 
accessible for everyone.

7) National data for the SDG 
indicators are published 
regularly online and are 
freely accessible for 
everyone.

GPW13_3 How is WHO’s 
GPW13 and EPW 
used at national 
level?

1) Are the GPW13 
outcome indicators/EPW 
indicators, milestones 
and targets used in 
national policies and 
strategies? Is this set out 
in a law?

1) The GPW13 outcome 
indicators, milestones and 
targets have been formally 
integrated into national 
health policy.

1) The EPW indicators have 
been formally integrated 
into national health policy.

2) Has a national 
selection of the GPW13 
outcome indicators/
EPW indicators and 
milestones been defined? 
If so, how has this been 
documented?

2) A well documented national 
selection of the GPW13 
46 outcome indicators and 
milestones has been defined.

2) A well documented 
national selection of EPW 
indicators and milestones 
has been defined.

GPW13_4 How is data 
collection for 
WHO indicators 
organized?
Note: This section 
addresses 
collection and 
delivery of 
data for WHO 
indicators in 
general

1) Is a central body 
responsible for data 
collection for WHO 
indicators and data 
deliveries to WHO? Is 
this the same body that 
is responsible for data 
deliveries to the United 
Nations for the SDGs (see 
item GPW13_2)?

1) A central body (e.g. the 
national statistics office) is 
responsible for data collection 
for WHO indicators and data 
deliveries to WHO.

1) A central body (e.g. 
the national statistics 
office) is responsible 
for data collection for 
WHO indicators and data 
deliveries to WHO.

2) Are (the improvement 
of) data deliveries to WHO 
and other international 
organizations part of 
the national statistical 
strategies and workplans? 
Is there a legal basis for 
these activities?

2) Data deliveries to WHO 
and other international 
organizations and, if 
applicable, improving 
completeness, quality and 
timeliness of these, are 
integrated into the national 
statistics strategies and 
workplans and explicitly 
mentioned. The national 
statistics strategies and 
workplans have a legal basis.

2) Data deliveries to WHO 
and other international 
organizations and, if 
applicable, improving 
completeness, quality and 
timeliness of these, are 
integrated into the national 
statistics strategies and 
workplans and explicitly 
mentioned. The national 
statistics strategies 
and workplans have a 
legal basis.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

3) Are data for official 
indicators regularly 
provided to WHO?

3) Data for WHO indicators 
are regularly provided to WHO 
according, to agreed delivery 
schedules.

3) Data for WHO indicators 
are regularly provided to 
WHO according, to agreed 
delivery schedules.

Availability and usability of data and indicators for the GPW13 impact measurement framework (with a focus on the 
46 outcome indicators) and the EPW

GPW13_5 What is national 
data availability 
for the (national 
selection of the) 
GPW13 outcome 
indicators and 
EPW indicators?

1) Are data available for 
the (national selection of 
the) outcome indicators 
and milestones?

1) Data are available for all 
indicators/milestones that 
have been selected nationally.

1) Data are available for all 
indicators that have been 
selected nationally.

2) Is an overview of 
data availability for the 
(national selection of the) 
outcome indicators in 
place?

2) An overview of data 
availability for the (national 
selection of the) GPW13 46 
outcome indicators is in place; 
it is regularly updated and is 
publicly available.

2) An overview of data 
availability for the (national 
selection of the) EPW 
indicators is in place; it is 
regularly updated and is 
publicly available.

3) What are the main 
problems with data 
availability? Where are 
the main data gaps?
(Note for assessor: 
identify issues – if 
applicable – related to 
specific types of data 
sources (e.g. health 
surveys, electronic 
health records); this 
will facilitate cross-
referencing with the 
outcomes of the overall 
HIS assessment.)

3) There are no significant data 
gaps, and all indicators can 
be disaggregated according 
to the necessary stratifiers for 
identifying health inequalities.

3) There are no significant 
data gaps, and all indicators 
can be disaggregated 
according to the necessary 
stratifiers for identifying 
health inequalities.

4) Is an action/ 
improvement plan for 
overcoming data gaps for 
the (national selection of 
the) outcome indicators 
in place? If so, who 
is responsible for its 
execution?

4) An action plan for 
overcoming data gaps for the 
(national selection of the) 
GPW13 46 outcome indicators 
is in place, officially approved 
by the ministry of health. The 
institute responsible for data 
collection for WHO indicators 
(see item GPW13_4) is 
responsible for execution of 
the action plan.

4) An action plan for 
overcoming data gaps for 
the (national selection of 
the) EPW indicators is in 
place, officially approved 
by the ministry of health. 
The institute responsible 
for data collection for 
WHO indicators (see item 
GPW13_4) is responsible for 
execution of the action plan.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

GPW13_6 Are there any 
issues with the 
usability of the 
data to compute 
regular figures 
for the (national 
selection of the) 
GPW13 outcome 
indicators/EPW 
indicators?

1) Are there any issues 
related to accessibility 
of the data? Can the 
necessary data (easily) 
be used for statistical 
purposes? If not, what are 
the main reasons?

1) All the data necessary 
for computing the (national 
selection of the) GPW13 
46 outcome indicators are 
accessible and can be used for 
population health statistics.

1) All the data necessary 
for computing the (national 
selection of the) EPW 
indicators are accessible 
and can be used for 
population health statistics .

2) Are there any issues 
with the frequency of data 
updates in relation to the 
requirements/duration 
of the GPW13 framework 
and EPW (e.g. the data 
are only updated once 
every five years)?

2) Data for the (national 
selection of the) GPW13 
46 outcome indicators are 
available according to the 
frequency recommended/
requested by WHO.

2) Data for the (national 
selection of the) EPW 
indicators are available 
according to the frequency 
recommended/requested 
by WHO.

3) Are there any issues 
with the quality of 
available data for the 
(national selection of the) 
outcome indicators? 
(Note for assessor: 
identify issues – if 
applicable – related to 
specific types of data 
sources (e.g. health 
surveys, electronic 
health records); this 
will facilitate cross-
referencing with the 
outcomes of the overall 
HIS assessment.)

3) Data for the (national 
selection of the) GPW13 
46 outcome indicators are 
complete, collected according 
to the relevant international 
standards (e.g. classifications) 
and robust.

3) Data for the (national 
selection of the) EPW 
indicators are complete, 
collected according to 
the relevant international 
standards (e.g. 
classifications) and robust.

GPW13_7 The GPW13 
outcome 
indicators/EPW 
indicators are 
existing SDG and 
WHO indicators.
Are these 
indicators already 
in use?

1) To what extent are 
these indicators already 
in use? Are they included 
in (official) national 
indicator sets?

1) The (national selection 
of the) GPW13 46 outcome 
indicators are already in use 
and integrated with official 
national indicator sets. This 
means that well established 
data collection and indicator 
computation methods and 
schemes are in place.

1) The (national selection 
of the) EPW indicators are 
already in use and integrated 
with official national 
indicator sets.
This means that well 
established data collection 
and indicator computation 
methods and schemes are 
in place.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

2) Which institutions are 
computing the indicators, 
and at what frequency?

2) One central body (e.g. the 
national statistical office) is 
responsible for computing the 
indicators. If the indicators 
are computed by multiple 
institutions, one institution has 
central oversight. Indicators 
are computed according to 
the frequency recommended/ 
requested by WHO.

2) One central body (e.g. 
the national statistical 
office) is responsible for 
computing the indicators. If 
the indicators are computed 
by multiple institutions, 
one institution has central 
oversight. Indicators are 
computed according to the 
frequency recommended/ 
requested by WHO.

3) Are the indicators 
published regularly; if so, 
on which platforms/in 
which products?
See also item GPW13_10, 
probing question 2

3) Updated indicator values are 
published regularly in publicly 
accessible platforms/reports.

3) Updated indicator values 
are published regularly 
in publicly accessible 
platforms/reports.

GPW13_8 Are there any 
issues with 
the usability 
of the existing 
GPW13 outcome 
indicators/EPW 
indicators in use?

1) Are the national 
indicators well aligned 
with the SDG/WHO 
definitions?

1) The national indicators are 
well aligned with the SDG/
WHO definitions, and can be 
disaggregated according to 
the necessary stratifiers for 
identifying health inequalities.

1) The national indicators 
are well aligned with the 
SDG/WHO definitions, 
and can be disaggregated 
according to the necessary 
stratifiers for identifying 
health inequalities.

2) Are detailed and up-to- 
date metadata available 
for the indicators?

2) Detailed and up-to-date 
metadata are available in 
accordance with international 
metadata standards. The 
metadata are updated 
regularly.

2) Detailed and up-to-date 
metadata are available 
in accordance with 
international metadata 
standards. The metadata are 
updated regularly.

Analysis, reporting and knowledge translation

GPW13_9 What kind of 
analyses are used 
for the (national 
selection of the) 
GPW13 outcome 
indicators/EPW 
indicators, and 
how are these 
published?

1) Are comparisons in 
time (historical time 
trends, future projections) 
and space (international 
comparisons, subnational 
comparisons) made for 
the indicators? Are the 
indicators disaggregated 
according to common 
stratifiers for assessing 
health inequalities?
See also item GPW13_10, 
probing question 1

1) Comprehensive analyses, 
including time trends, future 
projections, international and 
subnational comparisons and 
analyses of health inequalities 
are performed for the (national 
selection of the) GPW13 46 
outcome indicators.

1) Comprehensive 
analyses, including time 
trends, future projections, 
international and subnational 
comparisons and analyses 
of health inequalities 
are performed for the 
(national selection of the) 
EPW indicators.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

2) How/for what purposes 
are the health reports 
used (e.g. national SDG 
progress reports, regular 
reports on progress 
towards national health 
goals, in the framework 
of an annual statistical 
workplan)?
See also item GPW13_7, 
probing question 3

2) The rationale/aim of the 
reports is clear, as are their 
intended audiences.

2) The rationale/aim of the 
reports is clear, as are their 
intended audiences.

3) Are these health 
reports publicly available?

3) The reports are publicly 
available.

3) The reports are publicly 
available.

4) What (formal) 
mechanisms exist for 
using these indicator/
health reports in the 
health policy-making 
process?

4) A formal, public and 
transparent procedure for 
using the health reports in 
the policy-making process 
is in place (e.g. once every 
X years the public health 
institute makes a health 
report for the ministry of 
health, at its request, and the 
ministry formally and publicly 
reports on how it has used 
the information in this report). 
Parliament is informed by the 
ministry of health when formal 
health reports are published.

4) A formal, public and 
transparent procedure for 
using the health reports in 
the policy-making process 
is in place (e.g. once every 
X years the public health 
institute makes a health 
report for the ministry of 
health, at its request, and 
the ministry formally and 
publicly reports on how it 
has used the information in 
this report). Parliament is 
informed by the ministry of 
health when formal health 
reports are published.

5) Are the reports 
also used to inform 
intersectoral 
policy-making?

5) An intersectoral 
governmental body to discuss 
(how to use) the health reports 
is in place, and its decisions 
are being formally and publicly 
reported.

5) An intersectoral 
governmental body to 
discuss (how to use) the 
health reports is in place, 
and its decisions are 
being formally and publicly 
reported.

GPW13_10 Are policy-
makers able to 
use the available 
indicator 
analyses and 
health reports?

1) Do available analyses 
meet the needs of 
policy-makers?
See also item GPW13_9, 
probing question 1

1) The available analyses 
provide the evidence base that 
policy-makers need.

1) The available analyses 
provide the evidence base 
that policy-makers need.
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Item Question Probing question Expectations for the 
GPW13 in a fully matured HIS

Expectations for the EPW 
in a fully matured HIS

2) Do policy-makers 
and other relevant 
stakeholders know 
which health reports are 
available, and do they 
consider them to be 
easily accessible?

2) The reports and their 
publication schedules are well-
known by policy-makers and 
other stakeholders, and these 
users know how to access the 
reports.

2) The reports and their 
publication schedules 
are well-known by 
policy-makers and other 
stakeholders, and these 
users know how to access 
the reports.

3) Do policy-makers 
and other relevant 
stakeholders know how to 
use the health reports?

3) Policy-makers and other 
stakeholders know how to 
interpret and use the reports.

3) Policy-makers and other 
stakeholders know how 
to interpret and use the 
reports.

4) Are specific tools 
to stimulate uptake 
in policy- making of 
the information and 
knowledge derived 
from the indicator 
analyses used, such as 
policy briefs and policy 
dialogues?

4) The producers of the 
reports use tools specifically 
aimed at stimulating uptake of 
information and knowledge in 
policy-making, such as policy 
briefs and policy dialogues.

4) The producers of 
the reports use tools 
specifically aimed at 
stimulating uptake of 
information and knowledge 
in policy-making, such as 
policy briefs and policy 
dialogues.

Resources

GPW13_11 Are enough 
resources 
available for 
data collection 
for, analysis of 
and reporting 
on the (national 
selection of 
the) 46 GPW13 
outcome 
indicators/EPW 
indicators?

1) Do HIS stakeholders 
have adequate financial 
resources for data 
collection for, analysis 
of and reporting on the 
indicators?

1–4) HIS stakeholders have 
adequate financial, human 
and technical resources for 
data collection for, analysis of 
and reporting on the (national 
selection of the) GPW13 46 
outcome indicators.

1–4) HIS stakeholders have 
adequate financial, human 
and technical resources for 
data collection for, analysis 
of and reporting on the 
(national selection of the) 
EPW indicators.

2) Do HIS stakeholders 
have access to 
adequate tools for data 
collection for, analysis 
of and reporting on the 
indicators?

3) Do HIS stakeholders 
have adequate manpower 
for data collection for, 
analysis of and reporting 
on the indicators?

4) Do HIS stakeholders 
have adequate expertise 
and adequate means for 
capacity-building for data 
collection for, analysis
of and reporting on the 
indicators?
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Annex 6.  
Human resources for health 

add-on module

Rationale

What is the role of human resources for health in the wider health information system?

This module covers health information for the health workforce. The human resources for health (HRH) 
workforce is responsible for organizing and delivering health services to meet the needs of the population 
and achieving the goals and objectives of national health policy. While there is a direct link between workforce 
numbers and population health outcomes, almost all countries are constrained, in one way or another, from 
achieving the ideal workforce in terms of numbers, skills and distribution. Understanding the health workforce, 
stocks, distribution and flows is key to formulating a health strategy and plan.

The data sources discussed in the core module will be explored in greater detail from the perspective of HRH. 
In particular, the key data sources include:

	y population-based census and surveys (HIS assessment sheet item Data sources_1)

	y population health needs (HIS assessment sheet item Data sources_2, 3, 4 and 5)

	y active health workforce (HIS assessment sheet item Data sources_8)

	y health education and training (HIS assessment sheet item Data sources_8)

	y health financing (HIS assessment sheet item Data sources_9)

	y health service utilization (HIS assessment sheet item Data sources_3).

Specific HRH data sources include:

	y country-level labour and employment surveys and statistics to understand the overall numbers in 
the health and non-health sectors, health labour market flows, average wages, and competition for 
staff;

	y health employer surveys and statistics to understand the health workforce, for example, the 
distribution between the public and private sectors, length of employment, pay rates and working 
conditions;

	y the health education sector to understand the health workforce training and supply situation; and

	y health professional organizations or bodies to understand the pressures on individual workforce 
groups, such as undersupply, working conditions or scope of practice.
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Common problems and challenges are:

	y the difficulty of obtaining data from the private sector, for example, ownership issues, dual practice 
(working across both sectors) leading to double counting and data that are not validated leading to 
quality issues;

	y lack of data on health workforce education and training, for example, data on the training of 
individual workforces may be held separately by the respective training institutions, and not 
aggregated;

	y lack of data on population health needs (which drive the requirements for the health workforce) and 
how the existing workforce is meeting these needs – this is often simply not collected;

	y lack of data on how the population, its composition and distribution, and health needs may change 
in the future; and

	y lack of focus on critical data quality issues – in particular, in projecting workforce supply and 
future health requirements, small errors in some parameters can make a big difference in the final 
result (this is called data sensitivity) and if these parameters are of low quality, then the calculated 
numbers will have high uncertainty: such parameters are often not identified.

HRH information is typically used by senior policy-makers and health workforce planners. However, good 
HRH information has wide relevance across all sectors of government.

Policy relevance of this module

Health workers play a critical role in health systems by ensuring sustainability, resilience and the delivery of 
high-quality services. An effective, well-motivated, appropriately skilled and well- managed health workforce 
is at the very heart of this goal. This is evidenced by:

	y WHO’s Thirteen General Programme of Work (GPW13), which defines the strategy for 2019–2023, 
focusing on measurable impacts on people’s health at the country level (1);

	y the European Programme of Work (EPW) 2020–2025, which sets out a vision of how the WHO 
Regional Office for Europe can support countries in the Region in better meeting citizens’ 
expectations about health (2); and

	y the United Nations Sustainable development goals (SDGs) (3) and the objectives of universal health 
coverage (4), which are the main goals in GPW13 and the EPW.

The WHO report Health employment and economic growth: an evidence base (5) contains several case 
studies that emphasize the positive impact of health policies on economic growth through six key pathways: 
health system, economic output, social protection, social cohesion, innovation and diversification, and health 
security.

Structure and content of this module

For simplicity, this HRH module follows the structure of the core module. The general approach and, in 
particular, Data Collection and Analysis/Contextualization are based on a large body of work from the Centre 
for Workforce Intelligence, which was the British authority on workforce planning for the period from 2010 to 
2016, providing advice and information to the health and social care system (6).

Effective health human resources planning requires an understanding of the situation today and how it 
may unfold in the future in order to anticipate changes in population health needs and the delivery of health 
services. Having a sustainable and appropriately skilled workforce will help improve the quality of care and 
reduce swings of undersupply or oversupply.
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To do this, the HRH information in the health information system (HIS) needs to support understanding of the 
situation today regarding:

	y population age and gender

	y health needs of the population

	y active health workforce stock that is delivering services to meet population health needs

	y health education and training of the future workforce

	y effort spent by the health workforce on meeting health needs.

Knowledge is also needed of:

	y health finances including the cost of health education, and expenditure on the workforce;

	y health labour market including the employment situation, the flows into and out of the health 
workforce, and the sectors competing for staff; and

	y health working conditions.

The above areas are addressed in the Data collection assessment.

The next stage involves thinking about the future using the following analysis.

	y Determine the gap between the effort that is being exerted by each health workforce, and what is 
required to meet today’s population health needs.

	y Consider how these gaps (if any) have arisen, the pressures on the different workforce groups, and 
how these elements could change in the future.

	y Determine the country’s future population size and distribution. For example, the population could 
increase, the gender balance could change, it could become older, and the distribution between 
urban and rural regions could shift. All of this has implications for the kind of health services 
required, and changes in demand for these services compared to today.

	y Determine the future health needs of the population. For example, an ageing population could 
mean a greater number of people with long-term conditions. Although the future may look different 
than the situation today, the country should start by thinking about its expected future. This is the 
scenario where the current situation unfolds as an impartial observer would expect: plans in place 
today or scheduled for the future unfold as expected, and there are no sudden shifts or shocks.

	y Determine the future supply of each health workforce group, assuming that the workforce is 
structured in the same way it is today, training and workforce inflows and outflows continue at 
today’s rates, and service delivery remains unchanged.

	y Finally, the analysis should allow the country to estimate the gap or mismatch between future 
workforce supply and population health requirements, at individual workforce group level. This will 
allow the country to develop effective HRH policies, strategies and plans.

It is important for the country to have a comprehensive set of HRH indicators to support policy development 
and implementation. For example, the National Health Workforce Accounts (7) will provide a large portion 
of the information required. However, additional information is also needed for effective policy-making and 
planning. The National Health Workforce Accounts does not address population age, gender and health 
needs; workforce effort to meet these needs; estimation of future changes; or projections of future supply to 
meet changing population requirements.

Following this analysis, health reports should be produced to inform the policy, strategy and decision-making 
processes. In particular, these should draw attention to population health needs and trends, the current and 
likely future pressures on the health workforce, and any gaps or mismatches in workforce numbers, skills or 
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competences. It may be necessary at this point to return to data collection and analysis to look at specific 
workforce issues in greater detail.

The knowledge translation section considers whether the information provided is understood, being used 
effectively and whether it meets the needs of decision-makers. This is important as the approach described 
considers how the future may unfold, in order for workforce plans to take account of changing population 
needs. Because decision-makers are often uncomfortable when faced with uncertainty, this approach should 
be presented in a way that can be understood and used effectively.

Finally, a robust governance structure needs to be in place for the implementation of HRH indicators, and 
regulations of the health workforce and labour market to support effective policy- making and planning.

How can the outcomes of this module be used to improve health information?

This HRH module supports the development of an effective set of HRH indicators, and the information 
required to produce health workforce strategies, policies and plans.

Much of the information required in an HRH information system is available but often fragmented and spread 
across many systems and databases. This module describes the core elements and how they are to be used 
to prioritize data collection.

It is recommended as a starting point to:

	y work with the country to confirm the scope of HRH strategic planning and the key stakeholders, as 
discussed in Data collection 1;

	y develop an agreed set of HRH indicators, as discussed in Analysis 1;

	y identify the key data owners for the areas discussed in Data collection 2–9; and

	y develop metadata standards as discussed in Data collection 10.

Following this, the analysis section may highlight areas where information is lacking or of poor quality. These 
issues should be prioritized, and processes should be put in place to improve health information and close 
any gaps. Additionally, the health reporting section may suggest further areas of improvement where there 
is a mismatch between the information needs of decision-makers, what is being provided to them, and how 
it is being used.
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Add-on Human resources for health 
ID Question Probing question Expectations in a fully mature HIS

Data collection

HRH_1 What is the 
required scope 
of data collection 
for HRH strategic 
planning?

1) Is the private sector included in 
strategic health workforce planning, or is 
the focus solely on the public sector?

1) A clear definition of the scope of HRH and 
strategic planning is in place – e.g. a list of 
what is in and out of scope. This may be held in 
ministry of health documentation.

2) Does the scope include both the 
unregulated and the regulated health 
sector? The unregulated health sector 
typically means the social care sector, as 
the health sector will be regulated. If this 
is the case, is there a formal definition 
of what is meant by “unregulated” and 
documentation on how data are to be 
collected and quality assessed?

2) If included, a formal definition of what is 
meant by “unregulated” and documentation 
on how data are to be collected and quality 
assessed are in place.

3) Are HRH data collected and aggregated 
across public and private sector health 
providers (if within the scope)?

3) A master list of private sector health 
education and service providers is available, 
and information is collected on a regular basis.

4) Is a formal definition of all staff groups 
within the scope available?

4) A formal and agreed definition of health 
occupations (also referred to as workforce 
groups) is in place, including medical doctors 
and nursing and midwifery professionals. This 
may be held in a health workforce registry 
or database. The International Standard 
Classification of Occupations (4-digit) (8) is the 
recommended standard to follow, and is widely 
used in HRH planning.
Note: It is important to have a clear 
understanding of the level of detail needed. 
Health workforce planning to medical specialty 
level should be a separate activity from a wider 
health workforce strategy.

5) Are public health and social care 
included in strategic health workforce 
planning?

5) Formal and agreed definitions of the health, 
public health and social care workforces, and 
the specific workforce groups in each area, 
are agreed.

6) Is a formal statement available of the 
scope of practice of the workforce groups 
defined above?

6) Formal and agreed definitions of professional 
roles exist – for example, from a regulatory body 
or licensing organization.
These should be consistent between the public 
and private sectors.

7) Are informal data sources and expert 
opinions used for data that may be too 
difficult or expensive to collect?

7) A list exists of people who can be asked, 
individually or working as a group, to provide 
expert knowledge across areas such as:
•	 population health needs 
•	 health workforce labour markets
•	 how health needs may change in the future
See also item HRH_13.
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ID Question Probing question Expectations in a fully mature HIS

8) Are HRH data sources managed 
appropriately?

8a) A list of all HRH data sources includes the 
data owners, how the data may be used, how 
to get permission to access the data (if not 
open access), how the data are maintained, 
how often they are updated, when they were 
last updated, known gaps and issues, and an 
assessment of data quality (this should be an 
assessment by the country, not the owners of 
the data).

8b) Effective data management is in place for 
this list, covering data entry, maintenance, 
training, skills and resources.

9) Has the completeness of the 
information available to date on indicators 
and plans for improvement been 
assessed?

9a) An assessment has been made of what 
information is available, data quality and 
any gaps.

9b) A plan is in place to improve data quality 
and close any gaps.

HRH_2 Do the data 
sources provide 
sufficient 
understanding of 
today’s population?

1) Are country-level population data 
available that facilitate making of 
forecasts of sufficient detail for health 
workforce planning?

1) The data should be provided by item Data 
sources_1 in the Core module and include the 
current population by gender in 5-year age 
bands. Birth and death rates are needed for 
population forecasting.

HRH_3 Do the data 
sources provide 
sufficient 
understanding of 
today’s population 
health needs?

1) Are data available to facilitate 
understanding of which areas of health 
are driving demand for health workforce 
activity?

1) The data should be provided by items Data 
sources_2, 3, 4 and 5 in the Core module. 
Aggregated data on the primary causes of 
death, disability and premature death across 
the population, and the key drivers of death and 
disability are available.
Potential data sources include:
•	 population health surveys
•	 national vital statistics
•	 global surveys – for example, by WHO, the 

World Bank and the Institute for Health 
Metrics and Evaluation.

2) Are health needs categorized into areas 
that are distinct and non-overlapping, and 
that cover all health workforce activities?

2) A list exists of categories of demand for 
health services, in terms of the different kinds 
of population needs that workforce activity 
is addressing – e.g. long-term conditions, 
infectious diseases, maternal and perinatal, 
oral health.
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ID Question Probing question Expectations in a fully mature HIS

HRH_4 Do the data 
sources provide 
sufficient 
understanding 
of today’s active 
health workforce 
stock?

1) Are data available on the current health 
workforce stock?

1) The data should be provided by item Data 
sources_8 in the Core module. As described, 
coverage should be complete of the number 
of health workforce professionals across all 
workforce groups, working in the public and 
private sectors. If possible, this should cover 
both salaried and self-employed health workers.
Potential data sources include:
•	 health workforce registries or databases
•	 health facilities databases
•	 aggregate data from health facilities – e.g. 

employment records from hospital and care 
facilities

•	 district or regional HISs
•	 professional bodies and their registers of 

qualified members
•	 labour force surveys
•	 insurance or pension fund registries.

2) Are data available on whether health 
workers work full time or part time?

2a) For employed health workers, the data 
should include the number of people (the 
headcount), and their full-time equivalent to 
show whether they are working full time or 
part time.

2b) A clear definition of how the full-time 
equivalent is calculated should be available for 
each workforce group, including the average 
annual hours worked in a full-time job.

3) Are data available on the age profile of 
the workforce?

3) Data are available for each employed 
workforce on their age and gender, in 
5-year bands.

4) Is information on the health workforce 
stock held in a single database or multiple 
databases? If the latter, can the data be 
aggregated?

4a) A list of the databases or data sources that 
hold this information is available.

4b) It is common for health workforce data to 
be held across multiple databases, including 
employer or hospital-level data. If this is the 
case, a process should be in place to aggregate 
the data, taking into account data quality and 
any gaps. These should be highlighted.

HRH_5 Do the data 
sources provide 
sufficient 
understanding of 
health workforce 
education and 
training?

1) Are data available on the flow of health 
workers from training into the workforce?

1a) A master list of accredited health workforce 
and training institutions is available, which 
includes accreditation of private training 
institutions and continuing education.
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ID Question Probing question Expectations in a fully mature HIS

1b) Data are available on each workforce 
(within the scope) sufficient to calculate future 
workforce stocks. The information needs to 
include, as a minimum:
•	 duration of education and training
•	 yearly intake or admission of students into 

training
•	 training fill rate (proportion to which a training 

course is filled)
•	 exit or drop-out from training
•	 numbers in training, by year of training
•	 graduation rate from education and training 

programmes
Potential data sources include:
•	 national statistical service
•	 ministries of labour, employment and 

education
•	 ministry of health databases on education and 

statistics
•	 education and training institutions.

HRH_6 Do the data 
sources provide 
sufficient 
understanding of 
the effort spent 
by the health 
workforce on 
meeting health 
needs?

1) See item HRH_3 above: if categories 
of population health need exist, are data 
available to estimate the service delivery 
effort for each workforce group, across 
one or more categories?

1) Item Data sources_3 in the Core module 
should cover data on medical and health 
procedures and services, by workforce group. 
Potential data sources include:
•	 health service records
•	 health insurance records
•	 professional surveys and census records
•	 health-care provider records
Note: 100% of time spent in delivering services, 
for each workforce, should be attributable to 
one or more of these groups. This is trivial for 
groups like dentists (100% on oral health) and 
midwives (100% on maternal and perinatal 
health) but much harder for family doctors/ 
general practitioners and hospital doctors/ 
medical specialists. Nevertheless, the 
country needs this information for effective 
HRH planning.

HRH_7 Do the data 
sources provide 
sufficient 
understanding of 
health finances?

1) Are data available on the cost of 
education and training?

1a) Data are available on total expenditure 
in higher education and on health workforce 
education.

1b) Data are available on the average cost of 
training, per student, for each workforce, and 
the average tuition fees (if appropriate).
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ID Question Probing question Expectations in a fully mature HIS

1c) The above information should cover both the 
public and private sectors.
Potential data sources include:
•	 integrated financial management systems – 

e.g. held by the ministry of finance, labour, 
education or health

•	 government financial statistic departments
•	 national health accounts
•	 education and training provider financial 

records.

2) Are data available on health workforce 
salaries?

2) Data are available on health workforce 
salaries, including starting or entry-level 
salaries, and the average salary for each 
workforce group. This needs to cover both 
salaried and self-employed workers. Potential 
data sources include:
•	 systems and records as listed above
•	 payroll data
•	 income tax data
•	 general labour force and health 

workforce surveys .

3) Are data available on the average 
salaries in sectors that may be in 
competition for students for training, or 
the trained health workforce, including 
other countries?

3) Data are available on the average salaries of 
comparable or competing sectors for health 
workforce staff.

HRH_8 Do the data 
sources provide 
sufficient 
understanding of 
the health labour 
market?

1) Are data available on entries to and 
exits from the health labour market, and 
labour market shortages?

1a) Data are available on the number of 
graduates who enter each workforce each year.

1b) Data are available on the number of qualified 
or registered health workers, the number of 
employed health workers and the number of 
unemployed health workers.

1c) Data are available on the number of trained 
health workers who join each workforce each 
year, including those training domestically and 
those trained in another country.

1d) Data are available on the number of staff 
who exit each workforce group each year, 
distinguishing between voluntary exits and 
involuntary exits (e.g. retirement or ill health).

1e) Data are available on health workforce 
vacancies, for each workforce group.

1f) Data are available on health workforce 
migration to and from other countries.

1g) Data are available on health workforce flows 
between regions – e.g. urban and rural.
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ID Question Probing question Expectations in a fully mature HIS

HRH_9 Do the data 
sources provide 
sufficient 
understanding of 
health working 
conditions?

1) Are sufficient data available to 
understand the working conditions of the 
health workforce, to identify which may be 
under most pressure?

1a) Data are available on the job satisfaction of
health workers.
Potential data sources include:
•	 labour force surveys
•	 member surveys of health professional bodies.

1b) Data are available on workforce sickness and 
absence rates.
Potential data sources include:
•	 health workforce registries or databases
•	 health facilities databases
•	 district or regional HISs
•	 social insurance databases.

1c) Data are available on attacks on health 
workers.
Potential data sources include:
•	 labour force surveys
•	 member surveys of health professional bodies
•	 police records.

HRH_10 Are metadata 
standards available 
to support data 
collection?

1) Are metadata standards defined and 
agreed?

1a) Metadata standards are in place to support 
data collection for an agreed set of HRH 
indicators (see item HRH_11) and the wider 
data required.

1b) The metadata standards should include 
data quality standards, managing the collection 
of data from multiple sources, identifying key 
data gaps and the process of data validation.

Analysis

HRH_11 Is a defined set of 
HRH indicators in 
place?

1) Do these indicators follow
(international) standards?

1) The indicators are derived from the WHO 
Minimum Data Set for Health Workforce 
Registry (9) and follow a documented standard, 
for example the National Health Workforce 
Accounts (7).

2) Are HRH indicators used to support 
completion of international health-care 
data requests?

2a) The indicators are used to support data 
requests, such as from the Organisation for 
Economic Co-operation and Development, 
the Statistical Office of the European Union 
(Eurostat) and WHO Regional Office for Europe 
Joint Data Collection on non-monetary health- 
care statistics.

2b) There is documented evidence of completed 
data returns, with any gaps highlighted.

3) Are the indicators updated on a regular
basis?

3) Documented processes are in place for 
data gathering, data quality assessment, data 
validation and updating of the HRH indicators.

4) Are these indicators clearly linked to 
health policy, planning and decision- 
making demands?

4) Documented evidence of the indicators 
being used in the HRH decision-making process 
is available.
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ID Question Probing question Expectations in a fully mature HIS

5) Are the indicators used to make 
comparisons with other countries and 
geopolitical areas?

5) Documented evidence of country 
comparisons being used in the HRH decision-
making process is available.

6) Are these indicators monitored on a 
regular basis to track progress?

6) A documented review and monitoring 
process is in place.

HRH_12 Are analyses 
performed to 
determine any 
current gaps 
between health 
workforce supply 
and requirements?

1) Is health workforce supply reviewed 
against population health requirements?

1) Estimates are available of the size of any 
gaps between current workforce numbers and 
the desired requirements.

HRH_13 Is an approach
used to elicit 
judgements about 
the future?

1) Is an approach used to estimate how 
much key parameters may change in the 
future (or to estimate current situations 
where no – or no appropriate – data are 
available)?

1a) A formal and rigorous method is used – e.g. 
structured expert judgement, also called expert 
elicitation (6).

1b) The method description includes defining 
the expertise required, selecting suitable 
experts, providing training, conducting the 
elicitation and reporting the results.

1c) The method captures the estimated value, 
the uncertainty and the reasoning of the experts 
who made this judgement.

HRH_14 Are analyses 
performed to 
determine the 
future population 
size and age?

1) Are population health projections 
available for the next 10 years, by age and 
gender, or are they produced?

1a) Agreed country-level population forecasts 
are available – e.g. from a national or 
international statistical body, used in national 
planning. These are updated regularly, at least 
on an annual basis.

1b) A published and peer-reviewed forecast 
methodology is in place.

HRH_15 Are analyses 
performed to 
determine the 
future health needs 
of the population?

1) Has it been estimated how future health 
needs might change from today, for the 
expected future?

1a) Estimates are available of the percentage 
change in the categories of health needs, as 
defined in Data sources_3 in the Core module.

1b) A documented method for how these 
estimates have been produced is documented – 
e.g. as discussed in item HRH_13.

HRH_16 Are analyses 
performed to 
determine the 
future supply of 
health workers?

1) Have projections of future health 
workforce supply been produced?

1a) Workforce supply projections are available 
for all workforce groups.

1b) A documented method is available for how 
these estimates have been produced – e.g. 
using stock and flow modellinge.

1c) An analysis has been performed on the 
parameters used in the modelling to assess 
their data quality, and to identify those that have 
the greatest impact on the calculated results 
(high sensitivity).
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ID Question Probing question Expectations in a fully mature HIS

1d) A documented process is in place to 
improve the data quality for those parameters 
which have high sensitivity and low data quality.

HRH_17 Are analyses 
performed to 
determine any 
future gaps or 
mismatches 
between health 
workforce supply 
and population 
health needs?

1) Has an estimate been made of how the 
health workforce needs to change in order 
to meet the projected population and 
future health needs?

1a) Estimates of the health workforce required 
to meet future population health needs and 
changing population size and age are available.

1b) A documented method for how these 
estimates have been produced is available.

1c) Health workforce groups with the largest 
gaps or mismatches have been identified.

Health reporting

HRH_18 Are HRH reports 
produced to inform 
the policy, strategy 
and decision-
making processes?

1) Has an HRH workforce planning and 
decision-making cycle been defined?

1) A documented process and timescale are in 
place for HRH planning and decision-making.

2) Are HRH reports produced to inform 
HRH planning and decision-making?

2) Documented processes and mechanisms are 
in place for the timely use of HRH reports.

3) Do the reports provide
a comprehensive picture of key HRH
issues?

3a) The reports clearly identify population 
health needs and trends, pressures on the 
health workforce, and gaps and mismatches in 
workforce numbers, skills and competences.

3b) The reports address issues of ethnicity, 
diversity and potentially disadvantaged or 
under-represented groups.

3c) The reports present decision-makers with 
the inherent uncertainty in modelling health 
workforce supply and future requirements, and 
do not simply provide forecast estimates.

Knowledge translation

HRH_19 Are the HRH 
knowledge 
products used 
effectively
by policy and 
decision-makers?

1) Are decision-makers aware of the HRH
knowledge products available?

1) Published schedules of products are 
available, along with communications on their 
availability and use.

2) Do decision-makers have the necessary 
knowledge to use HRH knowledge 
products effectively?

2) Regular training and literature on the HRH 
knowledge products and their application to 
policy, strategy and planning are available. 
Feedback is captured after these sessions 
and used to improve both the products and the 
training.

3) Have decision-makers been asked what 
HRH knowledge products they need to 
make effective decisions?

3) Key decision-makers and stakeholders have 
been identified and interviewed to gain insight 
into their work, the information they require and 
the application of HRH knowledge products to 
this work.

4) Have the HRH knowledge products 
been used to inform decision-making?

4) The HRH knowledge products are cited in the 
decision-making process and reports.
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ID Question Probing question Expectations in a fully mature HIS

Governance and resources

HRH_20 Are sufficient 
resources available 
to support the 
implementation of 
HRH indicators?

1) Is a plan in place to strengthen the 
collection of data to support HRH 
indicators?

1) Support is available from the ministry of 
health and other relevant departments for 
implementation of an HRH indicator set and 
collection of HRH information.

2) Are sufficient resources available for 
implementation of the indicators?

2) Sufficient resources are available to support 
data collection and validation, including 
establishing metadata standards.

3) Are sufficient resources and expertise 
available to analyse and report on the 
HRH indicators?

3) A skills assessment has been done, 
knowledge gaps identified and plans put in 
place to close them.

HRH_21 Is a national policy 
and strategy in 
place on the
generation and use 
of HRH information 
to support policy- 
making and 
planning?

1) Are policies and procedures available to 
ensure that health workforce priorities are 
considered in broader government action 
across the health sector and in related 
sectors, such as education?

1a) A governance structure, with representation 
from relevant sectors and stakeholders, 
is in place, along with a working group (or 
equivalent) to support implementation.

1b) Evidence of joined-up thinking and planning 
should be clear.

HRH_22 Are regulations in 
place that support 
effective HRH 
policy-making and 
planning?

1) Is private sector health provision 
regulated?

1) Evidence of policies to engage and regulate 
the private sector should be available, including 
education and training and dual working. Lack 
of regulation may lead to training of health 
workers that does not match their defined 
scope of practice, or the private sector being in 
competition with the public sector for staff.

2) Is the international flow of health 
workers regulated?

2) Evidence of policies to regulate the 
international labour market should be available. 
Lack of regulation may mean the loss of trained 
staff to other countries or missed opportunities 
to attract health workers into the country.

3) Are regulations in place that support 
the health workforce?

3) Evidence of policies to improve the well- 
being and skills of health workers should be 
available. These might include regulations on 
working hours and conditions, social protection, 
minimum wages and attacks on health workers. 
Lack of regulation may mean potential staff not 
joining key health professions, or trained staff 
leaving their profession.
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Annex 7.  
Infectious disease surveillance  

add-on module

Rationale

What is the role of infectious disease surveillance in the wider health information system?

Infectious disease surveillance is an important epidemiological tool for monitoring the health of a population. 
Infectious disease surveillance has three main goals: to describe the burden and epidemiology of a disease, 
to monitor trends, and to identify outbreaks and unusual events of public health importance (1,2). Infectious 
disease surveillance can be classified, based on its features, as passive or active. Passive surveillance gathers 
infectious disease data from potential reporting health-care facilities and laboratories. Health authorities do 
not stimulate reporting and do not provide feedback to individual health workers. An example of passive 
surveillance is the routine reporting of notifiable diseases. In contrast, active surveillance requires staff to 
engage actively in surveillance and take action to receive infectious disease notifications. For instance, active 
investigation of individual cases of measles becomes necessary when the aim is to eliminate the disease.

Sometimes, when the collection of high-quality data is needed to monitor a particularly important disease, 
sentinel surveillance is incorporated into health-care-based surveillance systems. Diseases under sentinel 
surveillance will depend on national or subnational disease priorities. Examples of diseases monitored by 
this type of surveillance include severe acute respiratory infections, bronchiolitis, meningitis, and severe 
diarrhoeal disease.

The three types of surveillance, that is, passive, active and sentinel surveillance, involve systematic collection, 
monitoring, analysis and interpretation of structured data produced by a number of well- identified, mostly 
health-based, formal sources. The traditional surveillance systems which report standardized and structured 
infectious disease information to public health officials are known as indicator-based surveillance (3). 
Laboratories, general practitioners, and hospitals are the most common sources of information for indicator-
based surveillance systems.

Laboratory data sources can be classified by geographical coverage, administrative status (public, private) 
or type of population covered (human, animal, environmental). General practitioners in primary care, based 
in a  private or public health-care facility or a  community health service, participate in indicator-based 
surveillance systems by notifying cases of infectious diseases, traditionally through mandatory notification 
(or on a voluntary basis). Hospitals report data on hospital morbidity and mortality, health-care-associated 
infections and antimicrobial resistance. Laboratories for microbiological analysis represent a major source 
of data by directly reporting to a network dedicated to surveillance activities or indirectly reporting through 
health-care facilities. The integration of both clinical and laboratory reporting requires considerable laboratory 
capacity and advanced information technology infrastructure (4).

Event-based epidemiological surveillance is the second of the two main types of surveillance used to identify 
and track infectious diseases and other public health events. As opposed to indicator-based surveillance, 
event-based surveillance relies on sources of information beyond traditional health system sources such 
as reports, stories, rumours, and other information about health events that could pose a serious risk to 
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public health. Such information may be described as unstructured because the information obtained is non-
standardized or subjective. Other sources of event-based data include syndromic surveillance; mortality 
monitoring or veterinary, environmental and food safety data sources. Event-based surveillance and 
indicator-based surveillance complement one another.

In consideration of the growth in international travel and trade, and the emergence or re-emergence of 
international disease threats and other public health risks, in 2005 the World Health Assembly adopted 
the International Health Regulations (2005) (IHR (2005)), an instrument of international law that is legally 
binding on 196 countries. The need for building capacity to develop monitoring processes, timely detect 
potential threats to public health and maintain core capacities for infectious disease surveillance, as required 
by the IHR, is accelerating the adoption and meaningful use of efficient information systems for infectious 
disease surveillance. Fortunately, increased global health concerns have also been accompanied by a rapid 
advancement of health-care technologies. Health-care stakeholders have been intensifying their digital 
transformation efforts as a result of these challenges.

The use of information systems for infectious disease surveillance, which deal with the management, 
analysis and presentation of large amounts of surveillance data, offers the potential for a  truly integrated 
epidemiological surveillance based on a communications infrastructure, data standardization and policies 
on data access and sharing. These approaches have proven to be the most efficient way to meet international 
standards, as they can detect outbreaks much earlier and even identify public health hazards that would have 
previously gone unnoticed.

Additionally, a geographic information system (GIS) provides an excellent means of collecting and managing 
epidemiological surveillance and programmatic information. When mapped together, such information 
creates a powerful tool not only for monitoring of surveillance results but also for operational planning and 
targeting of interventions and resources to areas and communities in need. In some countries, the use of 
GISs within the health sector may still be relatively new or even non-existent. This support tool contains 
a dedicated add-on module for assessing the GIS function within the health information system (HIS), see 
Annex 3.

Information systems for infectious disease surveillance can function with varying degrees of success. 
Sometimes numerous information systems focusing on a  specific disease or programme are deployed 
under different initiatives, working in isolation, without proper mechanisms for sharing and generating valid 
surveillance information for public health action. Moreover, the systems might gather information at the first 
level of health-care facilities, but there is no systematic and continuous data reporting and data sharing.

Another challenge involves ensuring quality and effectiveness of infectious disease surveillance in 
a decentralized environment. Surveillance systems might vary geographically and level-to-level in terms of 
functionality, data collection, data format, reporting and record-keeping methods. A centralized infectious 
disease database might not be available, and data are dispersed among different levels and institutions with 
limited standardization and capacity for monitoring data quality.

In terms of data ownership, surveillance systems tend to be the responsibility of the government. Infectious 
disease surveillance data are often collected, and as long as it complies with data protection legislation, 
this practice is ethically and legally justified as an element of the government’s responsibility to protect the 
public’s health. Privacy rules apply to the disclosure of certain health information. The use of event-based 
surveillance system data raises new ethical and legal challenges that might affect the ability to implement 
this type of surveillance. These issues need to be addressed as more informal surveillance systems become 
integrated into conventional HISs (4).
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Policy relevance

Infectious disease surveillance provides policy-makers with information about the burden and epidemiology 
of a disease, and gives them situational awareness during an outbreak or a public health emergency, allowing 
them to make informed decisions. The IHR requires countries to establish and maintain core capacities for 
infectious disease surveillance of public health threats of national and international importance. The IHR calls 
upon Member States to develop and enhance their capacities for surveillance, reporting, notification, 
verification, response and collaboration (5). These requirements create the need for new technologies to 
reinforce the capacity of traditional infectious disease surveillance systems. The early warning functions of 
surveillance are fundamental for national, regional and global health security. Therefore, information systems 
for infectious disease surveillance should include early warning surveillance data and laboratory findings (6) 
in order to assess public health events and report to WHO those that may constitute a public health emergency 
of international concern within 24 hours, as required by the IHR (7). The add-on module for infectious diseases 
includes items to assess specific components related to IHR procedures regarding public health emergencies 
of international concern.

Additionally, questions on certain specific infectious disease indicators that are needed to track progress 
towards the implementation of the SDGs across the WHO European Region have also been incorporated.

Structure and content of this module

This add-on module aims at obtaining a  specific overview of the functioning of the infectious disease 
surveillance and its integration in the wider HIS designed to manage a wide array of data. The assessment 
worksheet for the add-on module on infectious diseases is based on the structure of the core module of this 
support tool and includes its basic components. The first part of the assessment will provide an overview 
of the infectious disease surveillance systems in place, and the universal functions of data collection, data 
management, analysis and reporting that are common regardless of the disease under surveillance (5). The 
infectious disease add-on module also includes questions to assess health reporting, knowledge translation 
and support functions such as governance, supervision, training, evaluation, communications and other 
resources.

The early warning functions of surveillance are fundamental to national, regional and global health security. 
An HIS should include early warning surveillance data and laboratory findings (6,8). A set of indicators (9,10) 
has been included to assess for compliance with IHR with regards to implementing effective surveillance to 
detect public health threats of national and international importance.

The items included in the add-on module have taken into consideration a combination of the assessment 
tools and guidance documents presented in Box A7.1. The surveillance attributes related to the quality of the 
infectious disease surveillance system assessed are shown in Box 2.
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Box A7.1. Guidance documents

	y Protocol for the Assessment of National Communicable Disease Surveillance and Response 
Systems. Guidelines for Assessment Teams. Geneva: World Health Organization; 2001 (https://iris.
who.int/handle/10665/66787, access date 15 February 2024).

	y German RR, Lee LM, Horan JM, Milstein RL, Pertowski CA, Waller MN; Guidelines Working Group 
Centers for Disease Control and Prevention (CDC). Updated guidelines for evaluating public health 
surveillance systems: recommendations from the Guidelines Working Group. MMWR Recomm Rep. 
2001 Jul 27;50(RR-13):1-35; quiz CE1-7.

	y Communicable disease surveillance and response systems - Guide to monitoring and evaluating. 
Geneva: World Health Organization; 2006 (https://iris.who.int/handle/10665/69331, accessed 15 
February 2024).

	y A guide to establishing event-based surveillance. Manila: WHO Regional Office for the Western 
Pacific; 2008 (https://iris.who.int/handle/10665/207737, accessed 15 February 2024).

	y Early detection, assessment and response to acute public health events: implementation of early 
warning and response with a focus on event-based surveillance. Geneva: World Health Organization; 
2014 (https://www.who.int/publications/i/item/WHO-HSE-GCR-LYO-2014.4, accessed 15 February 
2024).

	y Support tool to assess health information systems and develop and strengthen health 
information strategies. Copenhagen: WHO Regional Office for Europe; 2015 (https://iris.who.int/
handle/10665/172761, accessed 15 February 2024).

	y Data quality monitoring and surveillance system evaluation: a handbook of methods and 
applications. Stockholm: European Centre for Disease Prevention and Control; 2014 (https://www.
ecdc.europa.eu/en/publications-data/data-quality-monitoring-and-surveillance-system-evaluation-
handbook-methods-and., access date 15 February 2024).

	y Joint external evaluation tool: International Health Regulations (2005). 3rd ed. Geneva: World Health 
Organization; 2022 (https://iris.who.int/handle/10665/357087, access date 15 February 2024).

	y Sixty-eighth Regional Committee for Europe: Rome, 17–20 September 2018: briefing note on the 
expert group deliberations and recommended common set of indicators for a joint monitoring 
framework. WHO Regional Office for Europe; 2018 (https://iris.who.int/handle/10665/338926), 
access date 15 February 2024.
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Box A7. 2. Surveillance attributes for assessment

	y Stability – refers to the ability of a surveillance system to collect, manage and provide data without 
failure and to be operational when needed.

	y Simplicity – refers to the system’s structure and ease of operation.

	y Timeliness – the period between data collection and its availability to a higher level, or its 
publication.

	y Periodicity – the frequency with which an indicator is quantified.

	y Representativeness – the extent to which data adequately represent the population and relevant 
subpopulations.

	y Data quality  Completeness – Completeness has two dimensions: external, which refers to 
completeness of surveillance data or how the system reflects the true number of cases (that is, 
percentage of reporting sites submitting weekly or monthly surveillance reports on time to the 
next higher level), and internal, which refers to whether there are missing data fields or data items. 
A key data quality indicator of passive surveillance will be external completeness because it relies 
on sources to take the initiative to report data. An active surveillance system is based on the public 
health officials’ initiative to contact relevant sources to report data. The indicator in this case will be 
internal completeness.

	y Data quality  Validity – Internal validity is the ability to capture errors within information (that is, 
coding errors), whereas external validity relates to whether data are correct when compared to an 
external database (that is, comparability of data entered into computer databases to original paper-
based records).

	y Usefulness – implies that the surveillance system is used for action. Assessing usefulness consists 
of making an inventory of actions that have been taken as a result of information generated by the 
infectious disease surveillance system and that have contributed to infectious disease control and 
prevention.

Source: (6,8,11,12)

How can the outcomes of this module be used to improve health information?

This add-on module can be used to assess HIS capacities for all infectious diseases included in a surveillance 
system or only for specific diseases. The assessment group may wish to adjust the assessment tool to 
accommodate its situation, applying the same set of assessment criteria. Nevertheless, it is recommended 
that during the assessment of the infectious disease surveillance component, all diseases under surveillance 
should be examined to determine whether these are still a priority. Otherwise, countries may lack surveillance 
in critical areas.

The outcomes of this module can assist decision-makers with identifying possible challenges that may 
adversely affect the capacity of the infectious disease surveillance system to meet its goals, namely, to 
describe disease epidemiology, to monitor trends and to detect acute public health events. Poor infectious 
disease surveillance capacity and uncoordinated data management result in a dearth of infectious disease 
information which might be critical to controlling an epidemic and protecting public health. Appropriately 
organized and coordinated infectious disease surveillance systems and attention to data has correlated with 
overall success at controlling coronavirus disease outbreaks in some countries.
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Existing infectious disease surveillance systems should be integrated within HISs by building on principles of 
public health informatics, and agreements on data access, with the ultimate aim of optimizing the usefulness 
of surveillance information and its utilization for action.

Add-on Infectious disease surveillance 
Item Question Probing question Expectations in a fully matured HIS

Data collection

InfDisSurv_1 Does the country 
have any infectious 
disease/pathogen 
surveillance 
systems in place?

1) Please describe the infectious 
disease/pathogen surveillance 
system in place.

1) The country has nationwide mandatory 
and regular passive notification of priority 
infectious diseases. In addition, active 
sentinel surveillance is conducted for selected 
infectious diseases targeted for eradication 
or elimination (such as measles). The 
surveillance system must cover 80% of level 
3 administrative units in the country to be 
considered “nationwide”.

2) Please describe sources used 
for infectious disease surveillance 
and mechanisms of collecting data 
(paper, fax, electronic, phone). If 
no electronic reporting systems 
for infectious diseases exist, are 
there plans to implement electronic 
reporting in the future?

2) Infectious disease surveillance reports are 
submitted from physicians at the community 
and primary care level, hospitals, laboratories 
and private health-care facilities. The 
country has an interoperable, interconnected 
electronic reporting system in place, which is 
sustained by the government. Laboratory data 
are reported electronically (from reporting 
laboratories or laboratory networks).

3) What is the proportion of reporting 
sources, at subnational and local 
levels, with a standardized reporting 
system?

3) The proportion of subnational/local 
reporting facilities with a standardized 
reporting system is high. The surveillance 
system should cover 80% of level 3 
administrative units in the country to be 
considered “nationwide”.

4) Is a national database of 
infectious diseases available?

4) An infectious diseases database that 
facilitates storage, management, extraction, 
querying and sharing of data among 
stakeholders is in place. Laboratory data 
are received electronically (from reporting 
laboratories or laboratory networks) and linked 
to epidemiological and clinical data.

5) Does the country conduct 
sentinel surveillance? If so, for which 
syndromes, infectious diseases or 
pathogens?

5) Examples are given of sentinel surveillance 
system in place (e.g. for influenza-like illness 
and severe acute respiratory infections).

6) Are any special arrangements in 
place to cover high-risk yet hard-to- 
reach populations/settings such as 
prisons and refugee camps? Please 
provide examples.

6) Where routine notification procedures 
are not feasible, are disease surveillance 
programmes are in place, such as syndromic 
surveillance, that specifically target high-risk, 
vulnerable and hard-to-reach populations. 
Examples of such programmes are provided.
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7) Is there a geographical 
information system (GIS) database 
integrated with the infectious 
disease surveillance system? 
Please list practical examples of 
the different uses of GIS resources 
within the ministry of health or other 
agencies and partners.

7) Concrete examples of GIS systems and 
their uses are given (e.g. assessing spatial 
distribution of a disease /mapping, monitoring 
results of disease surveillance, planning/ 
targeting interventions).

InfDisSurv_2 Is an early warning 
system in place?

1) Please describe the early warning 
system components and methods 
for data collection, reporting, 
analysis and dissemination.

1) All potential sources of event-based 
surveillance data are listed, health risks have 
been prioritized and specific procedures to 
detect any abnormal occurrence from the 
normally observed frequency of phenomena as 
early as possible are in place. Responsibilities 
for notification and investigation of 
immediately reportable diseases and 
events are established and documented. 
Standardized case definitions and standard 
operation procedures (SOPs) are available. 
Examples are provided.

2) Are any innovative data sources 
(big data, Internet searches, social 
media) in use for early warning/ 
syndromic surveillance?

2) Internet tools such as social media data, 
search engine data and others are used to 
track epidemics and to create patterns and 
rules for an early prediction.

3) Please describe specific 
indicators and thresholds developed 
to alert for action.

3) Specific indicators and thresholds have 
been developed to alert for action. These 
may report on absolute numbers (e.g. one 
case of polio or one case of rabies) or 
absolute rates over the past 52 weeks (e.g. 
more than two cases per 100 000 population 
for meningococcal meningitis). Trends and 
signals are analysed and assessed in real time.

4) Is event-based surveillance of 
communicable diseases in place? If 
not, are there plans to develop event- 
based surveillance?

4) Mechanisms exist to capture unusual or 
public health events from non-routine sources 
in the health system. Reporting sources have 
been identified and prioritized, and event 
definitions exist. An event assessment team/
unit responsible for assessing each reported 
event and triggering an immediate response 
is in place. Both health-care workers and 
the community are involved in event‑based 
surveillance. Capacity to conduct a 
preliminary outbreak investigation exists at the 
subnational level.

5) Please describe data sources 
used by event-based surveillance 
systems and mechanisms of 
collecting data (paper, fax, 
electronic, phone).

5) Data sources for event-based surveillance 
include reports and rumours from the 
community, health-care workers, media 
representatives, hotline or other informal 
sources. A rumour log or database for 
registration of suspected public health events 
from informal sources exists and works 24 
hours per day, 7 days a week at the national 
and subnational levels.
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6) How many events were detected, 
verified, assessed and investigated 
at national, intermediate and local 
levels during the last 12 months?

6) Specific examples are given of detected, 
assessed and verified events and actions 
triggered. An event assessment team/unit 
responsible for assessing each reported event 
and triggering an immediate response is in 
place at the national and subnational levels.

7) Is event-based surveillance 
integrated with the regular indicator- 
based surveillance system?

7) Epidemic intelligence capacity exists 
to collate and integrate event-based and 
indicator-based (from traditional systems) 
surveillance. Combined data from both types 
of surveillance are analysed and interpreted to 
detect acute public health events and/or risks. 
Feedback is provided to all reporting sites and 
other stakeholders.

8) Does the country conduct 
syndromic surveillance? Please 
describe it. If not, are there plans to 
develop syndromic surveillance?

8) Syndromic surveillance is conducted. 
Prioritization of syndromes under surveillance 
and objectives of the system are documented 
(i.e. providing early warning of seasonal illness, 
epidemiological information for seasonal 
outbreaks or specific public health incidents). 
Surveillance is conducted for at least three 
core syndromes indicative of potential public 
health emergencies according to international 
standards (severe acute respiratory syndrome, 
acute flaccid paralysis, acute haemorrhagic 
fever, acute watery diarrhoea with dehydration 
and jaundice with fever).

9) Which data sources are used and 
how are data reported? Are data 
collected specifically for syndromic 
surveillance?

9) Data sources used sufficiently inform and 
identify syndromes in the population. These 
may include electronic health records, school 
absenteeism, retail sales and over-the-counter 
medication. Data are electronically reported 
and available in real time.

10) Is the syndromic surveillance 
system integrated with the regular 
indicator-based surveillance system?

10) The syndromic surveillance system is 
integrated with the traditional indicator-based 
surveillance system. The two systems are 
interoperable, and able to exchange data and 
subsequently present that data to users.

11) Does the current syndromic 
surveillance system support the 
early warning function? Please 
provide examples.

11) Examples are given of how the syndromic 
surveillance system has been useful for 
threat detection in the past. Event data are 
appropriately stored, managed, analysed, 
interpreted and disseminated.
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InfDisSurv_3 Is a surveillance 
system in place 
for priority 
zoonotic diseases/ 
pathogens?

1) Please describe the surveillance 
system in place for priority zoonotic 
diseases/pathogens. Otherwise, are 
plans in place to develop zoonotic 
disease/pathogen surveillance?

1) Zoonotic surveillance systems are in 
place for five or more zoonotic diseases/
pathogens of greatest public health concern. 
Information exchange between animal/
wildlife surveillance units, human health 
surveillance units and other relevant sectors 
regarding potential zoonotic risks and urgent 
zoonotic events is timely and systematic. 
Relevant documentation, including a list of 
zoonotic priority pathogens for public health, 
is provided.

2) Are priority zoonotic disease/ 
pathogen surveillance data 
integrated with the indicator-based 
surveillance system?

2) Priority zoonotic disease/pathogen 
surveillance data are integrated with the 
regular indicator-based surveillance system.

InfDisSurv_4 Does the 
country conduct 
antimicrobial 
resistance 
surveillance?

1) Please describe the routine 
surveillance system for resistance 
detection.

1) Designated laboratories detect and report 
all priority resistant pathogens. Records of 
tests conducted and results are available 
(by setting, population etc.). Detection and 
reporting of antimicrobial resistance is done to 
international recommended standards by both 
veterinary and human sectors.

2) Is surveillance of infections 
caused by antimicrobial-resistant 
pathogens being performed?

2) Designated sentinel sites conduct 
surveillance of infections caused by all priority 
antimicrobial-resistant pathogens.

3) Are surveillance data integrated 
with the regular indicator-based 
surveillance system?

3) Surveillance data are integrated with the 
regular indicator-based surveillance system.

Analysis

InfDisSurv_5 How is analysis of 
infectious disease 
surveillance data 
performed?

1) Which stakeholders are involved 
in the design and implementation 
of surveillance strategies, and 
infectious disease surveillance data 
analysis?

1) Health and statistical authorities work 
together on the design and implementation of 
surveillance strategies, and infectious disease 
surveillance data analysis. Cooperation 
mechanisms exist between the public health 
institute, statistics office, universities and 
others. Examples are provided.

2) What tools are in use for analysis 
of infectious disease data? Please 
provide examples.

2) Examples are given of electronic platforms 
that integrate, synthesize and visualize 
information pertaining to disease surveillance. 
Computer-generated customized reports, 
tables, charts, maps and metadata are 
implemented.

3) Are data collection methods 
and analytical approaches (e.g. 
calculation of indicators) in line 
with international standards and 
recommendations? Please provide 
examples.

3) Data collection methods are in line with 
international standards and recommendations, 
and the country fulfils all health information 
requests from international organizations.
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4) Have pre-defined epidemic 
threshold values been established 
for the priority infectious diseases? 
Please provide examples.

4) Pre-defined action thresholds for selected 
indicator diseases (epidemic-prone, 
vaccine-preventable, others of public health 
importance) are established. Examples 
are provided.

5) Are appropriate denominators 
calculated and used? What is the 
source of the denominators? Please 
provide examples.

5) Average population of a defined 
geographical area for a calendar year is 
obtained from appropriate sources. Catchment 
population is calculated when necessary. 
Examples are provided.

6) Is analysis of surveillance data 
over time performed routinely 
for selected indicator diseases 
(i.e. epidemic-prone, vaccine-
preventable and other relevant 
infectious diseases)? Please 
describe specific data outputs.

6) Patterns of disease occurrence over time 
are displayed, and trend analysis is performed 
(according to documented SOPs). Crude 
numbers or standardized rates of disease, 
as appropriate, are calculated for selected 
diseases by time period. Epidemic curves are 
available for diseases and outbreaks. Tables 
and graphs, along with interpretations, are 
produced. Examples are provided for diseases 
under surveillance.

7) Is analysis of surveillance data 
conducted routinely by person 
and cause/risk factor/mode of 
transmission (for selected indicator 
diseases such as epidemic-prone, 
vaccine-preventable and other 
relevant infectious diseases)? 
Please describe specific data 
outputs.

7) Data analysis is performed by person 
(e.g. age, sex, race), biological characteristics 
(e.g. immune status), acquired characteristics 
(e.g. marital status), activities (e.g. 
occupation, leisure activities, use of 
medications/tobacco/ drugs) or the conditions 
in which they live (e.g. socioeconomic 
status, access to medical care), according 
to documented SOPs. Standardized rates of 
disease are calculated for selected diseases 
by person. Tables and graphs, along with 
interpretations, are produced. Examples 
are provided.

8) Is analysis of surveillance data 
routinely conducted by place 
(for selected indicator diseases 
such as epidemic-prone, vaccine-
preventable and other relevant 
infectious diseases)? Please 
describe specific data outputs.

8) Occurrence of infectious disease is 
described by relevant geographical location 
(i.e. place of diagnosis or report, birthplace, 
site of employment, school district, hospital 
unit or recent travel destinations) according 
to documented SOPs. Tables and maps, along 
with interpretations, are produced. Examples 
are provided.

9) Are routine infectious disease 
surveillance data used for analytical 
studies? Please provide examples.

9) Infectious disease data are used to quantify 
the association between exposures and 
outcomes and to test hypotheses about causal 
relationships. Examples are shown.
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Health reporting

InfDisSurv_6 Is there capacity 
for reporting and 
publication of 
infectious disease 
surveillance 
information?

1) Are surveillance reports for each 
of the infectious diseases produced 
regularly, and by whom?

1) Regular surveillance reports are produced 
by the national public health agency or 
comparable institutions, independent of the 
ministry of health. Scientific standards and 
common transparency requirements are 
followed in the production of the reports.

2) Is information from the infectious 
disease surveillance system available 
for population health monitoring? 

2) Information from the infectious disease 
surveillance programme (e.g. number of cases 
of measles or influenza) is readily available for 
use in population health reports, where it can 
be placed in a broader context.

3) How comprehensive are infectious 
disease surveillance reports?

3) Epidemiological reports are written in easy- 
to-read language, use a combination of texts 
and informative visualizations and include key 
messages, analysis outputs, interpretation 
of results and options for actions 
(i.e. assessment of preventive measures).

4) What format do the infectious 
disease surveillance reports use?

4) Regular health reports use standard 
reporting formats and tools, preferably 
publicly available web-based reports that 
use interactive visualization tools that allow 
generation of tables, graphs/charts, maps and 
infographics. It is possible to download the 
visualizations and the data on which they are 
based. Tailored summaries/factsheets are 
available for different target audiences.

5) Are infectious disease surveillance 
reports publicly available?

5) Infectious disease surveillance reports are 
publicly available and readily accessible.

6) What kind of communication and 
dissemination strategies are used for 
these reports?

6) Comprehensive communication and 
dissemination strategies are in place, 
including mass media, social media, online 
health (information) platforms, newsletters, 
email messages, presentations and 
lectures. Active feedback is also part of the 
communication and dissemination strategy, 
including follow- up of social media. Experts 
talking to the mass media have received 
relevant training.

7) Is it known to what extent policy- 
makers and other users (such 
as media, patient organizations, 
nongovernmental organizations and 
professional organizations) actually 
use infectious disease surveillance 
reports?

7) User surveys are conducted regularly. 
Website statistics are monitored and analysed 
regularly, and results are publicly available.
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8) Is event-based surveillance 
information communicated 
effectively?

8) Event-based surveillance information is 
routinely reported (and can be integrated 
with indicator-based infectious disease 
surveillance bulletins). The reports should 
contain the following aggregated data: 
number of events reported, number of events 
assessed, number of events confirmed, 
number of events not confirmed (i.e. false 
rumours), and source of report (e.g. health-
care facility, community leader). When 
responses to events are undertaken, brief 
descriptions are included in the surveillance 
bulletin to highlight the link between reporting 
and response. Feedback is given to all 
reporting sources, people and organizations 
involved in event response.

9) Is antimicrobial resistance 
surveillance information effectively 
communicated?

9) Surveillance information is routinely 
reported (and can be integrated with 
indicator- based infectious disease 
surveillance bulletins). The report should 
contain at least the following: proportion 
of antimicrobial- resistant pathogens 
among specimens or isolates, results from 
participation in international external quality 
assessment rounds of the national reference 
laboratory, incidence of infections caused by 
antimicrobial-resistant pathogens at sentinel 
sites (community and hospital-acquired), 
proportion of facilities adhering to best 
practices for health-care-associated infections 
(if known) and percentage of antibiotics 
administered appropriately (if surveyed).

InfDisSurv_7 Are infectious 
disease information 
requirements 
from international 
organizations met?

1) What proportion of outbreaks 
is notified to WHO, the Food and 
Agriculture Organization (FAO) or the 
World Organisation for Animal Health 
(OIE) within 24 hours?

1) International Health Regulation national 
focal points, OIE delegates and World Animal 
Health Information System national focal 
points are notified within 24 hours of all 
events that could constitute a public health 
emergency of international concern (PHEIC). 
The country has demonstrated the ability to 
identify a potential PHEIC and file a report 
to WHO within 24 hours; similarly to the OIE 
for a relevant zoonotic disease. Mechanisms 
are in place for effective risk communication 
during a public health emergency.

2) Does the country participate in 
international infectious disease/ 
virological surveillance projects or 
activities? Please provide examples.

2) Examples are provided of collaborations 
with international infectious disease/ 
virological surveillance projects (such as the 
FluNet global web-based tool for influenza 
virological surveillance).
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3) Are the recommended indicators 
for monitoring progress towards the 
Sustainable Development Goals in 
the WHO European Region available?

3) The following Sustainable Development 
Goal indicators are reported (disaggregated 
by time, person and place): number of 
new HIV infections per 1000 uninfected 
population, by sex, age and key populations; 
tuberculosis incidence per 100 000 population; 
hepatitis B incidence per 100 000 population.

InfDisSurv_8 What mechanisms 
exist for using 
infectious 
disease/pathogen 
surveillance reports 
in the policy- 
making process?

1) What is the mechanism for 
using infectious disease/pathogen 
surveillance reports in the health 
policy-making process?

1) There is a formal, public and transparent 
procedure for using infectious disease reports 
in the policy-making process (e.g. once every 
X years the public health institute makes a 
health report for the ministry of health, at its 
request, and the ministry formally and publicly 
reports on how it has used the information 
in this report). Parliament is informed by the 
ministry of health when formal infectious 
disease reports are published.

2) Are the reports also used to inform 
intersectoral policy-making, and do 
other policy sectors also include 
information on infectious disease 
/pathogens for informing their 
policies?

2) An intersectoral governmental body that 
discusses (how to use) the health reports is 
in place, and its decisions are formally and 
publicly reported. A “One Health” approach 
is taken for design and implementation of 
public health programmes, policies, legislation 
and research.

Knowledge translation

InfDisSurv_9 Do relevant 
stakeholders know 
which infectious 
disease/pathogen 
information is 
available and 
are they able to 
access and use it 
efficiently?

1) Is infectious disease/pathogen 
information regularly demanded 
by users like senior managers and 
policy-makers?

1) Infectious disease/pathogen information 
and its publication schedules are well known 
by policy-makers, senior managers and 
other actors such as media representatives. 
Senior managers and policy-makers demand 
complete, timely, accurate, relevant and 
validated infectious disease/pathogen 
information and know how to interpret and 
use it.

2) Are any support mechanisms 
available for training relevant actors 
on how to interpret and use the 
products?

2) Training or information courses on the 
information and knowledge products and their 
use are offered regularly.

3) Does the infectious disease/ 
pathogen information produced 
within the HIS meet the needs of the 
policy-makers?

3) Regular exchange sessions take place 
to identify the information needs and to 
assess the timeliness and usefulness of the 
formats with policy-makers and other relevant 
users. The outcomes of these sessions and 
implemented changes are documented and 
reported. Exchange and integrated knowledge 
translation approaches are applied to make 
sure that information and knowledge produced 
meet the needs of policy-makers.
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4) What kind of communication 
mechanisms are in place if there are 
questions about infectious diseases 
or pathogens, or ad hoc requests for 
this type of information?

4) A rapid response team/mechanism is in 
place to respond quickly to ad hoc questions 
(e.g. when the ministry of health is looking for 
health information to answer questions from 
parliament). 
After-care is a structural element in the 
communication and dissemination plans for 
health information and knowledge products. 
A regularly conducted user survey is applied to 
identify the usability of health information and 
knowledge products.

Governance and resources

Legislation

InfDisSurv_10 What legal 
and regulatory 
framework 
supports 
implementation of 
infectious disease 
surveillance?

1) Have infectious diseases and 
pathogens been prioritized for 
surveillance? When was the list of 
priority diseases last updated?

1) Evidence exists of prioritization of 
infectious diseases and pathogens for 
surveillance. A list of priority diseases and 
case definitions is available. The list is 
updated as necessary and includes epidemic-
prone diseases like cholera, diarrhoea with 
blood, measles, meningitis, plague, viral 
haemorrhagic fevers, yellow fever, severe 
acute respiratory syndrome and diseases 
targeted for eradication/elimination.

2) Are objectives for disease 
surveillance clearly stated and 
documented?

2) Clear objectives for surveillance of 
infectious diseases and pathogens have 
been defined (as evidenced by relevant 
documentation).

3) What is the legal and regulatory 
framework for implementation 
of infectious disease/pathogen 
surveillance activities?

3) A national legal framework (laws and 
regulations) for infectious disease/pathogen 
surveillance is available and updated regularly.

4) Is the legal and regulatory 
framework for implementation 
of infectious disease/pathogen 
surveillance activities in line with 
relevant international standards?

4) A national legal framework (laws 
and regulations) for infectious disease/
pathogen surveillance is in line with relevant 
international standards.

5) What is the level of compliance 
with the available legal and 
regulatory framework as regards 
infectious disease/pathogen 
surveillance and potential challenges 
for implementation?

5) Compliance with the surveillance 
legislation is satisfactory and no major issues 
are reported.

6) Are surveillance standards 
and guidelines available? What 
proportion of surveillance units 
has standards and guidelines for 
infectious disease surveillance?

6) Surveillance standards and guidelines for 
priority infectious diseases and pathogens are 
available to all reporting sites. Standard case 
definitions are available to all reporting units.
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7) Is a national comprehensive 
plan to strengthen surveillance and 
laboratory capacity of antimicrobial- 
resistant pathogens in place? 

7) A comprehensive plan to combat 
antimicrobial resistance is agreed and 
implemented at the national level and is 
updated regularly. In addition, yearly reporting 
on progress towards implementation takes 
place at the international level.

8) Is there a memorandum of 
understanding or other agreement 
between public health and security 
authority entities at the national 
level with regard to detection, 
investigation and response to public 
health emergencies? 

8) SOPs or emergency response plans that 
include security authorities are in place to link 
public health and security authorities (e.g. 
law enforcement, border control, customs) 
during a suspected or confirmed public health 
emergency if required.

9) Is a legal and regulatory 
framework in place for public 
health, animal health and security 
authorities to make decisions on 
coordination, communication and 
reporting of a potential PHEIC to 
WHO, FAO and OIE? 

9) A mechanism for multisectoral/ 
multidisciplinary coordination, communication 
and partnerships to make decisions on 
reporting of a potential PHEIC is available 
and documented by legislation, protocols 
and/or guidelines.

Policies, planning and evaluation

InfDisSurv_11 Is a plan of action 
to enhance 
the infectious 
disease/pathogen 
surveillance system 
in place?

1) Are strategic and operational plans 
for implementing and strengthening 
infectious disease/ pathogen 
surveillance in place?

1) Strategic and operational plans 
for implementing and strengthening 
communicable disease surveillance and 
response systems are in place. These are 
updated every 3–5 years for strategic plans 
and annually for operational plans.

2) How many activities have been 
implemented according to the plans?

2) Annual activity reports are available. Most 
activities have been implemented according 
to the plans.

InfDisSurv_12 How are the 
infectious 
disease/pathogen 
surveillance 
strategy and its 
coordination 
conducted?

1) Is there a monitoring and 
evaluation system?

1) All reporting sites are routinely monitored. 
The infectious disease/pathogen surveillance 
system has been evaluated in the last 5 years.

2) Are roles and responsibilities well 
defined and documented? 

2) Roles and responsibilities are well defined 
and documented at each level of the infectious 
disease/pathogen surveillance system.

3) Is a coordinating body in place? 3) A surveillance unit is in place at the national 
level for coordination of infectious disease/ 
pathogen surveillance activities.

4) Are any mechanisms in place 
to link public health and security 
authorities during a suspected or 
confirmed public health emergency? 

4) SOPs or emergency response plans that 
include security authorities are in place. 
Mechanisms exist that link public health and 
security authorities (e.g. law enforcement, 
border control, customs) during a suspected or 
confirmed public health emergency if required. 
Information reports are shared regularly with 
security authorities.
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InfDisSurv_13 Are regular 
advanced training 
options available 
for people with 
roles in infectious 
disease/pathogen 
surveillance?

1) What proportion of surveillance 
units have completed training 
modules?

1) A high proportion of surveillance units 
complete training modules every year.

2) What proportion of staff/ 
health-care workers are trained on 
surveillance of infectious diseases? 

2) A high proportion of staff/health-care 
workers complete training modules on 
infectious disease/pathogen surveillance 
every year.

3) What proportion of 
epidemiologists are trained on 
infectious disease/pathogen 
surveillance in each district?

3) All epidemiologists are trained on infectious 
disease/pathogen surveillance.

4) What proportion of staff/ health-
care workers have received a 
refresher course on surveillance of 
infectious diseases?

4) A high proportion of staff/health-care 
workers have undergone refresher training 
modules on infectious disease/pathogen 
surveillance in the past two years.

5) Has training been conducted 
jointly (at an intermediate (regional) 
or national level) with both public 
health and security authorities on 
topics related to infectious disease/ 
pathogen information sharing and 
joint investigations of public health 
emergencies?

5) The country has organized and conducted 
training jointly with public health and security 
authorities on topics related to infectious 
disease/pathogen information sharing and 
joint investigations of and responses to public 
health emergencies.

InfDisSurv_14 Have the 
attributes of the 
infectious disease 
surveillance system 
been evaluated? 

1) What is the frequency of 
surveillance reports (immediate, 
weekly, monthly)? Please provide 
examples.

1) The frequency of notifications is 
appropriate, based on the surveillance 
objectives and the epidemiology of the 
disease. Examples are provided.

2) What proportion of surveillance 
units submitted surveillance reports 
(immediate, weekly, monthly) to the 
next level up on time?

2) A high proportion of surveillance units 
submitted surveillance reports (immediate, 
weekly, monthly) to the next level up within the 
expected time frame (1: highly adequate if 90% 
or more; 2: adequate if 75–89%; 3: present but 
not adequate if 25–74%; 4: not adequate at all 
if less than 25%). Poor timeliness has triggered 
corrective actions (documented).

3) How is absence of underreporting 
(external completeness) of diseases 
to the infectious disease surveillance 
system evaluated?

3) Evaluation of external completeness 
is planned and implemented at least for 
priority diseases requiring a high level 
of completeness. Possible methods for 
evaluation of external completeness include 
reviews of a sample of all surveillance data, 
reviews of medical records and capture-
recapture studies. Underreporting has 
triggered corrective actions (documented).
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4) What procedures are in place to 
assess internal completeness? What 
is the proportion of surveillance 
reports with no missing required 
information (variables)?

4) A high proportion of completeness of 
variables is reported (1: highly adequate if 90% 
or more; 2: adequate if 75–89%; 3: present but 
not adequate if 25–74%; 4: not adequate at all 
if less than 25%). A mechanism is in place to 
monitor internal completeness. Low internal 
completeness has triggered corrective actions 
(documented).

5) How representative is the 
surveillance system? What is the 
geographical coverage? Do all 
clinical settings participate? Is the 
prevalence of urban versus rural 
reporting sites evenly distributed? 
Are minority populations reached by 
the surveillance system?

5) Cases notified are representative of the 
population under surveillance for a defined 
geographical area, based on surveillance 
objectives.

6) Is the external validity of the data 
generated by any infectious disease 
surveillance system evaluated? 
What methods are used? Please 
provide examples.

6) Designated staff perform validity checks. 
Possible external data sources that can be 
used to validate surveillance data are listed. 
Retrospective (i.e. concordance evaluation 
with medical records) or prospective 
evaluation methods are used. Methodology 
for validity checks and results (e.g. duplicate 
records, case misclassification, invalid data 
collection formats) are described thoroughly. 
Examples are provided. The procedures are 
documented with relevant protocols and SOPs.

7) Is the internal validity of the data 
generated evaluated? What methods 
are used? Please provide examples.

7) Validity checks such as cross-tabulations 
and distribution analysis of variables are 
routinely performed to identify outliers and 
inconsistent values. A descriptive analysis of 
data is compared to expected values, based 
on available background surveillance data, 
to identify any deviations. Examples are 
provided. The procedures are documented 
with relevant protocols and SOPs.

8) Are data flow and operating 
procedures sufficiently clear to all 
relevant stakeholders?

8) Implementers and users of the system rate 
the procedures as sufficiently simple and 
clear. The amount and type of data collected, 
managed and analysed is appropriate. The 
number of organizations involved in receiving 
case reports from a surveillance unit and 
the time spent on system maintenance 
is kept to a minimum while still meeting 
surveillance objectives.

9) Is the surveillance system able 
to collect, manage and provide data 
properly and consistently over time 
without failure?

9) Data and methodology are consistent over 
time and available when needed. The system 
is fully operational at all times. Dedicated 
resources (human and material) for running 
and maintaining the surveillance activities are 
secured in the long term.
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Item Question Probing question Expectations in a fully matured HIS

10) Has the usefulness of the data 
generated by any infectious disease 
surveillance system been evaluated? 
What methods were used? Please 
provide examples.

10) An inventory of actions taken as a result 
of information generated by the infectious 
disease surveillance system has been made. 
Usage of the system is documented (users 
of information, actions). Examples of actions 
are given and might include timely response 
to health hazards, informing target groups for 
vaccination, hypotheses to stimulate research, 
hospital bed capacity increases.

Infrastructure

InfDisSurv_15 Are sufficient 
resources available 
for maintaining 
and operating the 
infectious disease/ 
microbiological 
datasets?

1) Do stakeholders have adequate 
tools for maintaining and 
operating the infectious disease/ 
microbiological datasets?

1) Infectious disease stakeholders have 
adequate tools (e.g. database and data 
management software).

2) Do stakeholders have adequate 
manpower for maintaining and 
operating the infectious disease/ 
microbiological data collections?

2) Infectious disease stakeholders have 
adequate manpower, and staff turnover 
is limited.

3) Do stakeholders have adequate 
capacity for maintaining and 
operating the infectious disease/ 
microbiological data collections?

3) Infectious disease stakeholders have 
adequate capacity – i.e. staff with the right 
technical skills and expertise.

4) Did reporting sites have 
appropriate surveillance forms or 
other means of notification – such 
computers, internet connection – at 
all times during the last six months?

4) Reporting sites have appropriate 
surveillance forms and all necessary material 
resources (computers, internet connection, 
etc.). There are no structural problems with 
the availability of reporting forms/other 
resources.

InfDisSurv_16 Do infectious 
disease 
surveillance 
stakeholders have 
adequate resources 
for producing 
and publishing 
infectious disease 
reports regularly?

1) Do stakeholders have access 
to adequate tools for infectious 
disease/pathogen surveillance 
reporting?

1) Infectious disease surveillance stakeholders 
have access to adequate tools for producing 
infectious disease/pathogen surveillance 
reports (e.g. quality criteria/toolkit, evidence 
resources) and publishing health reports 
(e.g. software for using interactive graphs 
and options for integrating videos in 
online reports).

2) Do stakeholders have adequate 
manpower for producing and 
publishing regular infectious disease/
pathogen surveillance reports?

2) Infectious disease surveillance 
stakeholders have adequate manpower, and 
staff turnover is limited.

3) Do infectious disease surveillance 
stakeholders have adequate capacity 
for producing and publishing 
regular infectious disease/pathogen 
surveillance reports?

3) Stakeholders have adequate capacity, 
i.e. staff with the right skills and expertise 
(such as statisticians, epidemiologists, 
GIS experts, data visualization experts, 
writers/editors, communication experts). 
A multidisciplinary team works on producing 
the infectious disease/pathogen surveillance 
reports. Regular training is provided/
funds are available for regular training on 
reporting skills.
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Notes: FAO: Food and Agriculture Organization; GIS: geographical information system: HIS: health information system; 
OIE: World Organisation for Animal Health; PHEIC: public health emergency of international concern; SOPs: standard 
operating procedures.
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Annex 8.  
Long-term care add-on module

Rationale

What is the role of health information on long-term care in the wider health information system?

Conceptual framework

Long-term care (LTC) refers to a broad range of personal, social and medical services and support that ensure 
people, with or at risk of a significant loss of intrinsic capacity (due to mental or physical illness and disability), 
can maintain a  level of functional ability consistent with their basic rights and human dignity (1). Such 
services are provided over extended periods of time, although not necessarily continuously, by health and 
LTC professionals working across different care settings, and often complementarily to informally provided 
care (i.e care provided by families and local communities). Due to this complex structure of service delivery, 
the availability of a robust and integrated health information system is essential to ensure coordination across 
sectors and settings, ensure person-centredness and improve the quality of provided services.

This add-on module on health information for LTC builds largely on the WHO Framework for countries to 
achieve an integrated continuum of long-term care (2). Fig. A8.1 depicts how intrinsic capacity and functional 
ability can vary in a continuum over the life course. Preventing and compensating for permanent or transient 
losses of intrinsic capacity are key to maintaining functional ability over time and rely on a series of actions 
and services across health and LTC systems. Overall, these trajectories can be divided into three common 
periods: a period of relatively high and stable mental and physical capacity; a period of declining capacity; and 
a period of significant loss of capacity (2). For each of these phases, the integrated delivery of care services 
is facilitated by strengthening the link between health information in the LTC sector with health information 
produced in the health-care sector. This may be conceptualized as follows:

i.	 Health information on people with current high and stable capacity but at risk of needing LTC later.

ii.	 Health information on people with declining capacity, of which LTC users are a subgroup.

iii.	 Health information on people with (already) significant loss of capacity, of which LTC users are 
a subgroup.
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Fig. A8.1. Public health framework for healthy ageing

Source: WHO (1).

To adequately respond to the needs of planners, providers and users, health information systems (HISs) must 
reflect three particularities of LTC care delivery. Firstly, health information in the LTC sector has to cover both 
formal and informal care resources, as the latter accounts for the majority of LTC provided to older people 
in Europe. Secondly, it is essential that the information collected in any one care setting can be linked and 
integrated with similar information from other care settings or services along the continuum of care. For 
example, when health information is collected in fragmented silos between hospitals and residential care 
homes, it makes it very difficult for providers to interact with each other, exchange key information on the 
health status and care needs of LTC users and coordinate their efforts to ensure the transition from hospital 
to a nursing home is seamless.

Thirdly, long-term care delivery must be informed by the needs and preferences of care users, while aiming 
to ensure they retain as much autonomy and control as possible. Therefore, HISs must also capture data 
that allows for person-centred delivery of LTC, not just for a more efficient or cost effective operation of care 
systems.

Ultimately, “activities are [to be] oriented to the needs of the older person, rather than to the needs of the 
services, to enable integrated care and support” (2).
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Reporting: Who records (health) information on LTC users and where is information recorded?

As presented in Fig. A8.2, there are three settings in which a LTC user may receive care: home-based or 
community-based LTC, in a  LTC facility, or (even if temporarily in most cases) in a  health-care facility. 
Depending on the setting in which care is delivered, three groups of actors may be involved in recording 
(health) information about the LTC user. In a home-based or community-based setting, this would mainly be 
LTC workers, but also informal caregivers could record and document health information. LTC workers are 
also the main HIS actors in a LTC facility. Finally, health-care workers, such as nurses, general practitioners or 
specialists (including other professions such as physiotherapists), may document health information during 
visits in a home-based setting or in a LTC facility, and (primarily) when the LTC user is staying in a health-care 
facility (e.g. a hospital).

Fig. A8.2. Settings in which (health) information on LTC users is recorded, and the main actors involved

At a given point in time, a LTC user receives

... home-based 
LTC

... care in a LTC 
facility

... care in a 
health care 

facility

HEALTH CARE 
WORKER

Informal caregiver

LTC worker

OR OR

usually temporarily 
or for shorter 
duration

Records (health) information 
on the LTC user usually 
during temporary stays in a 
health-care facility or e.g. for 
palliative care, but may also 
record health information 
when visiting a LTC user at 
home or in a LTC facility.

Records (health) information 
on the LTC user, both when  
care is provided at home or 
in a  LTC facility.

May record (health) 
information on the LTC user, 
primarily when care  
is provided at home.

Source: authors.

Data sources and links to other modules

To analyse health information needs in the LTC sector, the data sources discussed in the core module of the 
WHO support tool will be explored in greater detail from the perspective of LTC. In particular, the key data 
sources include:

	y population-based census and surveys (HIS assessment sheet item Data sources_1)

	y population health needs (HIS assessment sheet item Data sources_2, 3, 4 and 5)

	y active health workforce (HIS assessment sheet item Data sources_8)

	y health education and training (HIS assessment sheet item Data sources_8)

	y health financing (HIS assessment sheet item Data sources_9)

	y health service utilization (HIS assessment sheet item Data sources_3)
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	y Human resources for health add-on module

	y Noncommunicable diseases add-on module.

The common problems and challenges found in the LTC sector with regard to health information are:

	y no or limited data on patient-reported outcome indicators and/or quality of life;

	y limited data linkage between health and social care/LTC sector and across LTC settings;

	y the diversity of definitions and coverage of social care/LTC;

	y very limited reporting requirements for LTC providers, as part of accreditation and quality 
management systems;

	y a lack of data collected centrally in home-based care (formal and informal);

	y a lack of (administrative) data on informal carers, intensity and type of informal care activities;

	y limited capacity of LTC workers to document information due to time constraints;

	y limited interoperability of data systems between the health and LTC sectors;

	y different policy responsibilities (health versus social care), e.g. in different ministries or at different 
administrative levels, with no systematic data collection at subnational level; and

	y the insufficient use of data and knowledge translation in LTC/social care.

Organization and content of the module

The add-on module on LTC health information follows the structure of the core/basic module, that is, data 
collection, analysis, health reporting, knowledge sharing and governance sections, which include aspects 
of inputs, processes and outputs of each topic. For the data collection section, this involves determining 
the availability of comprehensive LTC health information and its different sources of data, according to their 
hierarchy and properties. For example, administrative versus survey-based collection; multiple versus single 
data elements, with broad versus subpopulation (for example, public sector) coverage; annual versus periodic 
frequency of collection; the validity, coverage, completeness and quality measured verus not measured; data 
series revised/adjusted yearly versus not revised/adjusted; easy versus difficult/limited accessibility and 
usability; the usage or not of diagnoses/definitions according to international standards; and the inclusion 
or not of public and private information (3). Several data sources relevant for the LTC add-on module may be 
the same as those addressed in the core module, but with a LTC-related focus. Specific information involves 
mortality and population statistics in LTC settings; surveys covering LTC settings (users and workforce); 
hospital discharges/morbidity of LTC users; electronic health records by LTC setting and of treatment/
procedures accessed; health system policies with relevance for the LTC sector and vice versa; and policy 
resources and materials.

For the analysis section, the focus is on definition, measurement and availability of core LTC indicators as 
well as demographic indicators and information on risk adjustment. Further areas of interest are: from which 
parts of the health system are LTC users are coming; is analysis possible on limitations in activities of daily 
living or health status; and whether data on LTC users are integrated with other topics of potential interest 
(e.g. health-care diagnoses, socioeconomic information, and information on the household level and family 
structure).

The section on health reporting mainly addresses the access, capacity and use of data for designing, 
conducting and preparing reports that provide information and evidence, and are strategic for policy-making. 
These include the health situation in LTC settings (or of LTC users) and trend analysis; health profiles; socially 
determined health inequality assessments; and the evaluation of the progress and effectiveness of LTC plans, 
programmes and interventions. It also involves the use of reports for other aspects of policy planning, such 
as the development and measurement of targets and their indicators, and assessment of trends.
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Finally, the section on governance involves the legal aspects, structures, resources and funding aspects 
for the sustainable monitoring, surveillance and evaluation of LTC settings (with data on both LTC users 
and the LTC workforce), and processes to guarantee data and information access for stakeholders and the 
public at large. All of these are ideally placed within the context of a national plan or policy with appropriate, 
measurable and feasible targets, a  process of transparency and accountability with an open data policy, 
including access to microdata for research purposes.

Policy relevance

Integrated delivery of care is important to ensure better health outcomes and quality of life for people with 
declining capacity, as well as the sustainability of care systems and the effective use of limited care resources. 
A  cornerstone for promoting integration is a  stronger and more integrated HIS, including adequate data 
infrastructure. The coronavirus disease pandemic highlighted the vulnerability of LTC systems, compounded 
by planning difficulties due to poor data availability in the LTC sector and fragmented structures at the interface 
with health-care and HISs. In times of demographic change, planning for increasing future demand is of 
crucial importance, as is the integrated planning of health and long-term care staff. LTC workforce satisfaction 
and job retention are key in this respect. In addition, informal carers are both a resource and a potential group 
of users of health information that play an essential role, closely tied to social and socioeconomic aspects. 
Finally, a human rights perspective is required in order to highlight the dignity of older people, also in terms 
of governance.

A glossary of terms relevant to this section can be found in Box A8.1.
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Box A8.1. Glossary of terms

LTC facilities. Long-term care facilities may vary by country and is the collective term for nursing homes, 
skilled nursing facilities, assisted living facilities, residential facilities, retirement homes and residential 
long-term care facilities. They provide a variety of services, including medical and assistive care, to people 
who are unable to live independently in the community. The use of the term “long-term care facilities” does 
not include home-based long-term care or community-based care (e.g. care provided in day care centres, 
outpatient facilities, community centres).

Home-based long-term care (care at home). Care received in one’s own home from either informal 
caregivers or (formal) care workers or both.

Long-term care setting. Care received in long-term care facilities, home-based or community-based long-
term care.

Long-term care worker. Care provider associated with the formal service delivery systems of long-term 
care. Examples include professional, formal caregivers and carers, social workers and nurses. Care 
workers usually must have proof of some formal training.

Informal caregivers (carers). People who provide care for a member or members of their family, friends 
or community. They may provide regular, occasional or routine care, or be involved in organizing care 
delivered by others, most often without pay and outside the remits of a formal employment contract with 
a care providers organization. They are not professionally trained or have received only sporadic training 
for care work. Live-in carers, domestic workers or 24-hours carers can also be included in this category 
as the care they provide is based on an agreement with the person needing care or their families, although 
such agreements are often not declared or regularized as formal employment. They are remunerated for 
the care provided but are rarely recognized as care workers.

Long-term care. A broad range of personal, social and medical services and support that ensure people 
with, or at risk of, a significant loss of intrinsic capacity (due to mental or physical illness and disability), 
can maintain a level of functional ability consistent with their basic rights and human dignity.

Transitional care/intermediate care. Care that occurs during the transitions between care states, care 
settings or care providers – for example, from illness or injury to recovery and independence, from hospital 
to home, and from acute to palliative care providers. Examples of settings where transitional/intermediate 
care is provided are rehabilitation facilities.

Palliative care. An approach that improves the quality of life of patients (adults and children) and their 
families facing the problems associated with life-threatening and progressive life-limiting illness, through 
the prevention and relief of suffering by means of early identification and correct assessment and 
treatment of pain and other problems, whether physical, psychosocial or spiritual. Palliative care can be 
provided in a hospital, a long-term care facility, a specialized setting, or in people’s own homes.

Integrated care. A system and process in which services are managed and delivered such that people 
receive a continuum of health promotion, disease prevention, diagnosis, treatment, disease management, 
rehabilitation and assistive and palliative care, coordinated across the different levels and sites of care 
within and beyond the health sector, and provided according to their needs throughout the life course.

Long-term care users. Those who receive either unpaid care or paid care or both, from either informal 
caregivers or care workers or both, in long-term care facilities or at home/in the community for 
a prolonged period of time. Long-term care users may also temporarily receive care in a health-care 
setting (e.g. in a hospital), or die in a health-care setting.

Sources: (2, 4–6)
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Add-on Long-term care 
ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_coll1 
(adapted 
from the Core 
module)
See Core 
module Data 
sources_2

What is the
coverage and 
quality of death 
registrations in LTC 
facilities or other 
settings?

1) Are regular censuses 
performed in the country 
(including LTC users)?

1) Coverage of censuses includes LTC facilities and 
is in line with international standards.

2) Is the place of death 
recorded on the death 
registration form as 
a standard practice (e.g. 
nursing home, other type of 
LTC facility)?

2) The coverage of place of death information on 
the death registration forms is (close to) 100%, 
allowing for the identification of deaths in LTC 
facilities.

3) Are any deaths in LTC 
facilities unregistered and, 
if so, what share of deaths – 
and which subgroups of 
the population does this 
concern?

3) The coverage of registered deaths is (close to) 
100% in LTC facilities.

4) What is the coverage of 
cause-of-death information 
recorded on the death 
registration form of LTC 
users in LTC facilities?

4) The coverage of cause-of-death information 
recorded on the death registration form is (close to) 
100% in LTC facilities.

5) What is the quality of the 
cause-of-death information 
recorded on the death 
registration form of LTC 
users in LTC facilities?

5) Cause-of-death information recorded on the 
death registration form in LTC facilities is of high 
quality, in that:
•	 medical doctors are trained (as part of the regular 

curriculum and/or postgraduate training) to fill in 
the death registration forms (including medical 
doctors visiting a LTC facility);

•	 clear rules and a legal framework that define the 
circumstances for which an autopsy needs to be 
performed to establish the cause of death are in 
place;

•	 International Classification of Diseases (ICD)-10/
ICD-11 is used to code causes of death;

•	 coding is performed by dedicated, specifically 
trained staff; and

•	 the proportion of all deaths coded to ill-defined 
causes is low.

6) Are there possibilities 
to link mortality data to 
information on health 
service use, allowing for the 
identification of LTC users?

6) There is a suitable legal basis and adequate 
data infrastructure (e.g. use of universal personal 
identifiers) that allows for the linkage of mortality 
data with health service use data, enabling the 
development of more sophisticated statistics and 
research.
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_coll2 
(adapted from 
the CORE 
module)
See core module 
Data sources_3; 
and core module 
items Data 
infrastructure_1 
and Data 
infrastructure_3

What is the status of 
health records in LTC 
facilities and among 
LTC workers?

1) What kind of record-
keeping systems are used in 
LTC facilities and among LTC 
workers?

1) A centralized and interoperable (electronic) 
records system is in place in all LTC facilities. It can 
be used for referral and data exchange with health-
care facilities.

2) Can data for secondary 
purposes – such as quality 
control, planning and policy-
making – easily be extracted 
from these systems, linking 
data from LTC settings with 
data from the health-care 
sector (or others)?

2) Tailored aggregated datasets can be extracted 
easily by administrators, managers and health 
or LTC workers. If various electronic information 
systems are used (e.g. across care homes), 
interoperability between these systems is ensured. 
LTC data can be linked to data available on LTC 
users in hospitals and vice versa. LTC workers 
in the community also contribute to electronic 
records.

3) Are data routinely shared 
with other stakeholders?

3) Data reporting systems from LTC facilities 
are interoperable with those used in health-care 
facilities. Data from LTC facilities are routinely 
shared with health-care facilities and vice versa.

4) What is the coverage 
and quality of information 
on diagnoses among LTC 
users in (a) LTC facilities, (b) 
among LTC users receiving 
home-based care (c) among 
LTC facility residents who 
are temporarily staying in 
a health-care facility?

4) Coverage of diagnoses is high. For hospital or 
LTC facility discharge records, ICD-10/ICD-11 is 
used.

5) What is the coverage and 
quality of information on 
medical procedures among 
LTC users registered in the 
health service records?

5) There is high coverage of registration of the 
care provided for LTC users in the health service 
record including diagnostic tests, treatments 
(surgery, drugs, other), medical devices, type of 
care (inpatient, ambulatory, emergency) and length 
of stay in hospitals, and appropriate international 
classifications are used (such as International 
Classification of Health Interventions). Biases 
affecting these data are limited and known. LTC 
users can be easily identified in the data.

6) What is the coverage and 
quality of information on 
ADLs in (a) LTC facilities, (b) 
among LTC users receiving 
home-based care, (c) among 
LTC facility residents who 
are temporarily staying in 
a health-care facility?

6) There is high coverage of activities of daily living 
and non-medical procedures that reflect the variety 
of needs of LTC users, and related services and 
interventions.
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_coll3 
(adapted 
from the Core 
module)
See core module 
Data sources_8

What data sources 
on LTC resources 
exist?

1) What data sources exist on 
care workers in LTC settings 
(formal health and LTC 
workers in LTC facilities and 
in home-based LTC)?

Note: the question refers to 
staff in both LTC and health-
care settings (e.g. hospitals).

1) National human resources for health databases 
track the number of professionals working in 
different health and LTC settings, by major 
professional category (including doctors, 
nurses, nursing and care assistants, allied health 
professionals), with complete coverage and 
tracking the movements of the workforce into, out 
of and between different care settings (i.e. covering 
flows and stocks of human resources in each 
care setting). For example, this can be achieved 
by assigning each individual care professional, 
including those working in LTC settings, a unique 
identifier code in the national human resources 
database, which stays with them for their practising 
career.
Data are available on professional categories 
specific to LTC (including for example personal 
care workers, care assistants, domestic workers 
with caring roles, social workers), they are 
harmonized with the national human resources 
for health database, and can be linked and jointly 
interrogated.

2) What data sources exist on 
family, unpaid and informal 
care provision, for integrated 
planning of care resources in 
the community?

Note: for the definition of 
informal caregivers and care 
workers see the glossary in 
the rationale section for this 
module.

2) Data on the number of persons delivering 
care and support outside the remits of a formal 
employment contract are available, along with the 
intensity and frequency of the care they provide. 
Data can be from different sources, depending 
on the type of variables needed and the specific 
context in the country (e.g. regular national 
surveys, administrative data and registers) and 
include both informal family caregivers who are not 
paid for the care they provide and domestic and 
personal care workers who provide care within the 
remits of formalized or informal work agreements 
with care receivers and their families.

3) What data sources exist 
on LTC facilities (including 
residential care homes, 
respite care and day care 
facilities)?

3) A national database of public and private sector 
LTC facilities is in place, with complete coverage. 
Each LTC facility has been assigned a unique 
identifier code that permits data on facilities to be 
merged. Data are available including on the number 
and geographical distribution of LTC facilities per 
type (e.g. respite care, day care, residential care 
home), complexity levels (users), number of beds, 
and number of care workers per number of beds.

4) What data sources exist on 
LTC users?

4) The number and characteristics of people 
receiving LTC (by setting) is recorded. Where 
applicable, information on the support received by 
informal caregivers is included. Data is collected 
in such a way that information on the care dyads 
(i.e. care user and their main informal caregiver) 
can be linked. Information on LTC users includes 
demographic information, socioeconomic 
information and information on household status.
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_coll4 
(adapted 
from the Core 
module)
See core module 
Data sources_7

Are regular health 
surveys conducted 
among LTC users?

1) Are regular surveys 
carried out among LTC users 
(including in LTC facilities)?

1) A long-term operational plan is in place, including 
financing from the public budget, for regularly 
conducting national health interview surveys for 
LTC users in all settings, including in LTC facilities. 
The methodology applied in these surveys is 
in accordance with international standards 
and, if applicable, international data delivery 
requirements. It reflects the different settings, i.e. 
home-based care and LTC facilities are adequately 
covered in national sampling, to reflect their 
population proportion.

2) Are people living in 
LTC facilities adequately 
represented in regular 
population-based surveys?

2) People in LTC facilities participate on a regular 
basis in population-based surveys, and can be 
stratified by sociodemographic, socioeconomic and 
geographic characteristics.

3) Are regular surveys carried 
out among care workers in 
home-based LTC and in LTC 
facilities?

3) A long-term operational plan is in place, including 
financing from the public budget, for regularly 
conducting national health interview surveys for 
LTC settings (potentially including occupational 
health risks, working conditions, work-related 
quality of life). The methodology applied in these 
surveys is in accordance with international 
standards and, if applicable, international data 
delivery requirements.

LTC_coll5 
(adapted 
from the Core 
module)
See core 
module Data 
infrastructure_1

What is the status 
of adoption of 
electronic health 
record (EHR) 
systems?

1) Are EHR systems being 
used by LTC facilities/
providers?

1) All LTC facilities and providers only use 
electronic user records; there is no or minimal 
parallel paper record keeping.

2) How advanced or 
extensive are these EHR 
systems?

2) The EHR systems are comprehensive and 
compile all information related to the care of an 
individual LTC user. This means that the systems, 
alongside information on the health status/
diagnosis of the LTC user, hold information on, for 
example, rehabilitation, support with activities of 
daily living or instrumental activities of daily living 
limitations, assistive devices and technologies, and 
support for social participation.
Other aspects related to health care are also 
included, such as lab results, diagnostic imaging, 
the care process (e.g. referrals), (surgical) 
interventions, drug prescriptions and billing/
reimbursement. In addition, the systems 
include professional standards and clinical 
decision support tools. eSignatures are used for 
authorization.

3) (If one centralized or 
a limited number of EHR 
systems are in use) Were 
the needs of end-users 
(i.e. various LTC workers) 
taken into account in the 
development of the EHR 
system?

3) The needs of care workers that will be working 
with the system in daily practice were taken into 
account in its development.
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_coll6 
(adapted from 
Core module)
See core 
module Data 
infrastructure_3

Are any 
interoperability 
standards defined 
and used?

1) Are any commonly 
agreed interoperability 
requirements or standards in 
place to ensure integration 
and interoperability of 
information systems between 
different LTC facilities 
or providers, as well as 
with other data-holding 
institutions?

1) The standards that health-care and LTC providers 
and facilities need to use to communicate between 
organizations and to report to authorities are 
defined. These standards could refer to LTC facility 
administrative records, and link, for example, to the 
national HIS or the national civil registration and 
vital statistics system.

LTC_coll7 
(adapted from 
Core module)
See core 
module Data 
management_2

What quality control 
mechanisms are 
applied for the 
data sources listed 
above?

1) Are there data quality 
assurance and monitoring 
mechanisms in place?

1) Regular audits are performed – e.g. by the 
subnational level’s health authorities – to check 
the quality of (health) information submitted by LTC 
facilities/providers. Quality assurance mechanisms 
are aligned with the highest international 
standards.

LTC_coll8 
(adapted from 
Core module)
See core module 
Resources 
for data 
collection_1

Is an adequate legal 
framework in place 
for HIS-related data 
collections in LTC 
settings (home-
based LTC and LTC 
facilities)?

1) Is there a legal basis for 
HIS-related data collections 
in LTC settings? Which data 
elements are defined in the 
law?

1) There is a legal basis for the most important HIS-
related data collections in LTC settings, covering 
both legal questions at institutional level (e.g. 
access from LTC settings to health care records and 
vice versa), and at individual user level (e.g. data 
privacy).

2) Is an adequate legal 
framework in place for linking 
and sharing the HIS-related 
data collections in LTC 
settings?

2) Criteria for data privacy, secondary processing, 
sharing of information and data linkage are 
specified. A legal framework that is not too 
restrictive is in place – i.e. one that strikes the right 
balance between data protection and making health 
data available for the public good. Accessibility of 
essential data sources for the most important HIS 
stakeholders (statistical office, ministry of health) 
is regulated by law.

LTC_coll9 
(adapted from 
Core module)
See core module 
Resources 
for data 
collection_2

Are sufficient 
resources available 
for maintaining 
and operating 
HIS-related data 
collections in LTC 
settings (home-
based LTC and LTC 
facilities)?

1) Do HIS stakeholders in 
LTC settings (home-based 
LTC and LTC facilities) have 
adequate tools to maintain 
and operate HIS data 
collection?

1) HIS stakeholders in LTC settings have adequate 
resources – both hardware (e.g. computers, iPads) 
and software (e.g. database and data management 
software).

2) Do HIS stakeholders in the 
LTC sector have adequate 
manpower to maintain and 
operate HIS data collections?

2) HIS stakeholders in LTC settings have adequate 
manpower, and staff turnover is limited.

3) Do HIS stakeholders 
in the LTC sector have 
adequate capacity including 
infrastructure and resources 
to maintain and operate HIS 
data collection?

3) HIS stakeholders have adequate capacity (i.e. 
staff have the right technical skills and expertise). 
Regular (funded) training is provided for staff in LTC 
settings dealing with HIS data collection.
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_coll10 What is the role of 
the primary health 
care and secondary 
care sectors for data 
collection on current 
and potential LTC 
users?

1) Are data on LTC needs (e.g. 
limitations in activities of 
daily living or instrumental 
activities of daily living) 
collected in the primary care 
and secondary care sector?

1) Current and potential future LTC users are 
identified in the primary health care and secondary 
care sector. LTC users identified include those 
cared for by relatives/informal carers but without 
(yet) receiving any formal kind of support. 
Documentation of LTC needs is carried out 
using a standardized (national or international) 
classification system.

LTC_coll11 How are data 
used routinely to 
support the sharing 
of and improve 
the quality of 
information among 
LTC stakeholders 
and with HIS 
stakeholders?

1) Is there a nursing minimum 
data set available?

1) A minimum data set is available and regularly 
shared (and evaluated) between LTC providers as 
well as with the HIS stakeholders. The minimum 
data set includes clinical outcomes, integrated 
service targets and composite quality measures.

LTC_coll12 Are detailed 
financing data on 
LTC collected?

1) Are detailed financing 
data on LTC available and 
linked to either the health or 
social care sphere and clearly 
identified?

1) LTC financing data include out of pocket 
expenditures for LTC, separated by health and 
social care spheres of financing.

LTC_analy1 Has a core set of 
indicators been 
defined?

1) Are there core sets of 
indicators defined to monitor 
the performance of the LTC 
sector, and the management 
of transitions between 
health and LTC settings (and 
vice versa), as well as size 
and health status of the 
population of LTC users/
people who need LTC?

1) Health system performance assessment 
indicators also cover LTC settings, both separately 
and at the interfaces of health-care settings, and 
take into account the size and health status of the 
population of LTC users/people who need LTC.

2) Is there a standard set 
of user-reported outcome 
measures for LTC users 
that is taken into account 
for monitoring LTC system 
performance/quality 
assurance?

2) A core set of outcome indicators is reported 
by LTC users. Indicators cover aspects of person-
centred care (e.g. indicators on health-related 
quality of life, well-being, life satisfaction).

3) Is data collected regularly 
on indicators covering 
aspects of end of life and 
palliative care?

3) Indicators cover aspects of end of life and 
palliative care, like pain management, opioid use, 
psychological support at the end of life, advanced 
care planning and advanced directives in LTC 
facilities and other LTC settings (i.e. home-based 
and community-based care).
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_analy2 Are collected 
indicators sufficient 
to inform the 
organization and 
planning of LTC 
resources, including 
the estimation of 
current and future 
trends in demand 
and supply of care?

1) Are demographic 
indicators and care resources 
in the household analysed?

1) Regular analysis of demographic indicators (e.g. 
on life expectancy, disability free life expectancy, 
population growth) takes place. Sufficient quality 
check mechanisms are in place. Further, analysis 
of care resources in the household takes place (e.g. 
household size, intergenerational cohabitation).

2) Do indicators allow 
estimations of current and 
future underlying needs 
of potential LTC users? 
(demand/needs)

2) Regular analysis of indicators referring to 
underlying LTC needs takes place, including chronic 
needs in the general population, and risk factors for 
declining intrinsic capacity and functional ability. 
Disability trends are monitored.

3) Do indicators allow 
estimations of current and 
future capacity of the LTC 
system? (supply/capacity)

3) Collected indicators allow the estimation of 
capacity to provide care in different settings (i.e. 
home, community, facilities), by different providers 
(i.e. formal, informal) and for different types of care 
users (i.e. high/low needs, specific pathologies 
and needs – e.g. for dementia), with a high level of 
precision.

4) Do indicators allow the 
evaluation of the current 
and future care levels of LTC 
users?

4) Current needs levels of LTC users and their 
development over time are tracked. Support needs 
of informal caregivers are linked with information 
on LTC needs over time.

5) Do indicators include 
measures for quality 
assessment and continuity 
at the interface of LTC and 
health-care settings?

5) Measures for quality assessment are regularly 
analysed and include indicators at the interface of 
LTC and health-care settings (i.e. rates of avoidable 
hospital admission, service integration, clinical 
outcomes, user satisfaction, waiting time).

LTC_analy3 Do collected 
indicators allow 
estimations on the 
current and future 
availability and 
support needs of 
informal caregivers?

1) Are indicators on informal 
caregivers analysed 
and linked with other 
sources (including health 
information)?

1) The characteristics and support needs of 
informal caregivers are being analysed regularly 
and linked with information on LTC users’ needs. 
Dyads can be created in the data linking informal 
caregivers and LTC users (e.g. at household level). 
Information on informal caregivers includes 
information on demographic, socioeconomic 
background and household status and can be linked 
to the health and welfare information of informal 
caregivers.

LTC_report1 Is there regular 
reporting of 
LTC system 
performance?

1) Do existing health reports 
include a broad and updated 
range of data sources 
covering LTC settings 
(home-based LTC and LTC 
facilities)? Do existing health 
reports build (also) on LTC 
provider-based information 
systems? Do existing health 
reports build on public health 
surveillance systems?

1) Existing health reporting products cover LTC 
settings and LTC users, building on the linkage 
of different data sources and accounting for 
contextual information of LTC users.
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ID_LTC Question Probing question Expectations in a fully matured HIS

LTC_report2 Does regular 
reporting on LTC 
service provision 
take place?

1) Does mapping 
and reporting of the 
characteristics of LTC service 
provision take place?

1) Reporting on LTC services includes information on 
provision in the private versus the public sphere, size, 
quantity, geographical and quality distribution, and 
includes all LTC settings (i.e. home-based services 
and community-based centres and LTC facilities).

LTC_transl1 Are there 
mechanisms for 
using reports in 
the policy-making 
process?

1) Do regular stakeholder 
meetings take place between 
health and LTC policy-
makers as well as the HIS 
stakeholders relevant to 
the LTC sector? If yes, are 
data needs to be used for 
decision-making discussed?

1) Regular stakeholder meetings take place, 
involving relevant stakeholders from the LTC (HIS) 
sector, as well as from health and LTC policy-
making. Data needs are regularly discussed in view 
of policy decisions.

LTC_transl2 Do relevant 
stakeholders know 
which products are 
available and how to 
use them?

1) Do specific LTC HIS 
products exist, such as 
an LTC dashboard, report, 
data collection forms etc.? 
Do information products 
allow for comparisons at 
subnational, national and 
international levels?

1) A variety of information products exist that 
are suited to the needs of LTC HIS stakeholders. 
Comparisons can be made at subnational, national 
and international level. Transparency of results is 
provided enabling quality assurance reporting in 
LTC facilities.

LTC_transl3 
See Core 
module items 
on knowledge 
translation

Are relevant 
stakeholders able 
to use information 
products targeted at 
them?

1) Are information products 
regularly demanded by users 
such as senior managers 
and policy-makers? Are 
specific tools to stimulate 
the uptake of information and 
knowledge in policy-making 
used?

1) The regular information and knowledge products 
produced within the HIS and their publication 
schedules are well known by LTC policy-makers, 
senior managers and other actors such as media 
representatives. Senior managers and policy-
makers demand complete, timely, accurate, 
relevant and validated HIS information, and know 
how to interpret and use it. Producers of reports 
use tools specifically aimed at stimulating the 
uptake of information and knowledge in policy-
making, such as policy briefs and policy dialogues.

LTC_gov1 Is the HIS legislation 
up to date?

1) Is the legislation for the HIS 
(and links with LTC) up to date? 
Ideally, this legal framework 
should also cover an evidence-
informed policy cycle.

1) The country has a legal framework on how the 
health and LTC sector interact on data exchange. 
LTC is considered part of the HIS in the legislation.

LTC_gov2 Are human rights 
perspectives part of 
the legal framework 
governing LTC 
governance?

1) Are national or 
international legislation and 
standards on the rights of 
older people and people with 
disability reflected in the 
country’s HIS framework?

1) The national LTC strategy is linked to HIS and 
covers also human rights aspects.

LTC_gov3 Are data on financing 
and resources 
used to assess the 
sustainability of the 
national LTC system?

1) Are detailed data on 
existing resources and 
their use available to build 
scenarios on financing LTC 
and future projections of care 
needs and availability of care?

1) Projections include the subnational level, and 
there is a way to systematize different levels of 
financing (including where resources come from 
and by which criteria they are distributed).

Notes: EHRs: electronic health record; ICD: International Classification of Diseases.
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Annex 9.  
Migration health data 

add-on module

Rationale

What is the role of migration health data in the wider health information system?

With increasing cross-border population movements throughout the WHO European Region and globally, 
the need for reliable, accessible and timely migration health data is more important than ever. The ability 
to disaggregate health data according to migratory status is essential to support evidence-informed policy, 
and the implementation of inclusive, refugee- and migrant-sensitive public health interventions (1,2). Such 
information allows for a better understanding of the health risks and needs of these diverse populations, 
enables the identification of at-risk subgroups, and supports the effective targeting of health promotion 
activities, both for refugees and migrants and the host population, before, during and after migration (1,3). 
It is also essential for the achievement of goals set forth in different current and future Regional and global 
agendas, including the WHO Thirteenth General Programme of 2019–2023: promote health, keep the world 
safe, serve the vulnerable (GPW 13) (4), European Programme of Work (EPW) 2020–2025 (5), the Sustainable 
Development Goals (SDGs) (6), the WHO Global action plan on promoting the health of refugees and migrants 
(7,8), and the new Action plan for refugee and migrant health in the WHO European Region 2023–2030 (9).

Currently, the availability of migration health data across the WHO European Region is varied. Data are often 
not representative of the burden of health risks faced by these groups, nor is it representative of all migrant 
populations (1). For example, some data on the health of refugees is routinely collected, such as via screening 
programmes on arrival, however, collection is often concentrated around infectious diseases (1). Moreover, 
migration and health data tend to exist separately in Member States and where health data is available, it 
often cannot be disaggregated by migratory status (1). Where migratory status is captured, such as through 
national statistics offices or via immigration data, it is often incomplete and not linked to or integrated with 
health data (1). These issues result in inaccurate or unclear results in which it is difficult to determine the 
health status of refugees and migrants or their health needs, and to monitor and evaluate interventions (1). 
This illustrates how capturing migratory status through data linkage and the inclusion of migration-related 
variables as part of the routine health information system (HIS) would help provide a more comprehensive 
and detailed picture of refugee and migrant health in the Region.

While there are limited contexts in which the establishment of a separate or parallel HIS for refugees and 
migrants may be appropriate, such an approach is generally more resource intensive, technically complex, 
and unsustainable, with limited scope for comparability and interoperability (1). As set out in the WHO 
Technical Guidance on Collection and integration of data on refugee and migrant health in the WHO European 
Region (1), it is recommended that countries focus on the targeted integration of migration data into national 
HIS. This will promote the effectiveness, quality and sustainability of migration health data and help develop 
the basis for the harmonization and comparability of data reporting across the Member States of the WHO 
European Region. It will also improve the HIS and strengthen the health system for other vulnerable groups 
and the entire population more broadly. Improving the integration of migration data into the national HIS 
should therefore be a core priority of Member States as part of overall health system strengthening activities. 
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Where there is a need for a separate HIS for migration and health data, it should be linked and integrated with 
the national HIS.

Policy relevance of this module

Today, there are approximately 101 million international migrants living within the WHO European Region: 
more than 1 in 10 people (10). The processes of displacement and migration are important determinants of 
health and well-being, and refugees and migrants often experience worse health outcomes compared to host 
populations as a result (2). These groups are often disproportionately affected by communicable diseases 
such as tuberculosis and HIV due a  range of living and working conditions, including those experienced 
following arrival in the host country (1,2). Noncommunicable diseases are also an increasing health burden 
for refugees and migrants, with their risk generally increasing with duration of stay in the host country (1,2). 
The prevalence of mental health conditions is also understood to be high for many refugees and migrants 
along different points of migration pathways, particularly among conflict-affected populations (2).

The capacity to monitor the health of refugees and migrants with high quality comparable data is thus 
essential for robust public health policy and planning. Data on the health status of these populations; risk 
factors and determinants of health; the accessibility and utilization of health services; as well as on the 
effectiveness of interventions is a critical prerequisite for evidence-informed decision-making, both within 
and beyond the health sector. The availability of good data within national HIS also enables the comparison 
of refugee and migrant health both across countries and over time. The absence of this type of comparable 
data was noted as a key finding of the WHO World report on the health of refugees and migrants (2022) (2).

The coronavirus disease pandemic provided an example of the urgent need for migration health data at the 
country level to support the inclusion of refugees and migrants in public health preparedness and response 
planning. Evidence has suggested that refugees and migrants have in many instances been disproportionately 
impacted by the pandemic and related response measures, linked to disadvantages in living conditions, 
working environments, access to health care and financial security (1,11). However, data on such health 
determinants and vulnerabilities are often not available within or for HIS (1). Difficulties in collecting migration 
health data has led to issues in identifying specific at-risk groups, thereby impacting the ability to implement 
timely and targeted public health messaging and health services for refugees and migrants, as well as for 
the general population (1). The lack of appropriate data and evidence greatly constrains broader disease 
containment efforts (1).

Ultimately, the availability of migration health data is important not only from a  global public health and 
socioeconomic development perspective, but also from a human rights perspective. The right to health is 
fundamental for all people, including refugees and migrants. The principle of leaving no one behind underpins 
the goals and targets of the SDGs (6), as well as the three core priorities of the GPW13 (4) and EPW (5) – 
moving toward universal health care, protecting against health emergencies and promoting health and 
well-being. However, where there remain critical data gaps, refugees and migrants will continue to be left 
behind (2).

Structure and content of this module

As proposed by the WHO Regional Office for Europe’s technical guidance on the collection and integration of 
data on refugee and migrant health (1), this add-on module is organized according to six core components 
as outlined below. The questions and evidence presented have been derived from an extensive review of the 
literature as reported in the Health Evidence Network synthesis report 66: what is the evidence on availability 
and integration of refugee and migrant health data in health information systems in the WHO European Region? 
(3) complemented by further literature reviews and an expert consultation through the development of the 
Collection and integration of data on refugee and migrant health in the WHO European Region: technical 
guidance (1).
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The first component of the module – HIS resources – focuses on the human, financial and technological 
resources required for capturing and integrating migration health data, as well as the legislative and regulatory 
aspects of data collection and utilization. It also considers coordination mechanisms between relevant 
stakeholders and institutions.

The second component – indicators – covers the variables to be integrated into the national HIS. These include 
core essential variables that allow for disaggregation by migratory status, as well as additional recommended 
variables that allow for further identification of migrant subgroups. Notably, these variables for capturing 
migration health data are primarily focused on determinants of health, including socioeconomic, behavioural, 
environmental, demographic and political factors. It is assumed that variables in other domains, relating to 
health status and the health system for example, already exist in the national HIS as they are relevant for the 
entire population.

The third component is data sources. No single data source can provide all the information required for 
an HIS, much less migration health data. Consequently, a  combination of sources is necessary and this 
component covers traditional data sources (both population- and institution-based), non-traditional data 
sources such as big data, as well as qualitative data, and data linkages.

The fourth component, data management, focuses on processes related to the collection, processing and 
storage of sensitive data. This includes strategies to promote participation, such as sampling methods and 
cross-cultural validation of instruments; processes related to the extraction and linking of data; as well as the 
safeguarding of data to ensure appropriate use and access.

The fifth component is information products, related to the transformation of data into actionable information; 
developing the basis for evidence and knowledge. Raw data alone is rarely useful. This component also 
covers the alignment of migration health variables with existing international reporting frameworks.

The sixth and final component is dissemination and use looks at accessibility of data for research and 
decision-making.

How can the outcomes of this module be used to improve health information?

The current status quo with regard to the availability and accessibility of migration health data in the WHO 
European Region indicates the need for improved efforts at both the country and Regional level. At the national 
level, this module supports the assessment and integration of migration health data within an HIS. It describes 
the core components of an HIS as it pertains to migration health data and provides technical guidance and 
expectations for best practices. This includes promoting an enabling legislative and regulatory environment; 
supporting measures to safeguard sensitive data against unauthorized access and use; transforming data 
into knowledge; and promoting appropriate dissemination and utilization of collected evidence. This module 
can be used by both internal and external actors working within an HIS, including policy-makers and HIS 
planners across sectors at local, national and Regional levels; as well as health practitioners, researchers, law 
enforcement and other relevant stakeholders. The purpose of this module is to facilitate review of the HIS’s 
ability to integrate and use migration and health data to identify areas for improvement.

Regardless of the current situation in countries, this module can be used to determine key policy 
considerations and recommendations to improve existing practices. For example, for Member States where 
there may be limited or no migration-related indicators incorporated within the HIS, outcomes may include 
the adoption of key variables within some data sources, or recommendations on ways to start collecting and 
safeguarding relevant data. For Member States where there may be some migration health data available 
but where it may be fragmented and not routinely collected, outcomes may include strengthening processes 
for routine collection, integrating migration-related variables across all data sources, or improving processes 
for transforming data into knowledge. For other Member States, where the availability of migration health 
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data may be more advanced, outcomes may include the sophistication of legal safeguards, or the taking of 
further steps to standardize and disseminate data more widely or using the full potential of data linkage. The 
module can also be used to identify and exchange good practices; to support Member States to strengthen 
monitoring and evaluation processes; and to align reporting on migration health with existing reporting 
frameworks such as the SDGs, to reduce reporting burdens.

This module is intended to support the overall harmonization of migration health data collection, sharing and 
reporting at national and international levels, including with respect to particular migration-related indicators, 
variables and definitions, as well as data collection methods. It ultimately aims to support the cross-country 
comparability of migration health data throughout the Region. The module is intended to align with the work 
of the United Nations Expert Groups on Migration Statistics (known as EGMS) (12), the United Nations Expert 
Group on Refugee and Internally Displaced Persons Statistics (known as EGRISS) (13), and the WHO–Pécs 
Task Force (14), which are all current initiatives working specifically to strengthen the collection, analysis, 
reporting and harmonization of migration health data in the Region.

This module considers refugees and migrants as per the definition used in the Health Evidence Network 
synthesis report 66 and the WHO Regional Office’s technical guidance (1,3). The term is used to refer to 
refugees and migrants, including a heterogenous set of several distinct and overlapping subgroups, such 
as asylum seekers, labour migrants, newly arrived migrants, international students and migrants in irregular 
situations. It is acknowledged that the lack of universal definition for some of these groups will impact the 
collection and comparison of relevant health data across the Region.

Add-on Migration health data
Item Question Probing question Expectations in a fully matured HIS

Health information system resources

MIG_RES_1 How does the current HIS 
collect data on migration 
health?

1) Is migration health data 
already being collected 
by routine data collection 
systems?

1) Migration health data is collected by routine data 
collection systems, and integrated into the national 
HIS. Further, the Member State has conducted 
or is planning to conduct an assessment on the 
current availability, accessibility and sufficiency 
of existing migration health data within the HIS. 
Such a stock take can help guide the development 
of and strategic planning for HIS strengthening to 
support future investments and provide a baseline 
for monitoring and evaluation.

2) Has an assessment been 
conducted on the national 
capacity to produce 
migration health data?

2) The Member State has conducted or is 
planning to conduct an assessment on the 
national capacity for producing migration health 
data. Possible resources include the Toolkit to 
Assess National Migration Data Capacity (15) 

the Migrant Integration Policy Index (16), and the 
Health Information Assessment Tool on Asylum-
Seekers (HIATUS) (3) which could be adapted for 
other groups.
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Item Question Probing question Expectations in a fully matured HIS

3) Does the Member 
State have a separate 
information system for 
migration health data?

3) There is full integration of migration health data 
within the national HIS. Integrated systems are 
less resource intensive and improve data quality, 
shareability, comparability and sustainability. 
However, separate systems may be validated 
in certain contexts, such as in entry or transit 
locations, where migrants are not registered 
with national health services, where the HIS in 
its current form is not designed to accommodate 
sudden or large influxes of refugees or migrants, 
or where the system needs to be implemented or 
scaled up rapidly.

4) Where separate systems 
exist, are they integrated 
or linked to the national 
HIS?

4) Where separate systems exist, these systems 
are integrated with or linked to the routine national 
HIS, facilitating interoperability and the future 
integration of both systems. This can be done 
through the routine compilation of data from the 
two systems of the sources, or through the use of 
unique identifiers that allow linkage between the 
two sources. This will ensure that the data from 
the separate information systems are included in 
national data analysis and dissemination activities.

5) Where separate systems 
exist but are not integrated 
or linked, are they 
interoperable with other 
national HIS elements 
when needed? How is 
comparability between 
refugees and migrants 
and the host population 
supported?

5) Where separate information systems do exist, 
and where they are not integrated or linked with 
the national HIS, there is interoperability with other 
national HIS elements. When this is not feasible, 
analyses are done in a way that supports, as best 
as possible, comparability between migrant and 
host populations.

6) Is there a routine review 
of the collection and 
integration of migration 
and health data within the 
HIS?

6) The collection and integration of migration 
health data is routinely reviewed.

MIG_RES_2 Have additional human 
and financial resources 
been allocated to enable 
the collection and 
integration of migration 
health data into the 
routine HIS?

1) Are funds available, 
at all levels of data 
collection, management 
and dissemination, for 
addressing language and 
cultural barriers?

1) Additional resources are allocated where 
required for the training and provision of 
interpreters and/or cultural mediators. Cultural 
mediation services can help enhance the 
participation of refugee and migrant groups within 
surveys and other data collection methods, and 
can help ensure consent, increase response rates, 
and improve data quality. Regarding participation 
strategies, please refer to Question MIG_MGT_15.
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Item Question Probing question Expectations in a fully matured HIS

2) Have additional 
resources been allocated 
as required to adapt 
or implement different 
sampling methods and 
data collection strategies?

2) Additional human and financial resources are 
allocated where required to adapt or implement 
different sampling and data collection methods 
to routinely collect and integrate migration health 
data into the national HIS. This may include, for 
example, to translate and validate questionnaires 
into different languages, to collect data in person 
rather than online, to facilitate oversampling, or to 
engage cultural mediators during data collection. 
Refugee and migrant populations may be hard to 
reach and traditional sampling methods to collect 
data may not be sufficient. Regarding participation 
strategies, please refer to Question MIG_MGT_15.

3) Is training provided for 
data collectors, including 
health-care providers, 
and health workers on 
how to ask, collect and 
enter appropriate data? 
Do staff receive cultural 
competency training?

3) Individuals responsible for collecting data on 
migration health, both within and outside the 
health sector, are provided training on the unique 
challenges and processes involved in collecting 
such data. They are also provided cultural 
competency training to increase understanding 
and trust, and further support the collection of 
migration health data.

MIG_RES_3 How is collaboration 
between relevant 
stakeholders and 
institutions on 
the collection and 
integration of migration 
health data into the HIS 
facilitated?

1) Is there an established 
multi-stakeholder working 
group/steering committee, 
including refugees and 
migrants, to facilitate the 
collection, integration and 
dissemination of migration 
health data at various 
levels?

1) A working group/steering committee composed 
of representatives of all key stakeholders, 
including refugees and migrants, involved with 
the collection, analysis, dissemination and use 
of migration health data is present to guide 
the development and maintenance of the HIS. 
A functioning HIS, and the integration of migration 
health data, requires a whole-of-society and whole-
of-government approach, including collaboration 
between ministries of health, migration, labour, 
education and justice; national statistics 
offices; disease surveillance programmes; and 
international organizations. Such a group could 
help enhance the integration and harmonization of 
migration health data at national and international 
levels.

2) What coordination 
processes are in 
place to ensure the 
collection, synthesis 
and dissemination of 
migration health data 
is representative of the 
diversity present among 
the Member State’s 
refugee and migrant 
population?

2) Multiple actors, including refugees and 
migrants, are engaged in the process of collecting 
and synthesizing migration health data and 
disseminating information as it pertains to all 
refugee and migrant groups. Not all refugees and 
migrants, such as irregular migrants, are equally 
accessible for migration health data collection, 
synthesis and dissemination.
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Item Question Probing question Expectations in a fully matured HIS

3) Are migrants and 
refugees themselves 
and/or representative 
organizations involved in 
the design, implementation 
and evaluation of 
processes to integrate 
migration health data into 
the national HIS?

3) Refugees and migrants are engaged in 
processes, including decision-making, related 
to the collection, analysis and dissemination of 
migration health data. This is important to ensure 
health services and data collection is responsive, 
needs-based and inclusive.

MIG_RES_4 What regulatory 
frameworks, plans or 
policies apply to and 
support data collection 
and sharing efforts?

1) What legislative or other 
arrangements already exist 
that apply to, and support, 
data collection and sharing 
within the country (with 
different authorities and 
stakeholders) and with 
other countries?

1) Data collection and sharing efforts are in line 
with existing relevant legislative and regulatory 
frameworks. For example, the European Parliament 
and Council regulate what migration statistics 
are gathered and shared in the European Union 
through a multitude of regulations. Other 
frameworks support harmonized migration health 
data across the broader Region, including the 
SDGs (6), the International Health Regulations 
(2005) (17), the Action plan for refugee and migrant 
health in the WHO European Region 2023-2030 (9), 
the Promoting the health of refugees and migrants: 
global action plan (7) and the two global compacts 
(18,19).

2) Are there legislative 
or other arrangements 
that clearly delineate 
responsibilities of 
different actors engaged 
in data collection, storage, 
analysis and dissemination 
in the Member State?

2) Roles and responsibilities for data collection and 
sharing are clearly defined. Data could be collected 
by various actors such as government agencies, 
nongovernmental organizations or researchers. 
Processes are in place to ensure the duplication 
of data collection is avoided and data is shared 
between relevant actors for public health purposes, 
and the analysis and dissemination of such data 
is coordinated. This also ensures that the same 
standard is applied for all data collection activities.

3) Is there a public 
institution charged with 
the duty of collecting data 
related to equality?

3) Public institution(s) are charged with the 
collection of migration health data to promote 
equality and anti-discrimination. Where there 
is no existing public institution charged, legal 
instruments, both national and regional, could 
support the collection of migration health data 
under the rationale of equality and fairness. 
Obligations to provide equal treatment by public 
authorities could be used to support such 
arguments.

4) What laws, regulations 
and processes are in place 
to prevent unauthorised 
access and use of 
information? Please refer 
to Question MIG_MGT_17.

4) Please refer to Question MIG_MGT_17.
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Item Question Probing question Expectations in a fully matured HIS

Indicators

MIG_IND_5 Does the HIS capture 
migration-related 
variables?

1) Does the HIS capture 
data on both immigrants 
and emigrants?

1) The HIS captures data related to both 
immigrants and emigrants. Depending on the 
country context, emigration may be a more 
prominent phenomenon compared to immigration, 
or vice versa, or both processes may be equally 
important. It is important to capture data related to 
both groups where possible.

2) Does the HIS capture 
core migration-related 
variables such as country 
of birth, country of 
citizenship, year and 
month of arrival, and the 
country of birth of both 
parents?

2) The core set of migration-related variables, 
based on the United Nations Expert Group on 
Migration Statistics and the Collection and 
integration of data on refugee and migrant health in 
the WHO European Region: technical guidance (1) 

developed by the WHO Regional Office for Europe, 
are integrated into the HIS. These variables capture 
the most essential information required for basic 
disaggregation.

3) Does the HIS capture 
any additional migration-
related variables? These 
include reason for 
migration (immigration 
and emigration), ever 
resided abroad status, 
knowledge of the official 
language(s) of the host 
country, and legal status.

3) In addition to the core set of variables, the 
additional variables are also integrated into the HIS 
(please refer to Table 1 on page 27 of the technical 
guidance (1)). These variables allow for the further 
identification of subgroups such as refugees, 
international students and returning emigrants, 
and would provide a more inclusive assessment of 
migration health determinants.

4) Do health-care providers 
collect migration-related 
variables at point-of-care?

4) Certain variables, such as legal status and 
duration of stay, are not collected at point-of-care 
by health-care providers but are instead gathered 
from other routine sources and analysed and 
disaggregated through data linkage. Collecting 
these variables at point-of-care may adversely 
affect trust between the provider and the patient.

5) Are data from other 
sources such as registries 
from non-health sectors 
(i.e. labour and education) 
linked to the HIS to 
inform indicators for the 
determinants of health?

5) Information on indicators for the determinants 
of health is generated not only through the health 
system but also through multiple sectors such as 
labour, education, agriculture and administrative 
registries that are linked to the HIS.

MIG_IND_6 Are migration-related 
variables reviewed 
periodically?

1) Are migration-related 
variables reviewed 
periodically and are new 
variables added and/
or existing variables 
strengthened as required?

1) Core, recommended and other migration-related 
variables are reviewed periodically for their validity, 
reliability, sensitiveness and relevance as part 
of routine health system and HIS strengthening 
processes.
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Item Question Probing question Expectations in a fully matured HIS

Data sources

MIG_DAT_7 Has an analysis or 
inventory of current data 
sources been conducted 
to identify where 
migration health data is 
already being collected 
or could be collected?

1) Has an assessment 
been conducted to identify 
and take stock of existing 
and potential sources of 
migration health data?

1) The Member State has conducted or is planning 
to conduct an assessment of existing data sources 
and their relevance for capturing migration health 
data, including of definitions and methodologies 
used, and the availability and quality of such 
data. No single data source can provide all the 
information needed for HIS, nor for migration 
health. A combination of sources is necessary.

2) What definitions 
of categories and 
methodologies for 
migration health data 
collection are currently 
used? What is the 
definition of migrant 
that is currently used in 
the country/HIS? Is the 
definition harmonized with 
definitions used by other 
national and international 
information systems?

2) Definitions are harmonized across Member 
States’ own information systems. Efforts are 
also taken to improve harmonization of variables 
and indicators relevant for migration health data 
between countries.

3) What is the current 
availability and quality 
of sources used to derive 
migration health data?

3) The quality of data sources is reviewed 
periodically in order to generate representative, 
relevant and valid information.

MIG_DAT_8 What population-based 
sources are currently 
used or could be used to 
derive migration health 
data?

1) How is migration data 
captured within general 
population censuses?

1) Questions capturing data on migratory status 
are included in all national censuses and general 
household surveys through the use of core 
variables such as citizenship and country of 
birth, or through recommended variables such as 
language.

2) How is migration 
data captured within 
civil administrative 
registries, for example 
birth and death registries, 
or registries based on 
employment, income etc.?

2) Civil administrative registries enable 
disaggregation by migratory status and are 
integrated into the national HIS.

3) How is migration 
data captured within 
population-based surveys, 
for example, health 
monitoring surveys?

3) Population-based surveys enable disaggregation 
by migratory status and includes a representative 
sample, reflective of the Member State’s 
refugee and migrant population. Representative 
samples can be achieved through techniques 
such as oversampling for hard to reach and 
underrepresented groups and through the 
participation of refugee and migrant groups in 
various HIS processes including data collection. 
Regarding strategies to enhance participation, 
please refer to Question MIG_MGT_15.
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Item Question Probing question Expectations in a fully matured HIS

4) What other population-
based sources are 
currently used or could be 
used to derive migration 
health data?

4) Other potential population-based sources are 
identified and explored. For example, data from 
countries of origin, particularly where there are 
strong HIS, might be accessible if they are relevant 
and meet data protection criteria.

MIG_DAT_9 What institutional-based 
sources are currently 
used or could be used to 
derive migration health 
data?

1) How is migration data 
captured within disease 
registries?

1) Disease-specific registries enable 
disaggregation by migratory status and are 
integrated into the national HIS to provide 
information on co-morbidities and other relevant 
health outcomes among refugees and migrants.

2) How is migration data 
captured within medical 
records, insurance 
records and health service 
utilization data?

2) Data on migratory status is not collected by 
health-care providers but is instead collected by 
others and is made available through appropriate 
data linkage. This may include the linking of 
medical records to other data sources such as 
insurance or health utilization records through 
unique identifiers. Collection of migratory 
status-related data at health-care facilities is not 
recommended because health-care staff may not 
be trained to collect such data or refugees and 
migrants might not trust the health-care staff, 
fearing that the data might be shared with other 
actors such as law enforcement agencies.

3) How is migration data 
captured within medical 
screenings?

3) Where undertaken as part of migrant health 
assessments, data from medical screenings are 
linked or integrated into the national HIS.

4) Where medical 
screening is implemented 
for newly arrived refugees 
and migrants, what health 
concerns are screened for?

4) Medical screenings for newly arrived refugees 
and migrants are provided on a voluntary basis, not 
limited to infectious diseases, are linked to follow 
up care, and data is shared to ensure continuum 
of care.

5) What other institution-
based sources are 
currently used or could be 
used to derive migration 
health data?

5) Other potential institution-based sources 
are identified and used. For example, data from 
countries of origin, particularly where there are 
strong HISs, might be able to be shared if relevant 
and meeting data protection criteria.
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Item Question Probing question Expectations in a fully matured HIS

MIG_DAT_10 What sources are 
currently used or could 
be used to derive 
migration health data 
for subgroups among 
refugees and migrants?

1) Are medical records 
and health data routinely 
collected in reception 
centres and camp-like 
settings?

1) Health monitoring systems are established 
in reception centres and camp-like settings for 
asylum seekers and refugees, and are integrated 
with the national HIS. This improves the 
representation of these groups in the national HIS. 
Medical records are harmonized and digitized to 
improve the use of such data within the HIS.

2) Is data available for 
specific subgroups, for 
example, unaccompanied 
minors, pregnant asylum 
seekers and refugees, 
or victims of torture and 
violence?

2) Additional variables are used to help identify 
different subgroups, their health risks and needs. 
Member States may have subgroup-specific databases 
and registers. Various barriers can hamper access to 
migrant subgroups, including making contact with 
people on the move, and fear of discrimination and 
stigmatization. Regarding migration-related variables, 
please refer to Question MIG_IND_5.

MIG_DAT_11 What other non-
traditional sources 
are currently used or 
could be used to derive 
migration-health data?

1) Is big data, such as from 
social media or cellular 
activity, utilized to capture 
migration-related statistics 
and for what purposes? 
What categories of big 
data sources are used and 
how are they generated? 
What challenges are 
presented?

1) Member States have an inventory of where and 
how big data is generated and is used for capturing 
migration health data. This includes the three 
main categories of big data sources for migration-
related statistics: cellular activity; internet-based 
activity; and positioning of data using satellites 
and mobile phones.

2) How is big data 
integrated into public 
health policy and how 
are the related technical, 
infrastructural, ethical, 
legal and societal 
challenges addressed?

2) Big data is often generated and used by private 
organizations – often outside the norms of routine 
data collection for HIS. Relevant concerns and 
challenges are identified and addressed to ensure 
appropriate data management.

3) What conditions, 
restrictions and processes 
are in place to manage 
the sharing of sensitive 
data between private 
companies – where the 
data is collected – and 
public authorities?

3) Clear conditions, restrictions and processes 
are in place to regulate the sharing of sensitive 
data collected by private companies with public 
authorities for health-related purposes. The 
sharing of this information is particularly risky.

MIG_DAT_12 Are qualitative sources 
integrated into routine 
data collection to 
support triangulation?

1) What methods are 
used for incorporating 
qualitative data into 
migration health data 
collection?

1) Qualitative data sources, such as interviews, 
are integrated into routine HIS to triangulate data. 
Possible methods include nesting qualitative 
sources within routine HIS data collection 
tools such as censuses and surveys to recruit 
respondents for interviews, adopting sequential or 
parallel designs to supplement quantitative data 
from a different sample, or inclusion of open-ended 
qualitative questions in surveys.
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MIG_DAT_13 What strategies are in 
place to support data 
flow and linkage?

1) Are linked datasets 
available for migration 
health data? Refer also to 
questions MIG_RES_1 and 
MIG_IND_5.

1) Datasets are linked to increase the availability 
of migration health data. This could occur across 
ministries, organizations or institutions, nationally 
or regionally, creating a data repository in a format 
that allows for further analysis, query and 
extraction by relevant actors.

2) Are unique identifiers 
for individuals utilized? 
If not, what alternative 
approaches are used?

2) Unique identifiers for each individual in the 
country are used to help facilitate the linking of 
data. Where Member States don’t have unique 
identifiers for individuals, multiple variables 
could be combined to create unique identifiers. 
Alternative approaches also include, for example, 
using algorithms to create innovative linkages.

3) Do all or some data 
sources collect multiple 
variables (particularly core 
variables) to support data 
linkage?

3) Multiple variables, particularly the core variables 
that capture migratory status, are collected by 
various or all data sources. This ensures that 
migration health data can be produced through 
data linkage.

Data management

MIG_MGT_14 What guidelines are 
in place related to the 
collection, processing 
and storage of sensitive 
migration-health data?

1) What framework(s) 
govern data protection?

1) A standard framework is utilized for data 
management and protection. In the absence 
of wider and comparable international law on 
data protection, the European Union’s general 
data protection regulation (20) is regarded as 
a gold standard in data protection, and provides 
a framework for data management. The IOM Data 
Protection Manual (21) can also be used as a guide 
for ethical considerations and best practices 
surrounding migration health data collection and 
protection.

2) Under what conditions 
or requirements is the 
collection of sensitive data 
allowed?

2) Migration health data is grouped under 
“sensitive data”. Conditions and requirements 
to collect such data are clearly defined. These 
may include for the purpose of managing health 
systems, for research purposes, and in the event of 
a serious cross-border threats to health.
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3) What requirements 
and processes are there 
for obtaining voluntary 
informed consent for the 
collection of migration 
health data?

3) Consent is a lawful basis for data collection, 
processing and usage and is given voluntarily 
without coercion or fear of any legal consequences 
or denial of benefits. Whether consent must be 
explicit – either written or oral – and how to 
ensure consent is fully informed and voluntary, 
for example, through translation to the preferred 
language of the individual whose consent is being 
sought, is clearly articulated. Processes are also 
set out to ensure data collectors, prior to obtaining 
consent, justify and explain the use of the data and 
the individual’s right to erase the data at any time. 
For refugees and migrants in vulnerable situations 
such as in camps or detention, the presence of 
an experienced nongovernmental organization 
staff member or cultural mediator during informed 
consent procedures helps to ensure participation 
is voluntary.

4) What safeguards are 
in place to ensure the 
appropriate storage of 
migration health data with 
respect to security and 
protection, including in 
terms of limits in time?

4) Data is stored according to national regulations 
and laws to ensure security and protection. 
The European Union’s general data protection 
regulation (20) as well as the International Health 
Regulations (2005) (17) provide guidance on the 
storage of personal information. The processing 
and storing of sensitive data is handled with care 
particularly for refugees and migrants fleeing 
conflict or persecution. When creating databases 
or repositories of sensitive data, authorities are 
aware of the potential of use of health data for 
non-health purposes such as deportation and the 
risk for third parties hacking into or misusing the 
data. Measures are put in place to address these 
concerns.

5) What efforts are taken 
to ensure appropriate and 
timely anonymization and 
pseudonymization of data?

5) Anonymization and pseudonymization is 
conducted shortly after collection and during 
storage to help reduce security risks.

6) What practices are in 
place to prevent data from 
becoming unusable over 
time?

6) Data storage practices centre upon the 
depositing of data into a central data repository 
(or central data warehouse). This makes it more 
available, encourages data collection methods 
to comply to best practices and ensures the 
sustainability and availability of those data over 
time.
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MIG_MGT_15 What strategies are 
in place to promote 
participation by refugees 
and migrants, and ensure 
that data adequately 
reflects their health 
concerns?

1) Are survey instruments 
translated into multiple 
languages, depending on 
the country context?

1) Methodologies are adapted to the language 
needs of refugees and migrants. This will differ 
in different contexts. Regarding the allocation of 
resources, please refer to Question MIG_RES_2.

2) How are sampling 
approaches adapted 
as needed to ensure 
data collection is 
representative?

2) Specific sampling approaches are adapted 
as needed to ensure representation. Potential 
strategies include oversampling for household 
surveys in geographical areas with larger 
proportions of migrants (with appropriate 
weighting during analysis), disproportionate 
sampling of areas with higher proportions of 
migrants, two-phase sampling of households and 
community-based recruitment. Regarding the 
allocation of resources, please refer to Question 
MIG_RES_2.

3) Are electronic systems 
used where possible 
instead of paper-based 
systems for data 
collection? If paper-based 
systems are used, what is 
the process and timeline 
for digitization?

3) Electronic systems are used for registering, 
monitoring and improving the health of refugees 
and migrants. If paper-based data collection must 
occur, it is digitized promptly. However, for routine 
data-collection for the HIS, refugee and migrant 
data is collected in the same system as the host 
population, regardless of the method used.

4) Is there cross-cultural 
validation of instruments?

4) Data collection instruments are validated 
cross-culturally, to ensure accuracy of concepts, 
definitions and terminologies.

5) What strategies are 
in place to reduce the 
potential for stigmatization 
and discrimination that 
may occur through the 
sharing of sensitive data?

5) Sharing of sensitive migration and health 
data, such as the presence of communicable 
diseases or belonging to particular groups, may 
expose refugees and migrants to stigmatization 
and discrimination. Measures such as voluntary 
self-identification during data collection whereby 
refugees and migrants may choose to identify 
as belonging to a certain group or not and clear 
regulations on which authorities have access to 
collected data are in place. This information is 
clearly communicated to refugees and migrants 
during and prior to collecting data.
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MIG_MGT_16 What processes are 
in place to enable 
the extraction, 
transformation and 
merging of data?

1) How is the quality and 
reliability of data assessed 
with respect to migration 
health indicators?

1) All data, indicators and variables are assessed 
for quality and reliability by looking at timeliness, 
periodicity, consistency, representativeness, 
disaggregation and confidentiality. There are tools 
available to support such assessments, including 
the MEASURE Evaluation (22), the Data Quality 
Review Toolkit (23) and the Routine Data Quality 
Assessment Tool (24).

2) Where there is no single 
source of migration health 
data, is data linkage used? 
What approaches and 
methods are used for data 
linkage and why?

2) Data linkage is used where required to help 
generate more comprehensive information and 
reduce the duplication of efforts. Linkage can 
be implemented in a variety of ways such as 
through deterministic or probabilistic linking, or by 
statistical matching, depending on the structure 
and needs of the national HIS.

3) What processes are in 
place to determine consent 
both from individuals and 
organizations/institutions 
for data linking?

3) Data linkage processes have established 
mechanisms to seek consent from individuals as 
well as the organizations and institutions involved 
in maintaining datasets and allowing for the 
sharing of that data. Data controllers (e.g. national 
statistics offices) disclose any sharing with third 
parties and the purpose of data collection is 
disclosed to all data subjects before collection and 
as requested by data subjects.

MIG_MGT_17 What safeguards are 
in place to ensure 
appropriate use of 
sensitive data?

1) Under what 
requirements and with 
what safeguards is the 
sharing of personal (non-
anonymized) data with 
an organization or a third 
state possible?

1) There are clear requirements and processes for 
the sharing of personal data, including for example, 
with respect to informed consent.

2) What laws, regulations 
and processes are in place 
to prevent unauthorized 
access to information?

2) Clear regulations on who or which authorities 
can access data within the HIS, and for what 
purposes, are in place and communicated to 
refugees and migrants prior to data collection.
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Item Question Probing question Expectations in a fully matured HIS

3) What laws, regulations 
and processes are in 
place to prevent the 
unauthorized use of 
information?

3) Clear regulations on who or which authorities 
can use data within the HIS, and for what purposes, 
are in place and communicated to refugees and 
migrants.

4) What steps are taken 
to reduce the risks 
associated with linked/
integrated datasets and to 
safeguard sensitive data 
from being used for non-
health purposes such as 
immigration surveillance?

4) Mechanisms are in place to reduce the risks 
associated with linked/integrated datasets, and 
to prevent sensitive data from being used for non-
health purposes such immigration surveillance, 
including deportation. Options include firewalls, 
laws that regulate the use of sensitive data, and 
direct anonymization of sensitive data.

5) Are there data privacy 
laws in place that 
explicitly ban the transfer 
of information and/or 
reporting of irregular 
migrants to police or 
immigration authorities?

5) National laws explicitly ban the transfer 
of identifiable migration health data for non-
health purposes. Firewalls that prevent police or 
immigration authorities from using health data for 
detection and/or prosecution of irregular migrants 
are in place.

6) What laws and 
regulations apply to health 
care providers with respect 
to protection of private and 
sensitive data, including 
for irregular migrants?

6) Health-care providers and organizations are 
protected from the requirement to report irregular 
migrants to police or immigration authorities. 
Health care providers and staff are clearly 
informed that they do not have any duty to report 
to immigration authorities.

Information products

MIG_PRO_18 Are migration health 
variables aligned with 
existing international 
reporting frameworks 
to reduce reporting 
burdens and enhance 
international 
comparability?

1) Is disaggregation 
by migratory status 
currently occurring for 
the 24 indicators of the 
SDGs for which this is 
recommended?

1) Disaggregation by migratory status is occurring 
as recommended for the 24 migration-relevant 
SDG indicators specified for disaggregation, as 
per the United Nations Inter-Agency Expert Group 
on SDG Indicators (25) As per the International 
Recommendations on Internally Displaced Persons 
Statistics (26), 12 priority SDG indicators are also 
disaggregated by forced displacement category.

MIG_PRO_19 What processes are in 
place for the analysis and 
publication of migration 
health data?

1) How frequently is 
migration health data 
analysed and published?

1) Migration health data is analysed and published 
periodically so as to be transformed into 
information that can become a baseline and guide 
for evidence and knowledge, and supports policy 
and targeted interventions.

2) What steps are taken 
to standardize reporting 
formats, both nationally 
and internationally? Are 
the specific definitions 
of categories and 
methodologies used for 
migration health data 
collection by the national 
HIS published?

2) Efforts are taken to strengthen the 
standardization both nationally and regionally, 
including publishing the definitions of categories 
and methods used for data collection and analysis. 
Standardization of reporting formats is important 
for knowledge translation.
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Item Question Probing question Expectations in a fully matured HIS

Dissemination and use

MIG_DIS_20 How is migration health 
data and information 
disseminated for further 
use?

1) How is existing 
migration health data 
made easily available and 
accessible to relevant 
stakeholders?

1) Easy access, either public or with authorization 
where required, to migration health data is facilitated 
by the HIS. Data could be provided either as 
anonymous individual microdata where allowed, or 
as disaggregated tables. Data is provided in formats 
that are easy to understand by users, for example, 
with brief and user-friendly evidence summaries.

2) How often is migration 
health data or information 
sought from and/
or provided to other 
countries?

2) Migration health data is shared between 
countries explicitly for health purposes and 
according to appropriate data protection 
standards. Please refer to questions MIG_MGT_14 
to MIG_MGT_17.

3) How often are reports, 
summaries or other 
information products 
based on migration health 
data published?

3) Information products based on the data is 
presented in a user-friendly format, depending on 
the user group, and in a timely manner.

4) Are available datasets 
and means for access 
regularly reported to the 
public, together with 
protocols for sharing 
and requesting copies of 
datasets?

4) Information regarding available data sets and 
how to access them is regularly reported. This 
will help improve awareness of existing migration 
health data. The protocols for sharing and 
requesting copies of datasets are also clarified.

5) Who are the key 
stakeholders in the 
Member State for 
which migration health 
information are/should be 
disseminated to?

5) Key stakeholders are identified for the purposes 
of dissemination of migration health data. 
Stakeholders include those in policy-making roles 
at local, national and international levels, as well 
as health researchers and health information 
specialists.

6) What communication 
channels are used to 
disseminate migration 
health data?

6) Communication channels are utilized 
appropriately according to the target audience 
and stakeholders. Possible methods include 
dissemination workshops, policy forums, publicly 
maintained websites, dashboards, infographics, 
research reports and presentations.

7) What systems are in 
place to facilitate the 
inclusion of migration 
health data in health 
policy-making processes?

7) Standardized procedures are established to 
facilitate the inclusion of migration health data 
in developing evidence-informed practices and 
policies. Information and evidence produced using 
the HIS are presented in an appropriate format to 
the relevant stakeholders, including policy-makers, 
at the right time. The format, stakeholder and time 
will vary according to the context. For example, 
a policy-maker might prefer a summary with key 
points whereas a health-care planner might require 
a detailed report. The frequency in reporting might 
be higher during an emergency compared to a non-
emergency situation.



Support tool to strengthen health information systems202

References11

1.	 Collection and integration of data on refugee and migrant health in the WHO European Region: technical 
guidance. Copenhagen: World Health Organization Regional Office for Europe; 2020 (https://iris.who.int/
handle/10665/337694).

2.	 World report on the health of refugees and migrants. Geneva: World Health Organization; 2022 (https://
iris.who.int/handle/10665/360404).

3.	 Bozorgmehr K, Biddle L, Rohleder S, Puthoopparambil SJ, Jahn R. Health Evidence Network Report 
66: What is the evidence on availability and integration of refugee and migrant health data in health 
information systems in the WHO European Region? Copenhagen: World Health Organization Regional 
Office for Europe; 2019 (https://iris.who.int/handle/10665/328634).

4.	 Thirteenth general programme of work, 2019–2023: promote health, keep the world safe, serve the 
vulnerable. Geneva: World Health Organization; 2019 (https://iris.who.int/handle/10665/324775).

5.	 European Programme of Work 2020-2025: United Action for Better Health. Copenhagen: WHO Regional 
Office for Europe; 2021 (https://iris.who.int/handle/10665/339209).

6.	 The 17 Goals. In: United Nations [website]. New York: United Nations; n.d (https://sdgs.un.org/goals).

7.	 Promoting the health of refugees and migrants: global action plan, 2019–2023. Geneva: World Health 
Organization; 2019 (https://www.who.int/publications/i/item/WHA72-2019-REC-1).

8.	 The World Health Assembly extends the global action plan for refugee and migrant health until 2030. 
In: World Health Organization [website]. Geneva: World Health Organization; 2023 (https://www.who.int/
news/item/26-05-2023-the-world-health-assembly-extends-the-global-action-plan-for-refugee-and-
migrant-health-until-2030).

9.	 Action plan for refugee and migrant health in the WHO European Region 2023–2030. Copenhagen: 
WHO Regional Office for Europe (https://iris.who.int/handle/10665/375061).

10.	International migrant stock 2020 [database]. New York: United Nations Population Division; 2020 
(https://www.un.org/development/desa/pd/content/international-migrant-stock).

11.	Apart Together survey: Preliminary overview of refugees and migrants self-reported impact of 
COVID-19. Geneva: World Health Organization; 2020 (https://iris.who.int/handle/10665/337931).

12.	United Nations Expert Group on Migration Statistics. In: United Nations Department of Economic and 
Social Affairs [website]. New York: United Nations Department of Economic and Social Affairs; 2020 
(https://unstats.un.org/unsd/demographic-social/migration-expert-group/resources/).

13.	EGRISS, Expert Group on Refugee and IDP Statistics [website]. Copenhagen: EGRISS; 2024 (https://
egrisstats.org/).

11	 All references were accessed on 22 January 2024.

https://iris.who.int/handle/10665/337694
https://iris.who.int/handle/10665/337694
https://iris.who.int/handle/10665/360404
https://iris.who.int/handle/10665/360404
https://iris.who.int/handle/10665/328634
https://iris.who.int/handle/10665/324775
https://iris.who.int/handle/10665/339209
https://sdgs.un.org/goals
https://www.who.int/publications/i/item/WHA72-2019-REC-1
https://www.who.int/news/item/26-05-2023-the-world-health-assembly-extends-the-global-action-plan-for-refugee-and-migrant-health-until-2030
https://www.who.int/news/item/26-05-2023-the-world-health-assembly-extends-the-global-action-plan-for-refugee-and-migrant-health-until-2030
https://www.who.int/news/item/26-05-2023-the-world-health-assembly-extends-the-global-action-plan-for-refugee-and-migrant-health-until-2030
https://iris.who.int/handle/10665/375061
https://www.un.org/development/desa/pd/content/international-migrant-stock
https://iris.who.int/handle/10665/337931
https://unstats.un.org/unsd/demographic-social/migration-expert-group/resources/
https://egrisstats.org/
https://egrisstats.org/


Annex 9. Migration health data add-on module 203

14.	Conference statement on improving health information systems for migration health. In: Consensus 
Conference, Pécs, 7–8 October 2019. Copenhagen: World Health Organization Regional Office 
for Europe, University of Pécs; 2019 (https://www.mighealth-unipecs.hu/education-downloads/
send/89-final-document/206-outcome-document).

15. Toolkit to assess national migration data capacity. New York: United Nations Statistics Division; 
2021 (https://unstats.un.org/unsd/demographic-social/migration-expert-group/methodology/
Assessment-of-national-capacity-in-producing-mig-statistics-rev2021_v6.pdf).

16. Solano G, Huddleston T. Migrant Integration Policy Index. MIPEX; 2024 (https://www.mipex.eu/).

17. Internal Health Regulations (2005), third edition. Geneva: World Health Organization; 2008 (https://iris.
who.int/handle/10665/246107).

18. Global Compact on Refugees. New York: UN General Assembly; 2018 (https://www.refworld.org/legal/
agreements/unga/2018/en/124198).

19. Global Compact for Safe, Orderly and Regular Migration. New York: UN General Assembly; 2019 (https://
www.refworld.org/legal/resolution/unga/2019/en/147186).

20. The general data protection regulation. In: European Council [website]. Brussels: European Council; 2024 
(https://www.consilium.europa.eu/en/policies/data-protection/data-protection-regulation/).

21. IOM data protection manual. Geneva: International Organization for Migration; 2010 
(https://publications.iom.int/books/iom-data-protection-manual).

22. Measure Evaluation [website]. Chapel Hill: Measure Evaluation; 2024 (https://www.measureevaluation.
org/).

23. �Data Quality Review Toolkit. Chapel Hill: Measure Evaluation; 2024 (https://www.measureevaluation.
org/our-work/data-quality/data-quality-review.html).

24. �Routine Data Quality Assessment Tool. Chapel Hill: Measure Evaluation; 2017 (https://www.
measureevaluation.org/resources/publications/ms-17-117.html).

25. �Improving migration data in the context of the 2030 Agenda. New York: United Nations Statistics 
Division; 2017 (ESA/STAT/AC.339/1) (https://unstats.un.org/unsd/demographic-social/meetings/2017/
new-york--egm-migration-data/Background%20paper.pdf).

26. �Expert group on refugee and internally displaced persons statistics (EGRIS). Internation-
al Recommendations on Internally Displaced Persons Statistics (IRIS). Luxembourg: Eu-
ropean Union and the United Nations; 2020 (https://egrisstats.org/recommendations/
international-recommendations-on-idp-statistics-iris/).

https://www.mighealth-unipecs.hu/education-downloads/send/89-final-document/206-outcome-document
https://www.mighealth-unipecs.hu/education-downloads/send/89-final-document/206-outcome-document
https://unstats.un.org/unsd/demographic-social/migration-expert-group/methodology/Assessment-of-national-capacity-in-producing-mig-statistics-rev2021_v6.pdf
https://unstats.un.org/unsd/demographic-social/migration-expert-group/methodology/Assessment-of-national-capacity-in-producing-mig-statistics-rev2021_v6.pdf
https://www.mipex.eu/
https://iris.who.int/handle/10665/246107
https://iris.who.int/handle/10665/246107
https://www.refworld.org/legal/agreements/unga/2018/en/124198
https://www.refworld.org/legal/agreements/unga/2018/en/124198
https://www.refworld.org/legal/resolution/unga/2019/en/147186
https://www.refworld.org/legal/resolution/unga/2019/en/147186
https://www.consilium.europa.eu/en/policies/data-protection/data-protection-regulation/
https://publications.iom.int/books/iom-data-protection-manual
https://www.measureevaluation.org/
https://www.measureevaluation.org/
https://www.measureevaluation.org/our-work/data-quality/data-quality-review.html
https://www.measureevaluation.org/our-work/data-quality/data-quality-review.html
https://www.measureevaluation.org/resources/publications/ms-17-117.html
https://www.measureevaluation.org/resources/publications/ms-17-117.html
https://unstats.un.org/unsd/demographic-social/meetings/2017/new-york--egm-migration-data/Background%20paper.pdf
https://unstats.un.org/unsd/demographic-social/meetings/2017/new-york--egm-migration-data/Background%20paper.pdf
https://egrisstats.org/recommendations/international-recommendations-on-idp-statistics-iris/
https://egrisstats.org/recommendations/international-recommendations-on-idp-statistics-iris/


Support tool to strengthen health information systems204

Annex 10.  
Noncommunicable disease 
monitoring add-on module

Rationale

What is the role of health information on noncommunicable diseases in the wider health information 
system?

Noncommunicable diseasese (NCDs) represent a major public health challenge in the WHO European Region, 
where a significant fraction of all health losses (morbidity, disability and mortality) is caused by this group of 
diseases (1). NCDs comprise a large group of diverse diseases, but five major groups, that is, cardiovascular 
diseases, cancer, diabetes, chronic respiratory diseases and mental disorders, are responsible for the largest 
fraction of mortality, morbidity and disability (2). Furthermore, even though they may have multiple causes, 
the burden of the main NCDs is associated with eight groups of common behavioural and metabolic risk 
factors, that is, tobacco use, harmful alcohol consumption, unhealthy diet, physical inactivity, overweight and 
obesity, raised blood pressure, raised blood glucose and raised blood cholesterol, as well as deprived physical 
and socioeconomic environments and poor quality of health-care services (3). Given the synergies between 
risk factors, it is important to assess NCDs in an integrated manner. However, in general, country health 
information for NCDs has been collected with systems for specific diseases and risk factors independently 
and often in isolation, making it difficult to use and compile comprehensive information for understanding the 
complex causes and pathways of NCDs in specific population groups.

Adequately addressing the complexity of NCD-related challenges requires comprehensive and integrated 
health information from different processes, from both population and individual levels, for the purposes 
of health situation and trend analyses (public health surveillance), health policy planning, target setting 
and monitoring (governance), and evaluation of the effectiveness and quality of NCD-related policies, 
programmes and health interventions (4). Due to their chronic and insidious nature, NCDs may be more likely 
to be diagnosed and monitored at the point of contact with the health services, or later by the civil registration 
at the time of recording of death. This passive approach leaves little or no opportunity to monitor underlying 
risk factors across the life-course and collect information required to prevent or modify pre-clinical stages 
of the NCDs, so monitoring and surveillance of risk factors at population level are needed as a foundation 
for complementing NCD public health surveillance. This also depends on opportunities and use of primary 
health-care services for early assessment of individuals, or on surveys of risk factors and medical history 
from nationally representative populations. In addition, assessment of the overall quality of NCD health care 
requires continuity of individual monitoring of disease and risk factors (enabling assessment of specific NCD 
diagnosis and treatment cascades) and adequacy or adjustments of treatment/procedures, thus depending 
on appropriate health records that can be accessed at different levels of the health services. Health promotion 
and behavioural modifications for reducing NCDs and their risk factors are well-known cost-effective policy 
interventions, which should, therefore, be included in comprehensive universal health coverage, and levels 
and inequities of their coverage should be monitored. Furthermore, health system response, including NCD 
data assessment related to disease care cascade management, is essential for assessing universal health 
coverage. This includes information on diagnosis, treatment and management coverage as well as outcome 
monitoring. Access and adherence to treatment and availability and needs of medicines, technologies and 
procedures are other key aspects of NCD performance management that also provide evidence for coverage 
and effectiveness of interventions.



Annex 10. Noncommunicable disease monitoring add-on module 205

There are many information subsystems collecting and compiling needed data for NCD planning and 
monitoring, but there are also important fragmentations, partly due to the use of different standards and 
tools and lack of unique personal identifiers, that preclude their integration. Although European countries 
have developed many health information subsystems, including mortality and disease registries, hospital 
morbidity records, results from laboratory, pharmacy records, and disease and risk factors surveys, that are 
required for integrated NCD monitoring, management and evaluation, they often lack the necessary quality 
and accessibility to allow a comprehensive approach to NCD health information. Today, the availability of and 
access to newer methods, tools and approaches, including those based on information and communication 
technologies, provide opportunities for addressing some of these limitations (5).

Policy relevance

By 2017, the main NCD causes accounted for 68% of all premature deaths (those in the 30–69 years of age 
group) in WHO European Member States. This also meant that, according to the WHO indicator of the risk 
of premature death, a 30-year-old would have a 16% chance of dying from a main NCD before reaching 70 
years of age, with the figures for males (21%) being twice as high as those for females (11%) (6). Increasing 
population ageing, changes in lifestyle, health-related behaviours, metabolic factors and harmful effects of 
changing environmental and socioeconomic conditions, are all contributing to the NCD epidemic worldwide 
and, in particular, among the populations of some Member States in the Region, where the burden of disease 
is among the largest globally (7). The impact of NCDs goes beyond health effects (for example, morbidity, 
disability and mortality and the burden on health-care systems), but it has also been identified as a major 
cause of social and economic loss. Furthermore, NCDs and their related risk factors also contribute to 
the occurrence of other health problems, such as injuries (for example, alcohol consumption and motor 
vehicle accidents (8)) and violence (for example, suicides), or, in turn, are affected by other health problems 
such as certain infectious diseases (for example, human papilloma virus or hepatitis B and development 
of cervical and liver cancers). More recently, the coronavirus disease (COVID-19) pandemic has become 
a  painful reminder of the interlinkages between NCDs and communicable diseases, as the severity of 
COVID-19, the risk of hospitalization and poorer health outcomes are exacerbated by the presence of NCDs 
and their risk factors, and failures to prevent and control NCDs and their risk factors, such as tobacco use, 
alcohol consumption, obesity, chronic respiratory disease, diabetes, cancer and hypertension, are resulting in 
increased morbidity and mortality (9). In addition, there are indications that the prevalence of NCDs and their 
risk factors increased during the pandemic. Given this complex multifactorial nature and pathways of NCDs, 
the response of the health system to their monitoring, prevention and control also demands intersectoral 
involvement and actions.

Recognizing the above challenges and the slow progress made in the prevention and control of NCDs over the 
past two decades, WHO and its Member States have agreed on several policy frameworks to increase action 
for reducing the causes and consequences of NCDs, through well-known and proven public health measures 
and strategies, aiming to achieve several health targets. Such targets and their frameworks have been defined 
in the WHO Global Action Plan for the Prevention and Control of Noncommunicable Diseases and the United 
Nations Sustainable Development Goals, to be reached by the years 2025 and 2030, respectively (10,11). 
WHO and the United Nations were asked to provide regular assessments of the progress towards achieving 
the targets. Thus, Member States have approved 25 outcome indicators of the NCD global monitoring 
framework to monitor NCD prevention and control and 19 complementary Progress Monitor indicators from 
the NCD Country Capacity Surveys to monitor NCD policies and the capacity to address them (12,13). This 
information also contributes and provides evidence to the European Programme of Work 2020–2025 (14), in 
particular, to improving health governance, developing intelligence on inequalities of health and well-being 
and improving health monitoring with the use of effective e-health tools (for example, electronic health 
records, mobile phones, social media and big data) (15). In order to collect and generate comparable country 
data and indicators for monitoring the situation and trends at the WHO European Region level, the use of 
information standards (for example, indicators definitions, measurement methods and metadata) is essential 
for reporting on the international indicators agreed by WHO and the United Nations (16). This also increases 
comparability across settings and geographies, and facilitates comparative studies, thus increasing the 
usability of routinely collected data for monitoring population health and universal health coverage.
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Therefore, in the context of the NCD burden and complexity, the assessment of the different health information 
subsystems required for national NCD-integrated monitoring, surveillance, evaluation and management is 
highly relevant and necessary for improving the interoperability of seamless collection and use of data in 
European countries.

Organization and content of the module

The add-on module on NCD health information follows a similar structure of the core/basic module, that 
is, data collection, analysis, knowledge sharing and governance sections, which include aspects of inputs, 
processes and outputs of each topic. For the data collection section, this involves determining the availability 
of comprehensive NCD health information and its different sources of data, according to their hierarchy and 
properties (for example, administrative versus survey-based collection, multiple versus single data elements, 
with broad versus subpopulation (for example, public sector) coverage, annual versus periodic frequency 
of collection, and validity, coverage, completeness and quality measured versus not measured, data series 
revised/adjusted yearly versus not revised/adjusted, easy versus difficult/limited accessibility and usability, 
usage or not of diagnoses/definitions according to international standards, include or not include public and 
private information) (17). Several sources may be the same as those addressed in the core module, but the 
interest is in another type of issue or NCD data-specific content. Specific information involves mortality and 
population statistics (NCD deaths by cause), disease registries (by NCD cause), surveys of disease and risk 
factors by NCD cause and type, hospital discharges/morbidity (by NCD cause and procedure), electronic 
health records (by NCD cause and treatment/procedures used), NCD- and risk factor-specific health system 
policies, resources and materials (for example, availability of NCD-related medicines and equipment).

For the analysis section, the focus is on definition, measurement and availability of core NCD health indicators 
(for example, NCD morbidity, mortality, prevalence of risk factors, determining multiple causes and risk 
factors, cardiometabolic risk assessments, access to information on diagnoses, counselling or treatment 
by health professionals, availability of and access to guidelines for diagnosis and treatment of diseases, and 
referral information, drug treatments and medical equipment, capacity to establish disease cascade paths, 
capacity to determine health inequalities among age/gender/socioeconomic population subgroups) (18).

The section on health reporting mainly addresses the access, capacity and use of data for designing, 
conducting and preparing reports that provide information and evidence, and are strategic for policy-making. 
These include health situation and trend analysis, health profiles, socially determined health inequality 
assessments, evaluation of progress and effectiveness of NCD plans, programmes and interventions. It also 
involves the use of reports for other aspects of policy planning, such as development and measurement of 
NCD targets and their indicators, and assessment of trends.

Finally, the section on governance involves the legal aspects, structures, resources and funding aspects 
for sustainable monitoring, surveillance and evaluation of NCDs, and processes to guarantee data and 
information access for stakeholders and the public at large. All of these are placed within the context of 
a national plan or policy with appropriate, measurable and feasible targets, a process of transparency and 
accountability with an open data policy, including access to microdata for research purposes.
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How can the outcomes of this module be used to improve health information?

A key aspect of NCD information is the need to integrate information from different sources. This may involve 
identifying prerequisites for linkage and integration of data sources, developing a map of essential information 
for NCDs, establishing a set of agreed core health indicators (including definitions and metadata) and ensuring 
interoperability of information systems (with harmonization of technical standards and development and 
agreement of mechanisms of governance (19)).

Alongside other health processes, it is important to develop analytical capacity and establish tools for setting 
and monitoring NCD-related health targets and evaluation processes. In order to comprehensively report on 
universal health coverage, including unmet health-care needs, in general, there is a need for more objective 
health measures of risk factors (for example, measured verus self-reported weight and height or hypertension 
status, or nicotine measurement versus self-reported tobacco use prevalence) and further stimulating the 
implementation of health examination surveys in the region, taking advantage of the rich history and long list 
of existing population surveys, and using innovative approaches (for example, subsampling or implementing 
module subunits in different years in a period). Overall, there also is a need to further develop knowledge and 
capacity on the use of e-health for NCD monitoring, surveillance and evaluation, including development and 
use of innovative tools such as application of artificial intelligence, as well as identification, assessment of 
the usefulness and use of different sources of big data, including real-life and digital trails, for complementing 
public surveillance and monitoring beyond traditional means. Examples could include monitoring and 
preventing digital marketing of unhealthy products to children (20), and monitoring of population mobility and 
risk of diseases (based on mobile phone signals in a COVID-19 tracing application (21)).

Add-on NCD monitoring 
ID Question Probing question Expectations in fully matured HIS

Data collection

NCD_1 What is the status of 
registration of NCD deaths 
in the vital statistics of the 
Member State? Questions 
marked with an asterisk (*) 
in this section are either 
already included in the core 
module or are related to it. 
They are provided here for 
complementarity of the NCD 
module sections

1) Is the coverage of deaths 
registration complete and are 
there important differences 
nationally? * Core section Data 
sources_2

1) Death registration is high in Europe, but 
some country regions have more limited 
access. Knowing such differences makes 
it possible to make adjustments. Nearly 
100% completeness in all country regions is 
expected in a mature registration system.

2) What is the proportion of 
deaths with medical certification 
of death? * Core section Data 
sources_2

2) A high, nearly 100% proportion of medically 
certified deaths provides an indication of 
the maturity and quality of the mortality 
registration system. It also speaks indirectly 
of an organized system of physician training to 
address needs.

3) What version of International 
Classification of Diseases (ICD) 
is used for classification of 
causes of death: a complete 
list or a short list? What is 
the proportion of ill-defined 
deaths or unknown causes? 
* Core section Data sources_2

3) Use of older ICD versions and short/ 
aggregated lists limit some analyses of NCD 
causes of death and, thus, of their relative 
importance. Full implementation of 
ICD-10/11 for coding medically certified deaths 
should be the goal, while a proportion of < 10% 
of deaths coded with ill-defined causes or 
unknown causes would indicate an optimum/
high quality for the use of death data.
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4) Is the coding of causes of 
death carried out manually or is 
it automated using computer- 
assisted programs?

4) To improve quality, international 
comparability and use of mortality data, 
minimizing coding variations and errors, 
national information systems are implementing 
coding based on standardized and expert-
developed software, such as the Automated 
Classification of Medical Entities, the Mortality 
Medical Indexing, Classification, and Retrieval 
and the Translation of Axis (all developed by 
the United States National Center for Health 
Statistics) or IRIS (a language-independent 
coding system developed by European 
Union Member States, the United States and 
others in collaboration with Eurostat, which, 
according to the WHO’s Family of International 
Classifications, became the international 
standard). In addition to the software and its 
rules, this requires having a national dictionary 
to process context-specific data.

5) Is the mortality data system 
capturing more than one cause 
death, and if so, are data recorded 
being used for informing NCD 
policy?

5) Availability and use of both the underlying 
cause of death (following the WHO ICD-10 
and other editions) and multiple causes of 
death (all causes appearing in the certificate, 
and classified according to record axis rules) 
indicates an improved system and a potential 
for more comprehensive analyses of NCDs, as 
diseases and their risk factors tend to cluster 
in individuals. This is relevant information 
for understanding disease and classified 
patterns, for preparing reporting assessments 
to inform policy to develop appropriate 
public health and individual level packages of 
health interventions.

6) In addition to cause, age and 
sex, what other data are recorded 
from the death certificate? 
Can data be linked to other 
information systems?

6) Geographical, social and economic 
stratifiers allow identifying differences 
between population subgroups, information 
necessary for priority setting, various situation 
and trends analyses and health planning, and 
is shown in reports and plans. Integrated 
information allows improved monitoring and 
reporting with specific topic data or more 
comprehensive health situation assessments.

7) Is there an electronic system 
for collecting national data? How 
often it is compiled at the central 
level?

7) The availability of a centralized electronic 
system for national data collection indicates 
the capacity for more accurate and agile 
compilation and distribution of data.

8) How often and by whom is the 
quality of the data evaluated?

8) Information is aimed at determining if this 
is an independent and regular annual process 
that maintains/improves data quality.
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9) Are time series data re-run 
every year and published with 
appropriate notes for changes?

9) This indicates needed attention given to 
the quality of data to assess trends, including 
adjustments due to late reporting or changes 
of target population and informing users of 
the process to avoid confusion from data and 
value changes from year to year. Adjusted 
available data and reports, including notes on 
data changes, are expected.

10) Are data delivered to WHO or 
other agencies for international 
comparisons?

10) Commitment and regular submission of 
data to WHO and other international agencies, 
with high data quality standards, are a good 
indication of a mature system. Participating 
in the data correspondent network with 
data review/changes in codification and 
classification helps to improve quality.

NCD_2 What is the status of health 
service records with regard 
to NCDs in the Member 
State?

1) What is the coverage of NCD 
information in health service 
records, national or otherwise?

1) An important indication of the usefulness 
and representativeness of non-fatal NCD 
health events information in the health system 
is that the higher and broader the coverage, 
the better. It provides indirect information 
on the burden on health impacts and on 
health services.

2) Do health service records 
include separate primary health 
care from hospital data? * Core 
section Data sources_3

2) Health service data are expected to be 
separate sets as the representativeness 
and type of demands vary considerably, 
but both are essential for determining their 
complementarity in coverage and functions.

3) Do health services records 
involve the private sector? What 
is the coverage?

3) Involvement of the private sector provides 
information on the comprehensiveness and 
completeness of data coverage. More mature 
systems tend to have high coverage.

4) How often are data reported to 
and compiled at national level? 
Are they collected and reported 
in electronic or paper format? * 
Core section Data sources_3

4) Data are expected to be collected by 
electronic means at the source, though it may 
be paper-based and then electronic in more 
remote areas. Thus, annual data are compiled 
at national levels after a few months’ delay, 
becoming available for health analyses.

5) Are inpatient and outpatient 
data reported separately?

5) Having separate health services data will 
make it possible to carry out more appropriate 
and comprehensive assessments, which is an 
indication of mature systems.

6) How complete is the 
information provided with regard 
to consultations, admissions, 
discharges, procedures, other? * 
Core section Data sources_3

6) Provide indication of the 
comprehensiveness and effort required by 
the health system to address NCDs and the 
risk factors. Mature systems will involve more 
parameters to assess the effectiveness and 
quality of processes.
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7) Are primary health-care 
facilities’ information systems 
integrated and able to offer 
cardiovascular risk stratification 
for the management of patients 
at high risk of heart attack and 
stroke?

7) Integrated parts of the information 
system on clinical, laboratory and risk factor 
information are able to produce a > 30% or 
higher probability of cardiometabolic risk 
among people older than 40 years, which 
are essential for monitoring a WHO global 
monitoring framework target indicator on 
health capacity and population levels of 
cardiometabolic risk. Information generated 
is regularly used for assessing and managing 
individuals with specific health interventions 
and counselling. Thus, more mature systems 
are capable of collecting different pieces of 
information, integrating them, calculating risk 
scores and determining the proportion of the 
high-risk population to meet this requirement.

8) Is there a regular review 
process to assess the quality of 
the data? * Core section Data 
sources_3

8) It is important to determine who conducts 
the review, how often it is conducted, and what 
indicators are used. Health service records 
tend to have high coverage and potential 
biases are known. An independent group 
using international standard indicators in a 
well-defined process indicates maturity.

NCD_3 Which NCD registries are 
maintained in the Member 
State?

1) What diseases and risk factors, 
such as cancers, diabetes, 
injuries, acute coronary events 
and others, are included in the 
registries? * Core section Data 
sources_4

1) This indicates the effort dedicated to 
NCDs and other diseases or health problem 
registries and how challenging their operation 
is in a Member State, as only a few have 
genuinely documented well-established and 
integrated processes.

2) What is the registries’ 
coverage, national or otherwise? 
Are they population-based, 
hospital-based or other?

2) Information relevant for understanding the 
potential biases or limitations of data in terms 
of representativeness, with mature systems 
being national and subnational population- 
based systems generating regular information 
and reporting every 1–2 years.

3) Do these registries include 
public and private health sectors?

3) Information on the completeness coverage 
and the representativeness of the data, 
expecting to have all possible sources in a 
more mature system.

4) What kind of information is 
collected and how complete is it?

4) Information on the appropriateness of 
the data for NCD analysis. Mature systems 
would collect comprehensive, complete and 
representative data.
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5) If cancer is one of them, what 
indicators and classifications are 
used for them?

5) These data indicate the level of development 
of the registry and its resources and of 
the potential quality of the information 
generated for decision-making. In addition 
to WHO ICD-O-10 classification, the capacity 
to generate data on disease survival and 
on types, sites and stages (tumour, nodes, 
metastases classification) of main cancers is 
expected in a mature system.

6) What kind of indicators are 
generally available from these 
registries?

6) Depending on the capacity to generate 
robust and diverse indicators, such as 
prevalence and incidence, disease staging and 
survival times since diagnosis or interventions. 
In a mature system, this informs of the 
effectiveness to meet objectives and functions 
of the system.

7) How often and by whom is 
the quality of the registries 
evaluated?

7) It is important to determine who conducts 
the review, how often reviews are conducted 
and what indicators are used. An independent 
group using international standard indicators 
in a well-defined process indicates maturity.

NCD_4 How are NCD screening 
programmes organized in 
the Member State?

1) What NCDs are included in 
the screening programmes (for 
example, breast, cervical, colon 
cancers, other types)? * Core 
section Data sources_6

1) Insight on the health information needs and 
use of information resources for screening 
diseases. They should involve only diseases 
or health problems for which there is an 
internationally accepted validated process for 
diseases where there is a demonstrable benefit 
of screening.

2) Are data on the coverage of 
screening programmes being 
regularly collected? * Core 
section Data sources_6

2) There are specific national databases and 
indicators showing that programmes are 
reaching regular levels that have the potential 
to impact early/preclinical detection and action 
to reduce the occurrence of disease.

3) Are these population-based 
or opportunistic screening 
programmes?

3) In general, population-based programmes 
are more mature and generate better-quality 
data, which includes closer representation of 
the target population.

4) Are there regular assessments 
of the quality of the screening 
programmes?

4) Timely and regular annual assessments and 
reports with recommendations are available 
from population-based NCD programmes from 
a mature system.
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NCD_5 What regular surveys on 
main NCDs (cardiovascular 
disease, cancer, diabetes, 
chronic respiratory disease 
or mental health) and their 
key risk factors (tobacco 
use, alcohol consumption, 
unhealthy diet, insufficient 
physical activity, overweight 
and obesity, high blood 
pressure, raised blood sugar, 
raised blood cholesterol) are 
conducted in the Member 
State?

1) What surveys on main NCDs 
(main groups or individual 
diseases) and/or key risk factors 
(behavioural and biological) have 
been carried out in the Member 
State in the past 10 years 
(provide the year the last one of 
each type was conducted?

1) This provides an indication on the effort 
and coverage of information on the recognized 
main NCDs and their key risk factors in the 
Member State. However, if results come from 
independent samples, it only makes it possible 
to determine the frequency of NCDs and risk 
factors and a limited profile of their occurrence 
in the population. It may also suggest more 
limited governance and coordination and an 
opportunity to improve their level. Frequency 
and regularity will allow assessment of their 
capacity to detect change and time trends of 
survey indicators. Addressing these aspects 
indicates a mature system.

2) Are they integrated (5 disease 
groups x 5 groups of risk factors) 
NCD surveys? (Integrated means 
having all the information 
collected from each participant.) 
If not, indicate what diseases and 
risk factors are covered

2) In contrast to single-disease or risk factor, 
surveys should be aiming for the integration 
of measuring main NCDs and common risk 
factors, which helps to determine their 
frequency and patterns at individual and 
population levels, information for designing 
appropriate packages of health interventions. 
Integrated disease and risk factor monitoring 
and assessment reports would provide an 
indication of the maturity.

3) What are their target 
populations, including age/sex 
and any specific target groups 
(e.g. migrants)?

3) NCDs and risk factors are generally 
monitored among adult populations (18–69 
years). However, NCDs also being to develop 
early in life, as surveys of schoolchildren and 
adolescents have shown. Recently, the burden 
of NCDs among the elderly population and the 
potential for modification has been recognized 
and has been receiving more attention. 
Thus, the availability of integrated reports on 
NCDs along the life-course indicates a more 
mature system.

4) Are the surveys population- 
based or health services-based 
with national or subnational 
representativeness? * Data 
sources_7

4) This helps to determine survey scope 
and population representativeness 
and generalization of results, with 
the population-based ones with 
subnational representativeness providing 
a better approach.

5) Do the surveys follow a 
probability complex sample 
design? Is there national 
institutional capacity to design, 
conduct and monitor such NCD 
surveys? * Data sources_7

5) This provides an indication of the 
scientific validity of the data collected, their 
representativeness of the target population 
and the robustness of indicators generated 
to support the interpretation of the results. 
The availability of a national team (often 
interinstitutional with academia, national 
statistics office and a public health institute), 
with the capacity to design and monitor such 
surveys, provides an indirect indication of the 
quality of the collections, analysis and reports.
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6) Are the surveys regular? How 
often they are conducted (years)?

6) This information is essential for determining 
the feasibility of trend assessments. It is 
also an indication of the relative importance 
given to NCDs in the Member State, as well 
as planning and availability of resources. 
Technical and financial sustainability 
and a plan for future surveys indicates 
a mature system.

7) Do the surveys involve 
objective or only self-reported 
measures of health, for example, 
health examination or only health 
interview surveys?

7) Given the potential biases from culture 
and personal experience on self-perception 
and memory of health status, the use of more 
objective measures to provide valid quality 
estimates of NCDs should be promoted. 
Conduct of surveys with more objective 
health measurements would indicate a more 
mature system.

8) How are the surveys 
conducted, for example, face-to- 
face, by telephone or using other 
means?

8) The means for conducting surveys may 
provide indications of their quality and 
reliability, the preferred means being face-to- 
face, which reduces some potential issues but 
also increases cost. A balance of approaches, 
with limited phone use, may be achieved in a 
more mature system as quality and reliability 
of data increase.

NCD_6 What is the status of 
adoption of electronic health 
record (EHR) systems in the 
Member State?

1) Is there a national legislation 
on EHR, what does it cover and is 
there a plan for implementation? 
* Core section Data 
infrastructure_2 and_3

1) A national legal framework setting the 
content of the EHR and a detailed approach 
for its development and implementation, 
including the roles of professionals and 
interoperability of different health information 
systems, making it possible to analyse 
NCD data. An approved and implemented 
legislation and a development plan including 
different stakeholders and their roles would 
be expected.

2) What is the national coverage 
of the EHR system and does it 
include the private sector? * Core 
section Data infrastructure_2

2) This information is essential for 
understanding the scope of NCDs in the 
national system, including the populations 
that are represented in the data. A relatively 
high coverage, including the private sector, 
and a regular report on this matter, indicates 
a more mature system is in place.

3) Is the EHR a national, unified, 
standardized and interoperable 
system? * Core section Data 
infrastructure_2 and _3

3) EHR systems often evolve from diverse 
initiatives and resources, making it difficult 
to have a national system. A documented 
plan and use of standards and interoperable 
designs and system language are essential for 
addressing the limitations, and further indicate 
a mature system.
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4) What subsystems, such 
as diagnoses, procedures, 
laboratory, pharmacy or 
appointments, are included 
in the EHR, feeding into NCD 
assessments?

4) Integrated NCD information from the 
EHR may allow comprehensive and closer 
monitoring and management of NCDs and their 
risk factors, also helping to identify quality-of-
care issues and required practice adjustments. 
Availability of a system compiling data and 
regular monitoring reports would indicate 
a mature process.

5) Is it possible to extract full 
individual NCD records over 
time to determine progression, 
effectiveness of treatment, and 
quality of care? Is this performed 
regularly?

5) EHRs may become an essential tool for 
NCD management and follow-up of individuals 
across referral levels of the health system 
and along continuity of care, independent 
of their geographical location. Here, the aim 
is not for individual assessments and case 
management but for the capacity to assess the 
overall performance of the health system at 
monitoring and addressing health-care needs 
and universal health coverage.

6) Who can review the EHRs and 
how can they be accessed?

6) This provides an indication of the 
accessibility, transparency and potential 
accountability of the EHR, where all 
stakeholders should have the opportunity to 
check data. Within a framework of privacy and 
confidentiality, the more open and accessible 
the system, the better.

7) Is there a regular review 
process to assess the quality of 
NCD data in the EHR?

7) The quality of EHR contents, processes 
as well as effectiveness of their use to 
answer disease management issues 
and necessary adjustments. Timely and 
regular annual assessments and reports 
with recommendations are available from 
a mature system.

NCD_7 What data sources on NCD 
health-care resources exist 
in the Member State?

1) Is there a national information 
system or survey with data on 
the availability of a basic list of 
NCD medicines in health-care 
facilities? It includes: insulin, 
aspirin 100mg, metformin, 
thiazide diuretics, angiotensin- 
converting enzyme inhibitors, 
calcium channel blockers, beta- 
blockers, statins, oral morphine, 
steroid inhaler, bronchodilator, 
sulfonylureas, benzathine 
penicillin, nicotine replacement 
therapy. * Data sources_8 and 
Data infrastructure_2

1) Availability of essential medicines in 
over 80% of health settings is a WHO global 
monitoring framework target indicator. 
Availability of a basic list of drugs is an 
essential intervention for the prevention and 
management of NCDs, aimed at reducing the 
prevalence of risk factors, more severe disease 
and disability or death. A mature NCD HIS 
system should be able to generate data and 
allow assessments of trends and needs of 
such lists of essential medicines on a regular 
annual basis.
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2) Is there a national 
information system or survey 
on the availability of basic NCD 
technologies for early detection, 
diagnosis and monitoring in 
health-care facilities? Includes: 
measurement of weight and 
height, blood glucose, glucose 
tolerance test, HbA1c, dilated 
fundus exam, foot vibration 
perception, urine strips for 
glucose and ketones, blood 
cholesterol, blood pressure, urine 
strips for albumin, peak flow and 
spirometry. * Data sources_8 and 
Data infrastructure_2

2) Availability of basic technologies for 
diagnosis and care in over 80% of health 
settings is another WHO global monitoring 
framework target indicator. Availability 
of a basic list of health technologies is an 
essential intervention for early detection, 
prevention and management of NCDs, aimed 
at reducing the prevalence of risk factors, 
more severe disease and disability or death. 
A mature NCD HIS system should be able to 
generate data and allow for assessments of 
trends and needs of such health technologies 
on a regular annual basis.

3) Is there a national 
information system or survey 
on the availability of basic NCD 
treatment procedures? Includes: 
retinal photocoagulation, 
renal replacement therapy by 
dialysis or by transplantation, 
coronary bypass, stenting, 
and thrombolytic therapy for 
acute myocardial infarction. 
* Data sources_8 and Data 
infrastructure_2

3) This complements information on the 
resolutive capacity of the health-care 
system and access to basic technologies 
for addressing NCD morbidity and disability, 
an aspect that is a determinant of survival 
and quality of life. A mature NCD HIS system 
should be able to generate data and allow 
assessments of trends and needs of such 
medical procedures on a regular annual basis.

4) Do systems or surveys cover 
primary health care and hospitals 
of both public and private 
sectors?

4) This information indicates the 
representativeness of information from 
primary health care and hospital settings, the 
optimum being full coverage of health-care 
levels and sectors.

NCD_8 Is there a central repository 
of national and subnational 
NCD-related policies and 
legislation in the Member 
State?

1) Are there data in an 
information system on NCD- 
related policies and progress 
on their implementation levels, 
including tobacco, alcohol, salt, 
sugary beverages and fat product 
content in the food industry, 
environment, work environment, 
health services regulations and 
guidelines?

1) Although with some limitations, information 
on NCD-specific policy availability and 
implementation is relevant for assessing and 
understanding progress on the implementation 
and improvement of prevention and reduction 
of prevalence of NCDs and their risk factors. 
Monitoring and reporting of NCD-related 
policies and indicators address the Member 
State’s commitment to WHO and the United 
Nations on the prevention and control of 
NCDs. The availability of a time-bound national 
searchable document repository on NCD 
policies would be an expected goal of NCD HIS.
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2) Is the Member State 
implementing national 
information subsystems 
collecting data on cost-effective 
policies for reducing main NCDs 
or their risk factors? What are the 
levels of their implementation?

2) There is a WHO list of 19 progress monitor 
targets indicators (on governance, reduction 
of tobacco affordability through fiscal policies 
and increased warnings, alcohol regulations 
on age and taxes, on reducing salt and trans 
fat consumption and preventing marketing of 
products to children, on improving physical 
environments and increasing physical activity 
and on availability of basic NCD medicines 
and technologies in health settings) that is 
reported every two years to WHO and the 
United Nations. A national system allowing for 
the assessment of the situation and trends of 
basic NCD policy implementation indicators 
would be an expected goal of NCD HIS.

3) Is there an information system 
collecting health system data 
on which government-approved, 
evidence-informed national 
guidelines are available for 
managing main NCDs? What is 
their implementation level in the 
Member State?

3) This indicates whether there are national 
NCD guidelines prepared, distributed and when 
were the latest implemented and functioning at 
national levels. Availability of a system would 
be an expected goal.

NCD_9 What data sources of 
interest to NCDs from other 
domains are available in the 
Member State?

1) Are there other population- 
based surveys of use jointly with 
NCD data? For example, Surveys 
on Living Conditions, Labour 
Force and Employment. * Core 
section Data sources_10

1) Social and economic data contained in 
other population-based surveys may be 
used jointly with other health data for health 
situation analysis, such as those on health 
inequalities or vulnerable groups. Monitoring 
and assessment reports using linked data 
with some disaggregations, involving different 
stakeholders, would be the expected result of 
an integrated effort.

2) Are there other non-health- 
based surveys of use jointly 
with NCD data? For example, 
on alcohol, tobacco, sugary 
drink sales and taxes, or on 
determination of salt and trans 
fat content in food products

2) These types of surveys are essential for 
complementing information on health-related 
behaviours and understanding their levels, 
patterns and determinants. Monitoring and 
assessment reports using linked data with 
some disaggregations, carried out by specific 
stakeholders, would be the expected result of 
an integrated effort.

3) Are there other information 
systems and tools for use jointly 
with NCD data? For example, 
geographic information system 
and socioeconomic (household 
crowding, housing quality, 
economic/social deprivation) 
and environmental (e.g. green 
spaces, proximity to roads and 
other pollution sources) data.

3) Additional information systems with national 
or broader coverage and diverse granularity 
(as per spatial subunit measurements) 
allow for combining of information with 
health information on NCDs, to assess 
their ecological risk associations, further 
informing and providing evidence for decision-
making. Monitoring and assessment reports 
using geographically linked data with some 
socioeconomic disaggregations, carried out by 
specific stakeholders, would be the expected 
result of an integrated effort.
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4) Are there national experiences 
on the use of e-health for 
NCD monitoring, surveillance, 
management and evaluation, 
including social media, digital 
trails or other big data sources?

4) This provides an indication of innovative 
thinking on sources of NCD data and 
developmental progress on the search for 
feasible tools for improving monitoring and 
surveillance of NCDs and their risk factors. 
Research and implementation reports and 
assessment of implementation process, 
involving different stakeholders, would 
be expected.

NCD_10 What is the status of an 
NCD-related electronic 
information system in the 
national HIS?

1) Is there an independent 
national data collection system 
and database for NCDs in the 
ministry of health? Is it available 
to other stakeholders and users 
of the national HIS? * Core 
section Data infrastructure_2

1) A national integrated information system 
of NCDs with data and indicators from 
different health-related domains is in place 
and available to different users, including 
policy- makers, stakeholders and the public at 
large. The system has transparent and open 
access to policy-makers, stakeholders and 
general users.

2) Is the national system 
connected to other information 
sources, making it possible 
to compile different data 
to generate specific NCD 
indicators? * Core section Data 
infrastructure_2

2) A national NCD information system 
considers the potential for merging or linking 
records from different entities for improved 
indicator generation and analysis. NCDs and 
other sources share interoperable systems that 
allow for data linkages at different levels.

3) Do these NCD indicators 
follow international standards on 
definition, measurement methods 
and metadata? *Core section 
Data infrastructure_2

3) The national NCD-related electronic system 
uses data and indicator standards, agreed 
definitions, measurement methods and 
metadata that provide an indication of validity, 
international comparability and overall quality.

NCD_11 Is there a dedicated 
responsible unit for NCD 
surveillance in the Member 
State?

1) Is there a unit/department in 
the ministry of health dealing 
with the overview of the design, 
management and operation of the 
NCD-related health information 
systems? Is it part of the unit with 
overall responsibility for health 
information, digital health, NCDs, 
or another unit (specify which)? * 
Core section

1) There is a national department/agency 
institutional at the MoH with the capacity 
to design, manage and operate the NCD 
information system in place. It has sufficient 
and diverse human resources to deal with 
all operations, including data collection, 
monitoring, analysis and reporting, and 
an independent sustainable budget from 
national resources.

2) Are the NCD data from 
different sources regularly 
used and/or compiled into 
a single database for public 
health monitoring, surveillance 
and evaluation, and disease 
management purposes?

2) There is a single NCD database that provides 
an indication of the NCD integrated data 
quality collection process, with its monitoring, 
surveillance, evaluation and health-care 
management purposes in place.
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NCD_12 Is there an adequate legal 
framework for the NCD data 
collections?

1) Is there a specific legal 
framework for NCD surveillance 
and monitoring in the Member 
State? * Core section Resources 
for data collection_1

1) A developed and implemented legal 
framework guarantees the need, process 
and management of NCD surveillance and 
monitoring and the provision of the required 
resources. It also establishes the roles and 
responsibilities of the different participants in 
the process.

2) Is there a plan in place to 
strengthen the collection of data 
to support NCD indicators?

2) Having a plan with objectives, targets and 
follow-up for monitoring provides an indication 
of the direction to strengthen NCD data 
collections. The plan should involve human 
and financial resources and timelines needed 
in the process.

3) Is there independent dedicated 
funding for surveillance, 
monitoring and evaluation 
functions, including training of 
human resources?

3) An NCD-dedicated budget with regular 
funding is specified, including training 
activities of the NCD information system 
team. This guarantees the sustainability of the 
process and updating of capacities to meet 
different and future requirements.

4) Are there sufficient and trained 
human resources available to 
maintain and operate the NCD 
data collections?

4) Managed by a trained team, the NCD 
information system operates smoothly and 
meets its objectives. Based on requests 
and feedback from users, the system can be 
adjusted according to new and resourced 
demands.

Analysis

NCD_13 How often are NCD data 
compiled and disseminated 
to stakeholders and other 
users?

1) Are data and indicators from 
different information systems 
regularly available for integration 
in accordance with similar 
standards? Do they include data 
from other sectors (for example, 
alcohol or tobacco sales, taxes or 
price levels)?

1) Information is seamlessly and regularly 
compiled in a data warehouse, allowing 
to conduct more comprehensive NCD 
assessments. The expected effort to get 
information from different sources together 
is minimized using similar standards across 
subsystems.

2) Are big data (e.g. web scraping, 
social media, digital trails, mobile 
phone or other portable device 
data) other than EHRs regularly 
included in data compilation or 
assessments?

2) There have been some national experiences 
with regard to using big data sources or 
there are plans to implement some. Indicate 
which ones.
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ID Question Probing question Expectations in fully matured HIS

NCD_14 What is the feasibility 
of carrying out suitable 
health situation and trends 
analyses?

3) Is there a list of key standard 
indicators on NCDs and their 
risk factors, including different 
domains available for diverse 
health situation and trends 
analyses, that is collected 
regularly? Does it include 
definitions, measurement 
methods and metadata?

3) This indicator list is crucial for determining 
if it is possible to carry out different NCD and 
risk factor situation and trend assessments 
and reporting, without limiting comparisons 
from changes of definitions or calculation 
methods. Including the relevant domains (for 
example, specific NCD health impacts, dynamic 
of risk factors, policies, programmes and 
interventions) for comprehensive assessments 
increases the value for monitoring and policy.

4) Are those available indicators 
disaggregated by age, sex, 
socioeconomic strata and 
geographical location?

4) Disaggregation of NCDs and risk factors 
by relevant geographic, social, economic 
and environmental determinants and other 
stratifiers is essential for measuring NCDs 
among different risk and vulnerable groups, 
monitoring patterns and trends associated 
with health programmes, and it is used for 
preparing overall and specific reports.

NCD_15 What is the status of data 
dissemination and use of 
NCD information?

5) Is there a national data 
warehouse or a national health 
portal/observatory for accessing 
and use of NCD core data? Are the 
data adequately disaggregated 
for different analyses? Is it 
possible to generate and visualize 
data in tabular and graphical 
formats? Are those data available 
to the general public?

5) There is a national health observatory in 
place to enable sharing of aggregated data 
across national, subnational and district levels 
to support data analysis and use. There is an 
open data policy for all users. Portal content 
should be appropriate for different stakeholder 
groups and use innovation in visualization and 
analysis, including tools for tables, graphs and 
dashboards, as well as mapping and spatial 
analysis for social and environmental data (e.g. 
geographic information system).

6) Are integrated data used 
for developing, measuring and 
monitoring national NCD targets?

6) There is a national health or NCD plan using 
data generated by NCD sources for setting 
priorities and targets, including indications of 
how they are measured.

Health reporting

NCD_16 Do NCD reports contribute 
to informing and providing 
evidence for policy, strategy 
and decision- making 
processes?

1) Are NCD reports produced 
to inform policy, strategy and 
decision-making processes, 
regularly and/or on demand?

1) National and other relevant policy 
documents are fed with data and analyses 
for priority setting, establishing targets and 
determining progress on NCDs, their risk 
factors and specific health policies.

2) What kinds of NCD-related 
reports are produced to inform 
and provide evidence for policy?

2) Different reports on specific aspects of 
NCDs and their risk factor situation and trend 
assessments, reviews of health inequalities, 
monitoring of NCD plans or strategy progress, 
evaluation of effectiveness of health policy 
interventions, and public health profiles are 
available for stakeholders and public reviews.
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ID Question Probing question Expectations in fully matured HIS

3) What kind of disaggregations 
are used in those NCD reports?

3) At least age and sex are expected in 
health analysis disaggregations, while 
other socioeconomic, geographical and 
environmental stratifiers will add a context and 
source for explaining NCD-related differences 
in different types of analyses.

Knowledge translation

NCD_17 Do knowledge products on 
NCDs reach and are they 
properly used by decision- 
makers and other relevant 
stakeholders?

1) Are decision-makers and other 
relevant stakeholders aware of 
the NCD knowledge products 
available?

1) Discussion and agreement with 
stakeholders on the kinds of reports needed 
for policy development and evaluation is 
established. Published schedules of different 
products to inform policy are available, along 
with communications on their availability 
and use.

2) Do policy-makers have the 
appropriate knowledge to 
understand the content and 
implications of the NCD reports?

2) Knowledge products are developed in 
an understandable and simplified manner. 
Additional technical training materials allow 
further understanding, according to different 
users’ level of knowledge.

3) Are NCD knowledge products 
presented and discussed in a 
proper forum with policy-makers 
and other stakeholders, to clarify 
and explain the implications of 
the report?

3) Appropriate presentations with launching of 
reports and policy dialogues events allow for 
a better understanding and proper use of data 
for policy-making. Further availability through 
Q&A and information desk functions.

4) Do policy-makers request 
additional or specific NCD 
knowledge reports to address 
their needs for making decisions? 
Are their requests satisfied?

4) Special reports, policy briefs and policy 
dialogues to assess and discuss NCD policy 
issues are available and published following 
demands from policy-makers, stakeholders 
and the public.

5) Are NCD knowledge products 
easily accessible and being 
used to inform policy-making 
for national NCD action plans, 
including determining of 
priorities, target setting and 
evaluation of progress?

5) Health data and knowledge products are 
accessible to decision-makers at all levels, 
including subnational decision-makers 
and local communities, with appropriate 
disaggregation for equity dimensions; and 
to all constituencies, including the public. 
Different formats (printed or electronic) are 
available for use.

Governance and resources

NCD_18 Is there an adequate 
framework and resources 
for NCD data collections, 
monitoring, surveillance, 
evaluation and reporting 
functions?

1) Is there a framework for NCD 
data collections, including 
content areas and a plan in place 
to strengthen the collection, use 
and dissemination of data to 
support NCD and their risk factor 
indicators? * Core section Data 
sources_2 and Governance and 
resources_1

1) The Member State health information 
system operates within a sound policy and 
institutional environment. This includes sound 
governance policies and frameworks for data 
as well as multistakeholder coordination 
mechanisms, with defined roles and 
responsibilities for the different stakeholders.
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ID Question Probing question Expectations in fully matured HIS

2) Is there a unit/department 
at the ministry of health or 
equivalent with responsibility 
for NCD health information 
functions, including data 
collections, monitoring, 
surveillance and reporting 
activities? Are responsibilities 
clearly identified and 
documented? Who else is 
responsible for NCD surveillance 
activities? Are these external/ 
independent agencies of the 
government unit? * Core section 
Governance and resources_1

2) This information helps to understand the 
operation of health information, monitoring, 
surveillance and reporting activities, who is 
responsible for its different functions, and 
whether these are held by a single institution or 
multiple institutions. It helps with identifying 
areas or people at critical points. It defines 
the role of other, more independent actors in 
the area of NCD monitoring and surveillance, 
if available.

3) What are the specific major 
sources of funding for NCD 
monitoring, surveillance, 
evaluation and reporting 
activities (for example, 
government revenues, earmarked 
taxes, donors or health 
insurance)? Is the operational 
funding sufficient for addressing 
main functions? * Core section 
Governance and resources_1

3) This indicates the potential adequacy and 
sustainability of resources for continuous 
function and operation of the systems. 
National funding supported within the 
government budget would be the goal for 
basic operations, while additional funding, 
for example, from earmarked taxes, would be 
a supplementary source for specific needs, 
usually linked to a specific disease and/or its 
risk factor (for example, alcohol or tobacco 
excise taxes that may be used to assess 
prevalence, monitor alcohol biomarkers or 
cotinine for tobacco underreporting).

4) Does the Member State 
have an integrated NCD policy/
strategy or a plan of action 
addressing main NCDs and their 
risk factors as well as early 
detection, treatment and care? * 
Governance and resources_1

4) In addition to the need for national 
comprehensive NCD information, an integrated 
policy framework is essential for orienting 
actions towards data collections and the 
access of data to different stakeholders, 
understanding the pathways and linkages 
of diseases and common risk factors, with 
the United Nations Development Assistance 
Framework having a role in coordinating 
national actions to prevent and control NCDs. 
A set of national time-bound target indicators 
is included in the NCD plan and regularly 
monitored. This is also a country commitment 
that is reported to WHO.

5) Is the national NCD plan/ 
policy operational or still in 
development?

5) Current or recent implementation of recent 
plan/policy indicates political priority and 
resources available, and maturity of a system.

6) To what extent is NCD 
surveillance and monitoring 
included in the national NCD 
plan/policy? * Core Governance 
and resources_1 and Core section 
Governance and resources_3

6) These surveillance and monitoring 
activities/functions are expected to be an 
integral part of the policy, including specific 
responsibilities, functions, roles, resources, 
targets/objectives and outputs/outcomes.
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ID Question Probing question Expectations in fully matured HIS

7) Is there a set of time-bound 
national targets for NCDs based 
on the nine voluntary global 
targets from the WHO Global 
Monitoring Framework for NCDs?

7) An agreed set of national time-bound 
targets is established, including their 
indicators and monitoring processes. Reports 
are regularly available for policy planning and 
assessment of progress and public awareness.

8) Does the Member State have 
a specific NCD policy/strategy or 
a plan of action addressing each 
of the main NCDs, their common 
risk factors as well as early 
detection, treatment and care?

8) A more manageable yet comprehensive 
disease- or risk factor-specific document 
dealing with each main NCD helps provide 
specifics on the processes and needs. This, 
however, does not suggest preference over an 
integrated policy but rather additional, more 
developed and expanded specific policies 
for addressing each risk factor, which would 
indicate further development of an area, 
a matter that would not be manageable to 
address in a national integrated policy or plan.

9) Is the disease- or risk factor- 
specific national NCD plan/ 
policy operational or still in 
development?

9) Current or recent implementation of a recent 
plan/policy indicates political priority and 
resources available.

10) Is there a national 
multisectoral commission, 
agency or mechanism in place to 
oversee NCD engagement, policy 
coherence and accountability 
of sectors beyond health? What 
institutions are its members? * 
Core section Governance and 
resources_3

10) There should be a multistakeholder 
mechanism to ensure independence of 
analysis and reporting, coherence and 
coordination of action, transparency and 
accountability of results, participatory 
processes. It is essential to officially nominate 
such a commission/agency/mechanism to 
oversee NCD engagement.

11) Is such a multisectoral 
commission/mechanism properly 
funded to carry out its activities? 
What are the funding sources? 
* Core section Governance and 
resources_3

11) It is important to determine whether a 
regularly available budget is provided and 
whether it is sufficient for addressing diverse 
working aspects. Determining the funding 
sources, whether governmental, tax-based, 
external/international or mixed, is also an 
indication of potential sustainability of the 
agency and governmental commitment.

12) To what extent are data 
collected by the commission 
used to inform the work? How 
regularly does this happen? * 
Core section Governance and 
resources_3

12) Regular reports on the work of the 
commission are prepared for policy-makers, 
published on a specified structure and time 
basis and discussed with policy-makers and 
stakeholders, while ad hoc reports are also 
made available to the target groups.

13) Are data and information 
open and accessible to all 
interested users? * Core section 
Governance and resources_1

13) There is a national open data policy 
framework in place. It offers well-documented 
microdata, including relevant metadata 
(with appropriate safeguards to ensure 
confidentiality), to bona fide researchers for 
research and analysis that can contribute to 
evidence for policy-making and planning.

Notes: EHR: electronic health record; ICD: international classification of diseases.
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Annex 11.  
Template for health information 
system improvement roadmap

The template for the health information system (HIS) strategy roadmap including budget estimates, with 
some pre-filled examples is presented below. It is adapted from:

Guidance for the Health Information Systems (HIS) Strategic Planning Process. Steps, Tools and 
Templates for HIS Systems Design and Strategic Planning. Health Metrics Network; 2009 (https://www.
measureevaluation.org/his-strengthening-resource-center/resources/GuidancefortheHealthInformation 
SystemsHISStrategicPlanningProcess.pdf, accessed 17 February 2024).

HIS improvement 
intervention 
activitiesa

Output Time frame Responsible 
agency

Types of 
resources 
needed
D = one-off 
developmental 
costs 
R = recurrent 
costs

Estimated budget 
needed

Start 
(m/y)

Complete
(m/y)

HIS improvement priority objective:
1. Increase availability of service records from private health-care providers

HIS improvement intervention:
1a. Organization of a meeting with private health-care providers to understand the underlying reasons for the current 
lack of data delivery
1a1. Organize
meeting with
a representative 
delegation of the 
private sector.

Meeting 9/2024 11/2024 Agency 
for health 
services 
research and 
ministry of 
health

•	 Staff for 
organizing 
and attending 
meeting (D)

•	 Funding for 
meeting venue 
(D)

•	 Funding for 
travel costs for 
participants 
(D)

•	 40 hours
x hourly rate(s)  
= XX amount
• Quotation from 
meeting venue  
= XX amount
• 10 people
x estimate of average 
travel costs = XX 
amount

1a2. Write meeting 
report with
conclusions and 
recommendations 
for the ministry
of health on how 
to improve data 
availability.

Meeting 
report

11/2024 12/2024 Agency 
for health 
services 
research

•	 Staff for 
writing the 
report (D)

•	 40 hours
x hourly rate(s)
= XX amount

Total = XX
amount

https://www.measureevaluation.org/his-strengthening-resource-center/resources/GuidancefortheHealthInformationSystemsHISStrategicPlanningProcess.pdf
https://www.measureevaluation.org/his-strengthening-resource-center/resources/GuidancefortheHealthInformationSystemsHISStrategicPlanningProcess.pdf
https://www.measureevaluation.org/his-strengthening-resource-center/resources/GuidancefortheHealthInformationSystemsHISStrategicPlanningProcess.pdf
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HIS improvement intervention:
1b. Investigate models for private sector involvement implemented in other countries to identify international good 
practices

1b1. Perform
literature search
and conduct
interviews with
international
health systems
experts.

Literature
overview
and
interview
transcripts

10/2024 03/2025 •	 Staff for 
conducting the 
research (D)

•	 120 hours 
x hourly rate(s)  
= XX amount

1b2. Write meet 
ing report with 
conclusions and 
recommendations 
for the ministry 
of health on how 
to improve data 
availability.

Scientific
report

03/2025 05/2025 •	 Staff for 
writing the 
report (D)

•	 Funding for 
editing and 
design (D)

•	 60 hours  
x hourly rate(s)  
= XX amount

•	 Quote from editor/
graphic designer

Total = XX
amount

HIS improvement priority objective:
2. Facilitate both formal and informal HIS stakeholder coordination and collaboration

HIS improvement intervention:
2a. Establishing a multistakeholder HIS coordination group with a formal mandate

2a1. Establish
coordination
group and define
Its terms of reference 
(ToR).

Coordination
group with
ToR

9/2024 Continuous Ministry of
health

Staff for
establishing the
coordination
group and
writing ToR (D)

•	 30 hours
x hourly rate(s)

2a2. Organize
regular
meetings.

Meetings 10/2024 Continuous Ministry
of health

Staff for
organizing
and attending 
meeting (R)
Funding for
meeting venue 
(R)
Funding for
travel costs for
participants (R)

15 hours
x hourly rate(s)
x number of meetings 
per year = XX
amount 
Quotation from meeting 
venue
x number of
meetings per year  
= XX amount
15 people
x estimate of average 
travel costs x number
of meetings per year = 
XX amount

2a3. Write
meeting reports.

Reports 11/2024 Continuous Ministry of 
health

Staff for writing 
the report (R)

20 hours
x hourly rate(s) x number 
of meetings per year = 
XX amount

Total = XX amount 
(partly developmental 
costs and partly 
recurrent costs (costs 
per year))
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HIS improvement intervention:
2b. Organizing a series of workshops on specific topics where HIS stakeholders can learn more about each
other’s expertise, roles, and tasks, and personal relationships can be established

2b1. Set up working 
group to organize 
the workshop 
and select the 
topics that will be 
addressed in the 
workshops.

Workgroup 
and agendas 
for the 
workshop

9/2024 12/2024 National 
public health 
institute and 
ministry of 
health

•	 Staff for 
setting up the 
working group 
and developing 
the workshop 
agendas (D)

•	 40 hours
x hourly rate(s)
= XX amount

2b2. Organize series 
of workshops.

4 workshops 1/2025 12/2026 National 
public health 
institute and 
ministry of 
health

•	 Staff for 
organizing the 
workshops (D)

•	 Funding for 
workshop 
venues (D)

•	 30 hours
x hourly rate(s) x number 
of workshops  
= XX amount
•	 Quotation from 

meeting venue 
x number of 
workshops  
= XX amount

Total = XX
amount

HIS improvement priority objective:
3. XXXXX

HIS improvement intervention: 3a. XXXXX

3a1. XXXXX

3a2. XXXXX

Etc.

Notes: ToR: terms of reference.

a Cross-reference the HIS improvement intervention activities with:
•	 the outcomes of the mapping of planned and ongoing HIS strengthening activities to create synergies and avoid 

overlaps where possible;
•	 the guiding principles for HIS development to maximize the impact of the HIS improvement interventions and 

activities; and
•	 the PRISM conceptual model described in chapter 3, to identify relevant activities for addressing the technical, 

organizational, and behavioural factors that influence the outputs and outcomes of HIS improvement 
interventions.
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